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Abstract

Artificial intelligence (A1), and especially recent advances in large language models and foundation models, is becoming
relevant to central banking in two distinct ways. It is a tool that can improve macroeconomic analysis, supervisory
technology, payment oversight, anti-moneylaundering monitoring, cyber resilience, and financial stability surveillance.
It is also a new source of risk that central banks must understand as stewards of monetary and financial stability.
This paper reviews emerging international practices in the use of Al by central banks and financial authorities, and
connects those practices to the computer science literature on trustworthy Al and Al safety. The central argument is
that, for central banks, trustworthiness is not merely a model-level property. It is also a financial stability condition.
Model failures, biased decision systems, privacy leakage, prompt injection, data poisoning, third-party concentration,
algorithmic herding, and autonomous market responses can become systemic when many financial institutions rely
on similar data, similar infrastructures, or similar foundation models. The paper proposes a framework that links
trustworthy Al dimensions—robustness, safety, fairness, privacy, explainability, accountability, and human oversight—
to core central bank functions. It concludes with a research agenda for central banks focused on model governance,
Al-enabled supervision, privacy-preserving data cooperation, stress testing of Al-related shocks, and international
coordination.

Keywords: Central Banking, Trustworthy Ai, Artificial Intelligence, Financial Stability, Macroprudential Policy, Ai Safety, Supervisory
Technology, Payment Systems

1. Introduction
Artificial intelligence has moved from a specialized research

merely unreliable in a low-risk consumer application may become
systemically relevant when it informs credit allocation, liquidity

technology to a general-purpose infrastructure used across firms,
households, and public institutions [1-3]. For central banks,
this development matters for two reasons. First, Al is changing
the economy that central banks must understand. It may affect
productivity growth, capital expenditure, labor demand, wage
dynamics, price-setting behavior, market structure, and the
transmission of monetary policy. Second, Al is changing the tools
available to central banks. Machine learning and large language
models can help process unstructured data, extract signals from
texts and transactions, detect anomalies, and support economic and
financial analysis in real time [4-6]. Yet a central bank cannot treat
Al as a neutral productivity tool. Finance is a high-stakes, highly
interconnected, and confidence-sensitive system. A model that is

management, trading, fraud detection, payment screening, stress
testing, or supervisory monitoring. The question for central banks
is therefore not only how Al can be used, but under what conditions
Al can be trusted [7-9].

This paper reviews international central bank practices and frames
them through the lens of trustworthy AI. The paper’s main claim is
simple: for central banks, trustworthy Al is not merely a property
of individual models, it is an emerging condition for financial
stability. Traditional discussions of trustworthy Al often focus
on model-level attributes such as accuracy, robustness, fairness,
privacy, explainability, and accountability. These attributes
remain essential. But central banks must also consider system-
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level properties: whether many financial institutions rely on the
same vendor models, whether similar algorithms amplify market
movements, whether Al agents accelerate liquidity hoarding
or fire sales, whether synthetic data and model outputs pollute
information environments, and whether cyber vulnerabilities in Al
systems create operational risks for financial infrastructures.

Thepapermakesthreecontributions. First, itsummarizeshow central
banks and financial authorities are approaching Al in monetary
analysis, supervision, payment systems, anti-money laundering
(AML), cyber security, and financial stability monitoring. Second,
it connects central bank concerns to the technical literature on
trustworthy Al and Al safety. Third, it proposes a research agenda
that treats trustworthy Al as a bridge between computer science,
financial regulation, and macroprudential policy.

1.1. Literature Landscape and Source Strategy

This review draws on two bodies of literature that have often
developed separately. The first is the policy and central banking
literature on Al adoption, digital finance, supervisory technology,
financial stability, payment systems, anti-money-laundering, cyber
resilience, and model risk [4,7,9-11]. The second body of literature
comes from computer science and related fields, especially Al, data
mining, security, privacy, and accountability venues. It provides
concepts for foundation models, robustness, privacy, fairness,
explainability, red-teaming, and Al safety [1,3,12-16]. The
purpose of bringing these literatures together is not to claim that
central bank Al governance can be reduced to technical Al safety,
nor that technical Al safety can be reduced to financial regulation.
Rather, the paper argues that central banks require a translation
layer between the two. Concepts such as robustness, fairness,
privacy, explainability, prompt injection, model extraction, data
poisoning, and uncertainty calibration become macro-financially
relevant when they are embedded in lending, payment, trading,
supervision, compliance, and financial market infrastructure.
Conversely, central banking concepts such as financial stability,
market-wide liquidity, procyclicality, confidence, and operational
resilience give trustworthy Al a system-level meaning that is rarely
visible in model-level benchmarks.

1.2. Al as a Central Banking Issue

The Bank for International Settlements (BIS) has argued that Al
affects central banks both as stewards of monetary and financial
stability and as users of Al tools [4]. This dual role is useful for
organizing the field. As stewards, central banks must understand
how Al affects macroeconomic outcomes and financial system
behavior. As users, they must decide how to incorporate Al
into their own operations without weakening accountability,
confidentiality, or policy judgment.

1.3. Al and The Macroeconomy

Al may affect both aggregate supply and aggregate demand. On
the supply side, Al can raise productivity by augmenting cognitive
work, improving prediction, reducing search and matching costs,
automating routine tasks, and enabling new forms of innovation. On
the demand side, Al may trigger large investment in data centers,

chips, cloud infrastructure, software, and human capital. The net
effect on inflation is ambiguous. Productivity improvements may
lower inflationary pressure over time, while rapid investment
demand and changes in market power may create shortrun price
pressures [17-21].

Central banks must also study the labor market effects of Al. Al
can generate new tasks and occupations, but it can also displace
workers in activities that involve document processing, customer
service, compliance screening, coding, and routine analysis.
Distributional effects matter for monetary policy because they
influence wages, consumption, credit demand, and political
economy constraints around technological adoption [5,18,20].
Recent Federal Reserve communication illustrates this dual focus.
Governor Lisa Cook described Al as relevant to both sides of the
Federal Reserve’s dual mandate—maximum employment and price
stability—and emphasized that the Federal Reserve is studying
AI’s macroeconomic effects while using Al cautiously for internal
research, coding, and writing support rather than for setting
policy [5]. This distinction is important. AI may improve staff
productivity and analytical breadth, but monetary policy remains
a human, institutionally accountable judgment under uncertainty.

1.4. Al and Financial Intermediation

Financial institutions have long used statistical models, but
modern Al changes the scale, scope, and autonomy of model
use. In lending, Al can use alternative and unstructured data to
improve default prediction and expand access for borrowers with
thin credit files. In payments, Al can help detect fraud, identify
suspicious transaction patterns, and reduce compliance costs. In
asset management, Al can extract signals from news, filings, social
media, order flow, and other high-frequency data. In insurance, Al
can process claims, price risks, and analyze images or text [7,22-
29]. These applications create efficiency gains, but they also create
new forms of model risk. The same model can both improve credit
scoring and encode hidden discrimination. The same anomaly
detector can both reduce fraud and generate false positives that
exclude legitimate users from payments. The same trading model
can both improve price discovery and amplify market volatility if
many institutions react to similar signals [30-33].

2. International Practices in Central Bank Al
International practices are still evolving. Central banks generally
do not present Al as a replacement for policy judgment. Instead,
they use Al as an analytical, supervisory, and operational tool, with
strong attention to governance [5,6,8,30,31,34].

2.1. Macroeconomic Analysis and Nowcasting

Central banks increasingly use machine learning to process high-
dimensional and unstructured data. Examples include using news,
financial statements, firm earnings calls, surveys, job postings,
online prices, payment data, electricity use, satellite data, and social
media to nowcast economic activity and financial conditions. The
BIS notes that large language models can transform unstructured
information into structured signals and may improve nowcasting
during periods when official data arrive with lags [4,35-38]. The
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promise is not that Al replaces econometric reasoning. Rather, Al
can expand the information set available to economists. Traditional
macroeconomic models are often built for interpretability and
structural reasoning, AI models are often built for prediction and
pattern recognition. Central banks need hybrid approaches in
which Al-generated signals are evaluated against economic theory,
institutional knowledge, and real-time data constraints [39-43].

2.2. Supervision, AML, and Payment Oversight

Supervisory technology is one of the most immediate areas for
Al adoption. Supervisors must review large volumes of regulatory
filings, risk reports, transactions, complaints, news, and supervisory
correspondence. Al can classify documents, summarize risk
signals, detect anomalies, and prioritize supervisory attention
[44-48]. AML and countering-the-financing-of-terrorism (CFT)
monitoring are especially relevant. The BIS discusses Project
Aurora, which used synthetic transaction data to compare machine
learning methods for detecting suspicious money-laundering
networks. Graph neural networks performed well because they
could exploit payment relationships and network structure, and
performance improved when data were pooled across institutions or
jurisdictions [4,49]. This example highlights both the opportunity
and the governance challenge. AML detection benefits from richer
data sharing, but richer data sharing raises privacy, confidentiality,
and cross-border legal issues [50-52].

2.3. Cyber Resilience

Al can strengthen cyber security by improving threat detection,
automating routine security tasks, analyzing anomalies, and
supporting red-team exercises. However, generative Al also
strengthens attackers. It can produce more convincing phishing
messages, imitate voice or writing styles, generate malware, or
help attackers adapt their techniques. Al therefore changes both
sides of the cyber security problem [53-58]. For central banks,
cyber resilience is not merely an internal IT concern. Payment
systems, settlement systems, central securities depositories, and
other financial market infrastructures are critical infrastructure.
Al-enabled attacks on these systems could create operational
disruption, confidence shocks, and liquidity stress [60-62].

2.4. Internal Productivity and Controlled Experimentation

Many central banks are experimenting with Al for internal
productivity: drafting, summarization, translation, code assistance,
data cleaning, literature review, and knowledge management. The
Federal Reserve’s public discussion stresses responsible adoption,
staff training, strong governance, privacy protection, cyber
security, and human-in-the-loop oversight [5]. These principles
are generalizable. Central banks should encourage learning and
experimentation, but sensitive information, policy decisions, and
externally visible actions require stricter controls [9,10,63-66].

3. Financial Stability Risks

Al-related financial stability risks arise when model-level failures
interact with system-wide adoption. This section identifies six
channels [7,8,19,32,34,67].

3.1. Model Opacity and Weak Explainability

Many Al systems are difficult to explain. This is a problem for
financial firms, supervisors, and the public. In credit, insurance,
and compliance, affected individuals and firms may need to
know why a decision was made. In supervision, authorities need
to understand why a model flags one institution as risky and
not another. In macroprudential policy, explainability matters
because policy actions require institutional legitimacy [68-71].
Explainability is not a binary property. Some models can be
globally interpretable, others can be locally explained, still others
can only be audited through behavioral testing. Central banks need
to distinguish between low-risk uses where post-hoc explanations
may be acceptable and high-risk uses where interpretability,
auditability, and contestability should be required [63,72-74].

3.2. Bias, Discrimination, and Financial Inclusion

Al may expand financial inclusion by identifying creditworthy
borrowers who are underserved by traditional credit scores. But it
can also infer protected characteristics from proxies and reproduce
historical discrimination. Bias can enter through training data,
labels, sampling, feature selection, objective functions, and
deployment feedback loops [14,75-81]. A model that optimizes
default prediction without fairness constraints may reduce
measured losses while worsening unequal access to credit or
insurance.

For central banks and financial regulators, fairness is not only
an ethical concern. It can affect trust in the financial system.
If Al systems are perceived as arbitrary, discriminatory, or
impossible to challenge, confidence in digital finance may decline
[11,50,51,84,85].

3.3. Privacy Leakage and Data Governance

Al systems are data hungry. Financial data are sensitive, granular,
and often legally protected. Payment data, account data, credit
histories, transaction narratives, and supervisory reports can
reveal personal behavior, business strategies, and institutional
vulnerabilities. Al creates risks of data leakage through model
training, memorization, prompt interfaces, logs, third-party APIs,
and insecure integrations [86-89].

Privacy-preserving techniques such as differential privacy,
federated learning, secure aggregation, and privacy-enhancing
data clean rooms may help reconcile data cooperation with
confidentiality [16,90-96]. However, these techniques are not
automatic solutions. They involve trade-offs among statistical
accuracy, privacy guarantees, implementation complexity,
governance, and legal accountability [97-99].

3.4. Cyber-Attacks on Al Systems

Al systems create new attack surfaces. Prompt injection can
manipulate model behavior. Data poisoning can corrupt training
data. Model poisoning can compromise model integrity.
Adversarial examples can induce wrong classifications. Model
extraction and membership inference can reveal confidential
information. The BIS explicitly identifies prompt injection, data
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poisoning, and model poisoning as new cyber risks for financial
institutions [4,42,100-105].

These risks are particularly important when Al systems are
connected to tools: databases, payment workflows, compliance
systems, customer communications, or trading platforms. A
chatbot that merely answers questions is one risk category, an Al
agent that can initiate actions is another [106-108].

3.5. Third-Party Concentration and Foundation Model
Dependence

Cutting-edge Al requires data, compute, specialized talent, and
capital. As a result, many financial institutions may rely on a
small number of cloud providers, Al labs, model vendors, and
data vendors. The BIS notes that the concentration of advanced
Al provision creates third-party dependency risks for financial
institutions [4,7,109,110]. A failure, outage, cyber-attack, model
update, or governance error at a major provider could affect
many institutions simultaneously. This is not merely traditional
outsourcing risk. Foundation models can become shared cognitive
infrastructure. If many firms use similar models for risk assessment,
customer interaction, compliance, or trading, model behavior can
become correlated across the financial system [2,3,111,112].

3.6. Algorithmic Herding and Procyclicality

The most distinctively macroprudential risk is that Al may amplify
common behavior. Similar algorithms trained on similar data
may respond to stress in similar ways. In normal times, this can
look like efficiency. In stress, it can become herding, liquidity

hoarding, fire sales, margin spirals, or abrupt credit tightening. Al
can also accelerate decision speed beyond the capacity of human
governance and supervisory intervention [7,8,32,34]. This channel
connects model trustworthiness to financial stability. A model
may be accurate on average and still be dangerous if it induces
correlated actions under stress. Central banks therefore need stress
tests that examine not only individual model performance but also
the collective dynamics of Al adoption [20,33,113-115].

4. A Trustworthy Al Framework for Central Banking

The trustworthy Al literature offers useful concepts for central
banks, but those concepts must be adapted to financial stability.
Table 1 maps technical dimensions to central bank concerns
[9,64,66,84,116]. The NIST AI Risk Management Framework
defines Al risk management as a process for incorporating
trustworthiness considerations into the design, development,
use, and evaluation of Al systems [9,64]. For central banks, this
logic should be extended from organizational risk management to
system-wide financial risk management. A trustworthy AI model
in finance should be evaluated not only by its local performance
but also by its contribution to system resilience [63,117].

4.1. From Model-Level Trustworthiness to System-Level
Trustworthiness

The computer science literature often begins with the model. Is
it accurate? Is it robust? Is it fair? Is it explainable? Is it privacy-
preserving? Central banks must begin with the system.

Dimension Technical question Central bank relevance

Robustness Does the model perform under distribution Crisis forecasting, market surveillance, payment
shift, adversarial inputs, and stress scenarios? | anomaly detection, supervisory early warning.

Safety Can the model or Al agent cause unintended Tool-connected Al in payments, supervision,
harmful actions? compliance, trading, and internal operations.

Fairness Are errors and outcomes distributed unequally | Credit access, insurance pricing, consumer
across groups? protection, financial inclusion.

Privacy Can sensitive data be inferred, leaked, Payment data, supervisory data, credit data,
memorized, or misused? cross-border AML cooperation.

Explainability Can decisions be understood, audited, and Supervisory accountability, model validation,
contested? consumer recourse, policy legitimacy.

Accountability Who is responsible for model design, Governance of financial institutions, third-party
deployment, monitoring, and failure? vendors, and central bank Al use.

Systemic alignment | Do many Al systems create correlated Algorithmic herding, procyclicality, vendor
behavior or destabilizing incentives? concentration, macroprudential stress testing.

Table 1: Trustworthy AI Dimensions and Central Bank Relevance

What happens if a class of models is adopted widely? What
happens if an upstream data source is corrupted? What happens
if a foundation model update changes behavior across many
institutions at once? What happens if Al-generated market
narratives influence both human traders and algorithmic systems
[118-122]. This shift from model-level to system-level analysis
is the key conceptual bridge between trustworthy Al and central
banking. It suggests that central banks need model risk analysis,

but also concentration analysis, network analysis, behavioral
simulation, agent-based stress testing, and operational resilience
assessment [59,123-125].

4.2. Human Oversight and Policy Judgment

Human oversight is a recurring principle in Al governance, but
it requires careful specification. A formal human approval step is
not sufficient if the human cannot understand the model, challenge
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its output, or slow down automated processes. Human-in-the-
loop governance should include clear responsibility, escalation
procedures, audit trails, model documentation, training, and
authority to halt Al systems that fail standards [12, 65,85,116,126].
In central banking, this point is especially important for monetary
policy. Al can help summarize data, produce alternative scenarios,
flag anomalies, and support research. It should not become a
substitute for deliberation, institutional accountability, or judgment
under uncertainty [4,5].

5. Research Agenda for Central Banks
The field now needs a research agenda that is both technical and
institutional. Five priorities stand out.

5.1. AI Model Governance in Regulated Financial Institutions
Central banks and supervisors should develop methods for
evaluating Al model governance across banks, insurers, payment
firms, asset managers, and financial market infrastructures. Key
questions include: How should firms document foundation-
model use? How should they monitor model drift? What tests
are required for fairness, robustness, privacy, and security? How
should vendor models be audited when source code and training
data are unavailable? Existing work on model cards, datasheets,
risk management frameworks, and financial-sector Al principles
provides a starting point, but it must be adapted to supervisory
evidence and macroprudential use [9,11,52,63,72,122].

5.2. AI Stress Testing and Macroprudential Simulation
Traditional stress tests focus on balance sheets, capital, liquidity,
and macroeconomic shocks. Al creates the need for new scenarios:
a major model provider outage, a poisoned data feed, correlated
Al-driven credit tightening, Al-generated misinformation affecting
deposits or markets, autonomous trading models responding to
the same signal, or a payment-system disruption caused by Al-
enabled cyber-attacks. Central banks should explore agent-based
simulations and network stress tests that capture correlated Al
behavior [8,32,34,54,67].

5.3. Privacy-Preserving Cooperation

Many high-value Aluse cases require cooperation across institutions
and borders. AML, fraud detection, cyber threat intelligence, and
payment monitoring all benefit from pooled information. But
central banks must preserve privacy, confidentiality, and legal
constraints. Research is needed on differential privacy, federated
learning, secure aggregation, synthetic data, and privacy-
preserving record linkage in real supervisory and payment contexts
[16,49,80,92,94,96].

5.4. Evaluation Standards for Central Bank Ai Use

Central banks should hold theirown Aluseto high standards. Internal
Al systems should be classified by risk. Low-risk productivity
tools may require basic controls. Medium-risk analytical tools may
require validation, documentation, and reproducibility checks.
High-risk tools that affect supervision, market operations, or
payment oversight should require strong human oversight, audit
logs, red-team testing, and clear accountability [57,58,127-130].

5.5. International Coordination

Al risks cross borders. Foundation models, cloud infrastructure,
payment networks, cyber threats, and financial markets are global.
The BIS has called for central banks to build a community of
practice for sharing knowledge, data, best practices, and Al tools
[4]. This agenda should be expanded to include joint evaluation
benchmarks, incident reporting taxonomies, cross-border AML
experimentation, cyber exercises, and common principles for Al
use in critical financial infrastructure [22,54,59,65,66,117].

6. Conclusion

Al is becoming part of the financial system’s cognitive
infrastructure. It helps institutions see, predict, -classify,
communicate, and decide. For central banks, this creates a double
mandate of understanding and governance. They must understand
how AI changes macroeconomic dynamics and financial
intermediation. They must also govern the risks that arise when
Al systems become embedded in payment systems, supervisory
processes, trading, lending, insurance, cyber security, and
institutional decision-making. The central message of this paper
is that trustworthy Al in central banking must be defined at two
levels. At the model level, Al should be robust, safe, fair, private,
explainable, and accountable. At the system level, Al should not
create hidden concentration, correlated behavior, operational
fragility, or destabilizing feedback loops. A model can be locally
useful and globally risky. That is why central banks need to connect
Al safety research with financial stability analysis. The next
stage of research should move from principles to measurement.
Central banks need practical tests for Al robustness under stress,
benchmarks for financial Al explainability, privacypreserving
mechanisms for supervisory cooperation, red-team protocols for
Al-enabled financial infrastructure, and macroprudential models of
algorithmic herding. If central banks can build these capabilities,
Al can become not only a source of risk, but also a tool for making
the financial system more resilient.
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