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Abstract

The integration of Internet of Things (IoT) with artificial intelligence and smart devices (SD) in agriculture has revolutionized traditional
farms and significantly improve the productivity and food production. Although the advantage offered by this combination, it still faces
security challenges. To fix this problem and ensuring the resilience and reliability of smart agriculture (SA) systems, we propose an
advanced network intrusion detection system (NIDS) to detect and address new threats in loT networks. In this work, we design and
evaluate a deep learning-based network intrusion detection system (DL-NIDS) that can successfully identify and detect intrusions
in smart agriculture network. The experiment accomplished on three well known datasets namely, NSL-KDD, CIC-IDS-2017, and
EdgelloTset, demonstrated the effectiveness of our system against the state-of-the-art approaches.
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1. Introduction

The widespread integration of Internet of Things (IoT) has fundamentally transformed multiple facets of contemporary existence,
including sectors such as smart homes, urban infrastructures, healthcare, and agriculture. Despite the benefits they supply, the growth
of IoT devices has posed numerous security vulnerabilities. This is mostly due to the fact that numerous interconnected devices
with inadequate built-in security measures, rendering them susceptible to a broad spectrum of cyberattacks. Moreover, the deep
interconnectivity of IoT networks amplifies the complexity of their vulnerability to attacks, requiring the implementation of advanced
security measures. Effective defense against potential intrusion and malicious actions necessitates the implementation of proactive
protection measures, as well as ongoing awareness to neutralize growing threats posed by cyber attackers.

Even though the increased awareness of IoT security issues, existing security measures are sometimes insufficient to defend against
the widening range of threat. Conventional intrusion detection system (IDS) are intended primarily for traditional networks and
may inadequately identify and mitigate threats targeting loT devices and networks. Therefore, the necessity for specialized security
solutions adapted to inherent features of IoT environments. These solutions must integrate advanced anomaly detection algorithms,
real-time threat intelligence feeds, and behavior-based analytics to detect and address new threats in IoT networks. Furthermore, robust
encryption protocols, secure authentication methods, and firmware-level security measures are essential for protecting IoT devices from
potential vulnerabilities and illegal access. Moreover, ongoing surveillance and automated incident response mechanisms are crucial for
maintaining a proactive security stance and mitigating the effects of security breaches on [oT deployments.

In order to protect smart agriculture (SA) environment, proactive security measures are needed, as demonstrated by recent events
like Denial of Service attack which overwhelm the network to render devices unreachable [1]. Current research in the field of IoT
security have predominantly concentrated on encryption protocols, access control mechanisms, and anomaly detection techniques.
The dynamic and varied characteristics of IoT networks pose distinct challenges for intrusion detection, requiring the development of
specific solutions designed for IoT environments.
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Intrusion detection system play a critical role in securing IoT networks, especially when powered by powerful machine learning and
deep learning algorithms. These systems offer several key benefits. First of all, machine learning and deep learning-based IDS can
autonomously learn and adapt to new threats enabling real-time detection and response capabilities that traditional rule-based system
struggle to achieves. This flexibility enables them to detect previously new threats, decreasing false positives. Second, ML/DL-based IDS
models can analyze enormous amounts of loT data, recognizing complicated patterns with high accuracy. This functionality improves
the overall security posture of IoT networks by quickly detecting and mitigation threats. In addition, these IDSs can seamlessly interface
with other security measures and [oT devices, offering a holistic security framework that can proactively defending against sophisticated
cyber-attacks. In general, the incorporation of ML/DL algorithm into IDS boosts the security resilience of IoT networks, making them
more robust and capable of fighting against a wide range of cyber-attacks.

As shown in figure 1, the intrusion detection system (IDS) comprises several sequential steps to monitor and protect network environment
from unauthorized access and malicious activities. These steps include the collection of data from monitored IoT network. The collected
data is then forwarded to be processed and analyzed using sophisticated algorithms and rules to identify potential security incidents.
The step of intrusion identification relies on the intrusion database (Intrusion DB) which contain known attack signatures and anomaly
detection techniques to distinguish between normal and suspicious activities. Once an anomaly or potential threat is detected, the
IDS generates alerts, such as blocking suspicious traffic or notifying security administrator. Additionally, IDS systems often include a
reporting and logging component that records detected events, provides insights into security incidents, and facilitates forensic analysis.
Overall, these components constitute a robust security mechanism that enables enterprises and organizations proactively identify and
address cyber-threats in real.
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Figure 1: Typical Model of Intrusion Detection System in IoT Network
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Intrusion detection system can be developed in two principal forms according to the detection mode; signature-based detection and
anomaly-based detection. Signature based intrusion detection (SIDS) also known as knowledge-based detection. In this mode of
detection, the IDS match the knowledge stored in its database with the detected threat to recognize intrusions [2]. The most common
detection method is, Anomaly-based intrusion detection (AIDS), which identify malicious activities by comparing it with the normal
behavior profile and in this step, it can be interpreted as an intrusion [3].

In this paper, we propose a new approach to enhancing the security of smart agriculture networks through the development of deep
learning-based network intrusion detection system (DL-NIDS). The primary objective of our research is to design and evaluate a DL-
NIDS capable of effectively detecting and mitigating intrusions in smart agriculture networks. NIDS act as a crucial line of defense in SA
networks, since agricultural devices are online most of the time, which is necessary to monitor network activity and report any malicious,
unauthorized or unusual events that might endanger the information, availability, or security of data.

The remainder of this paper is organized as follows: Section 2 present an overview of agriculture 4.0 evolution, technology integrated,
advantages, and challenges related to cybersecurity of smart devices. Section 3 include a comprehensive review of related works in the
field of IoT security and intrusion detection. In section 4, we present the design and the implementation of our proposed DL-NIDS in SA
network, detailing the algorithms employed. Section 5 describes the methodology followed to evaluate the performance of DL-NIDS,
evaluation metrics, and validation environment. Then, we present and discuss the results of our experiments followed by critical analysis
of the findings and implications in section 6. Finally, in section 7 we present the conclusion of our work.

2. Agriculture 4.0

The development of agriculture from agriculture 1.0 to agriculture 4.0 has played an important role in shaping global food production
[1]. The integration of innovative technologies such as the internet of things, artificial intelligence, and smart devices have revolutionized
traditional farming practices into data-driven, automated, and efficient.

The integration of smart devices in agriculture has significantly improved productivity, efficiency, and sustainability. Smart sensors and
automated irrigation systems have significantly served as essential components of these technologies. Automated irrigation systems
control water distribution based on real-time soil moisture data recorded using soil sensors in order to minimize water waste and
conserving resources. Beyond of these technologies, Unmanned Aerial vehicles (UAVs), another revolutionary technology in modern
agriculture playing a crucial role in enhancing agricultural productivity and food production. These UAVs are commonly used for crop
health assessment, field mapping, and they are also allowing for rapid and accurate monitoring of large farmlands. Which one of their
ability is to assess crop conditions in real time contributes significantly to improving food production efficiency and reducing resource
waste? Together, these smart devices not only increase agricultural productivity but also support the global effort to meet the increasing
demand for food in a sustainable manner.

While the adoption of smart agriculture technologies offers numerous advantages in optimizing food production and resource
management, it also presents significant challenges particularly related to security and data privacy. However, the large-scale utilization
of smart devices in SA also increases the risk of cyberattacks on smart devices. For instance, Distributed Denial of service (DDoS)
attacks have the ability to overwhelm systems and make them unusable, while ransomware attacks may negatively impact on farm
operations by preventing access to vital data. To ensure the resilience and reliability of SA systems, advanced cybersecurity solutions
must be implemented to address these security threats, which remains a critical challenge.

3. Related Works

Researchers have achieved great progress in the field of intrusion detection with machine learning. They are developing more accurate
and effective machine learning methods for detecting cyber-attacks. Several studies have explored this potential, including which
proposes an ML-IDS for IoT that use two type of algorithm named k-means and decision tree, and employs a new hypervisor-based
cloud IDS which employs the effectiveness of logistic regression (LR), random forest (RF), and support vector machine (SVM) [4,5].

Even though machine learning is an effective technique for intrusion detection, system that rely exclusively on ML algorithm may
suffer from performance deficiencies. This is due to the irrelevant or redundant features that can decrease accuracy and increase false
alarm rate. To address this issue many researchers have incorporated feature selection or optimization technique before model training.
In this area, several studies have been conducted to prove the impact of feature selection on the accuracy of IDS, including which
we have employed correlation-based feature selection (CFS) technique to discard irrelevant features from the NSL-KDD dataset and
implemented the IDS model based on SVM algorithm. Gradient boosting is proposed in as feature selection technique to improve the
performance of the model, which they implement and evaluate various decision tree-base classifier [6,7].
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Al-Janabi et al. employs new teaching learning-based optimization algorithm (NTLBO) for feature selection and three different machine
learning model such as SVM, extreme learning machine (ELM) and LR for classification purposes [8]. Reyes et al. evaluated a wireless
network intrusion detection system (WNIDS) for WiFi networks on different machine learning techniques; boostrap aggregation
(Bagging), random forest, extra trees, extrem gradient boosting (XGBoost), and naive bayes (NB). The authors proposed several feature
selection techniques such as recursive feature elimination (RFE), feature importance, chi-square test, feature correlation, and particle
swarm optimization (PSO) to identify the best features set. In another research paper presented by Naseri et al. the feature selection
called binary version of farmland fertility algorithm (BFFA) with the v-shaped function plays an important role in increasing model
performance [9,10].

Deep learning algorithm comes to offer some distinct advantages over traditional machine learning including better handling of complex
data, automatic feature extraction, and higher accuracy in specific tasks. Researchers have benefits from the advantages to enhance
the security in IoT network, particularly in the field of intrusion detection system. for example, Nguyen et al. proposed a multimodal
classifier that includes three DL models to distinct between normal and abnormal data. Their approach includes an optimization algorithm
called chaotic butterfly optimization (CBO) applied for feature selection before training [11]. The authors analyzed the performance of
proposed model using NSL-KDD dataset. Zhiqiang et al. proposed an empirical based component analysis to discard irrelevant features
from dataset, and long short-term memory (LSTM) as algorithms to train the model [12]. The performance validation of this model. The
performance validation of this model was evaluated on four well known dataset called; KDDCUP-99, CICIDS-2017, UNSW-NBI1S5,
and NSL-KDD.

Mayuranathan et al. developed and effective optimal security solution for intrusion detection system (EOS-IDS). In EOS-IDS model,
authors suggested two optimization technique; one for removing unnecessary feature called improved heap optimization (IHO), and the
other was for dimensionality reduction called chaotic red deer optimization (CRDO) [13]. This study aimed to identify cyber-attacks by
using deep kronecker natural network (DKNN) technique applied on CSE-CIC-IDS2018 and DARPA datasets.

In the authors presented a strategy to improve the efficacy of deep neural networks (DNNs) for intrusion detection [14]. Their approach
employs feature selection through the integration of statistical significance criteria, such as standard deviation and the disparity between
mean and median. To illustrate the effectiveness of their proposed model, the researchers assessed it on three intrusion detection
benchmark datasets: NSL-KDD, CICIDS-2017, and UNSW-NBI15. Their goal was probably to attain enhanced performance on these
datasets.

Kanna et al. proposed an IDS model built based on deep learning algorithm named black window optimized convolutional long short-
term memory (BWO-CONV-LSTM) [15]. They employed an artificial bee colony algorithm for feature selection in order to perform the
accuracy of the model. Their model was tested on different dataset including NSL-KDD, UNSW-NBI15, and ISCX-IDS.

To effectively identify and thwart cyber-attacks, a hybrid metaheuristic method named GTO-BSA for feature selection was developed
were GTO refers to gorilla troops optimizer and BSA refers to bird swarm’s algorithm. The authors of this work tested the reliability of
this hybrid metaheuristic method on four IoT dataset named NSLKDD, CICIDS-2017, UNSW-NB15, and Bot-IoT [16].

In fatani et al. proposed an intrusion detection system based on deep learning and optimization technique. In their research strategy, the
authors lunched the search of optimal features by applying CNN to extract features, then they used modified version growth optimizer
(MGO) for feature selection and to boost the search process of GO they used whale optimization algorithm (WOA) [17]. They used CNN
algorithm to analyse traffic stored in IoT and cloud environments datasets named KDD-CUP99, NSL-KDD, CICIDS2017, and BoT-IoT.

Researchers are making significant strides in the field of intrusion detection using machine learning. By leveraging the power of machine
learning algorithms, researchers are developing more accurate and efficient methods for identifying and preventing cyber-attacks.
One promising approach involves using machine learning to classify network traffic into normal and anomalous patterns. This allows
researchers to identify malicious activity in real time and take immediate action to protect networks from harm.

In addition to developing new intrusion detection techniques, researchers are also working on improving the performance of existing
methods. this includes reducing false positives, which can occur when a legitimate activity is mistakenly identified as an attack.
Researchers are also working on making intrusion detection system more scalable, so that they can be deployed on large and complex
networks.
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The use of machine learning for intrusion detection is a rapidly evolving field with the potential to recognize cyber-security. As researchers
continue to make progress, we can expect to see even more effective and efficient methods for protecting networks from cyber-attacks.

Ferrag et al. analyzed seven deep learning models named RNN, DNN, RBM, DBN, CNN, DAE, and DBM. They studied the performances
of the realistic datasets named CSE-CIC-IDS2018 and Bot-IoT [18]. They compared the previous model based on the following metrics,
named, accuracy, false alarm rate, and detection rate.

Gamage et al. conducted an extensive survey on relevant literature, synthesizing key findings and methodologies. Moving beyond a
review, they train and evaluate four critical deep learning architectures named feed forward neural networks, autoencoders, deep belief
networks, and long short-term memory networks on a variety of datasets [19]. They specifically evaluated the performance of these
models on KDD-CUP99, NSL-KDD, CIC-IDS2017, and CIC-IDS2018. Their experiments provide clear conclusions: FFNN perform
well on all datasets, while autoencoders and DBN, which are semi-supervised methods, are not effective as supervised ones.

Ge et al. proposed an innovative intrusion detection approach for the security of internet of things based on a customized deep learning
algorithm. They developed a feed-forward neural network model with embedding layers to efficiently encode high-dimensional
categorical data for multi-class classification. Subsequently, they employed transfer learning techniques to autonomously encode these
attributes for binary classification task, utilizing a second feed-forward neural network model [20]. For the assessment of the suggested
strategy, they employed Bot-IoT, an advanced loT dataset that contains IoT traces.

4. System Model and Methods
In this section, we present the system model and the methods employed in this paper while highlighting their essential role for securing
smart agriculture network.

Figure 2 illustrates the integration of NIDS in SA environment. The architecture includes multiple smart interconnected devices such as
sensors, drones and edge gateways that establish connections across agricultural fields for the monitoring and the automation of farming
procedures. The system integrates centralized network intrusion detection system for continuous traffic monitoring which detects
suspicious behavior to handle potential attacks such as denial of service. The merged system establishes a protected agricultural network
with data integrity protection alongside system availability security and protection of operation sensitive data from cyberattacks. The
model presented in the illustration creates a base for the threat mitigation approaches which will be described in upcoming sections of
this work.

In this study we employ two machine learning models: Convolutional Neural Network and Support Vector Machine. The selected
methods suited this application because they support each other in solving intricate classification problems. The structure of CNNs
enables them to identify sophisticated hierarchical patterns in data structures which results in effective detection of concealed malicious
patterns within network traffic data. SVMs excel in high dimensional spaces along with handling small and balanced datasets which
results in robust generalization capabilities. Both models used together create a platform to analyze deep learning and classic machine
learning approaches for intrusion detection evaluation purposes. The researchers exclude alternative techniques because they encountered
scalability issues or implemented analytical methods with sub-optimal results when detecting intrusions within similar network defense
environment.

a. Convolutional Neural Network

Convolutional Neural Networks (CNNs) are a class of deep learning models widely developed for image recognition tasks. They have
demonstrated exceptional performance in extracting special hierarchies of features through layers of convolution, pooling, and nonlinear
transformations. In a CNN architecture, raw input data passes through multiple processing layers, starting from low-level extraction to
high level decision making in fully connected layers, ultimately to classification.
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Figure 2: System Overview of Network Intrusion Detection System in Smart Agriculture Networks

The main element of CNN is the convolution layer, which apply a set of learnable kernels to process the input. The equation behind
convolution layer can be written as follow; hj = f(hj.f1 *w + bj), where * is the convolution function, f'is the activation function (typically
ReLu used defined as f{x) = max(0, x)), w, 1s the weight value of the kernel function of layer j, bj is the bias of the layer j, hj, , is the
output or the Feature Map, and hﬁ1 is the input sample. Following convolution, data processing continues through pooling layers which
is responsible of reducing the dimension of each Feature Map by keeping the most important information for better generalization of
the Feature Map (hj) [21]. After several convolution and pooling layers, the output flows through one or multiple fully connected layers
with connections to all previous layer activations before reaching the final output layer which makes classification decisions (normal or
malicious traffic) using a Softmax function mathematically expressed as

—g— fori=1,2,...,K,where K is the total number of classes.

K
o(z) =L

In the context of network traffic analysis, CNN can be adapted to analyze network traffic data. This data is often represented in structured
format, such as matrices derived from network flow features, enabling CNNss to treat network activity like special data or “image”. This
unique interpretation allows CNNs to learn both local and global patterns in the traffic data, distinguishing between normal and abnormal
behavior.

The application of CNN in the process of intrusion detection succeeds in different real word situation. CNN-based IDS succeed in
identifying different type of attacks such as Denial of service, port scans and botnet traffic in enterprise networks and critical infrastructure
systems [22].

b. Support Vector Machine

Support Vector Machine (SVM) finds extensive use in classification tasks including intrusion detection. The SVM algorithm employs
optimization methods to discover the perfect boundary plane that procedures maximum separation between assigned data points. In
binary classification scenario, when the objective is to differentiate between normal and malicious traffic, SVM develops its decision
boundary hyperplane to maximize the separation distance between the closest points from each category known as support vectors.
This makes SVM effective in generalizing well to unseen data, especially in high-dimensional feature spaces commonly encountered in
network traffic analysis.
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The main purpose of SVM is to create weight vector w and bias term b for establishing a decision boundary (hyperplane), which can be
written as follow:

fox)=w'«X+b (1)
Where, X represent the set of feature vector X in the dataset (i represent the dataset dimension).

In case of non-linearly separable data, SVM use kernel function like radial basic function (RBF) or polynomial kernels to create high-
dimensional space where linear separators apply. This option proves the adaptability of SVM during operation and makes it suitable for
complex intrusion patterns.

5. Methodology

In this section, we present the adopted methodology in this approach to detect and classify intrusions over SA network. Figure 3
illustrates the process leading to the classification of network attacks using our model which involves multiple necessary preprocessing
steps designed to refine the raw data for efficient and accurate analysis.

Initially, we examined the dataset to check data integrity through a preliminary review which removed any corrupted or missing data
points. In the next step, the redundant and the irrelevant features were deleted in order to reduce noise in the system and improve model
performance.

Then, categorical features were encoded into numerical format helped machine learning algorithms accept it, while numerical features
received normalization treatment for unified measurement across all features using StandardScaler mathematically defined as z = (x —
u)/s, where u is the mean of samples, s is the standard deviation of samples, and x represent the sample itself. The preprocessing ended
by splitting data into train and test parts, with 80% of the data used for training and the remaining 20% reserved for testing enabled the
assessment of model generalization performance.

In the case of CNN model, the data required to be transformed to match convolution layers, while for SVM classifier demand vector-
form data. Finally, the preprocessed data entered the models which were followed for training and evaluation purposes to perform
network intrusion detection and classification with improved accuracy.

Preprocessin
Dataset p g
NSL-KDD 1. Clean data
EdgelloT I:> 2. Encode data
3. Normalize data
CICIDS-2017 :
4. Split data

|
Test & evaluate the performance 1 _sl
of the proposed approach i |

Figure 3: Road map of the proposed methodology for intrusion detection system.
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a. Datasets Description

In this paper, all the datasets require several preprocessing steps to provide comprehensive and high-quality data to be used in training and
testing deep learning models; including data cleaning, noise reduction, encoding categorical feature, and normalization. The following
subsections contains a brief description of datasets used in this work.

i. NSL-KDD Dataset

The NSL-KDD Dataset is a trustworthy benchmark for assessing intrusion detection systems and cybersecurity tasks. Tavallace et al.
created it in 2009 as an udates to the KDD-CUP99 dataset, addressing problems like duplicated packets. It contains /47907 rows data
and 4/ features, which were a simulated data. The traffics are divided into five groups by the NSL-KDD dataset to reflect various kinds
of network invasions named Denial of service attack (DoS), Probe attack, User to Root attack (U2R), Remote to Local attack (R2L), and
Normal traffic [23]. This dataset was chosen because it is used to evaluate and compare intrusion detection methods.

ii. Edge-IloTset Dataset

In the field of cybersecurity of IoT network, the Edge-IloTset dataset becomes a key resource, giving us perfectly organized and varied
information on real-word cyber threats. This dataset enables researchers to build advanced intrusion detection systems. It comprises 2
219 201 rows and 63 attributes, acquired from various IoT devices (more than 10 types) [24]. This dataset uses 14 classes to describe the
range of possible attacks on computer networks.

iii. CIC-IDS-2017 Dataset

The CIC-IDS-2017 dataset emerges as a cornerstone in modern cybersecurity research, offering a meticulously curated and diverse
collection of network traffic data representative of real-word cyber-threats. Comprising a wide array of benign activities and malicious
behaviors. This comprehensive coverage enables researchers to develop sophisticated intrusion detection systems. It contains 2 830
743 rows and 78 attributes, which were collected over five days of network activity. This dataset categorizes attacks into 15 classes to
represent different types of network intrusions, detailed in this work [25].

b. Validation Environment

The proposed approach was validated in the laboratory using a PC with the following specifications; Intel(R) Core (TM) i7-7700 CPU
@ 3.60 GHz and Windows for operating system. Python 3.11 with the TensorFlow framework for deep learning techniques is used to
develop the algorithm.

c. Performance Metrics

Various performance indicators, such as Accuracy (AC), Detection Rate (DR), Precision, and F-score, were utilized to evaluate the
performance of our intrusion detection system. These metrics are defined below based on True Positives (TP), True Negatives (TN),
False Positives (FP) and False Negatives (FN).

* Accuracy: It is the percentage of the number of instances correctly classified in relation to the total number of instances. Its equation
is shown below:

TP + TN

Accuracy = 2)
TP+ TN+ FP+FN

* Recall: it is also called the Detection rate, it represents the percent of properly identified cases divided by the total number of abnormal
cases.

TP
Recall= (3)
TP + FN

* Precision: It measures the number of correct positive predictions made by the model, relative to the total number of positive predictions
it made.
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Precision = (4) TP+ FP

* F-Score: It is used to calculate derived efficiency by measuring harmonic mean precision and recall.

2 x Precision x Recall

F — score =

®)

Precision + Recall

6. Results and Discussion

Based on the experiments realized in this approach, the CNN model demonstrates strong generalization performance across all
three imbalanced datasets. As shown in table 1, with the NSL-KDD dataset, the model showed a training accuracy of 98.431% and
corresponding loss values of 0.051 and 0.055. The slight gap between training and testing results suggests that the model successfully
generalized what was learned without overfitting. For the Edge-IloTset, perfect accuracy was reached by the CNN model on all the data,
with minimal loss on both training and testing, 5.306e-12 and 4.298¢-12 respectively. Even though these results are impressive, they
could also indicate that the dataset is straightforward and the model can easily understand its patterns. On the CIC-IDS-2017 dataset,
the model maintained high performance with a training accuracy of 98.642% and a test accuracy of 98.686%, and minimal loss values
0f 0.031 and 0.032, respectively.

IDataset Train_Acc Test Acc Train_Loss Test Loss
INSL-KDD 98.431 % 98.363 % 0.051 0.055
Edge-1loTset 100 % 100 % 5.306 e-12 4.298 e-12
CICIDS-2017 08.642 % 98.686 % 0.031 0.032

Table 1: Performance Analysis of CNN Model

Although these outcomes confirm the model’s strong ability to detect intrusions on imbalanced data. because the main task is to spot any
type of attack, these performance metrics prove that the model does its job successfully.

To comprehensively evaluate the generalization ability of the two CNN-based models, their performance was assessed on three widely
used intrusion detection datasets: NSL-KDD, EdgelloT, and CICIDS-2017. The comparison is based on key classification metrics,
including precision, recall, Fl-score, and overall accuracy, as shown in tables 2 and 3. Across all datasets, CNN-SVM consistently
outperformed the baseline CNN with softmax classifier. On the NSL-KDD dataset, CNN-SVM achieved higher accuracy and better
balance between precision and recall, resulting in an improved F1-score. For EdgelloT, both models performed well; however, CNN-
SVM showed greater robustness by achieving higher recall. On the more complex CICIDS-2017 dataset, CNN-SVM demonstrated a
clear advantage with significantly higher F1-score and accuracy, particularly in detecting attack samples. These improvements were
attributed to the SVM classifier applied in the last layer of CNN instead of softmax classifier. Overall, the consistent performance gains
across all three datasets highlight the superior generalization capability of the improved model, making it more suitable for real-world
intrusion detection scenarios where traffic characteristics and attack types vary widely.

Metric INSL-KDD Edge-IloTset CICIDS-2017

Normal Attack [Normal Attack [Normal Attack
Precision (%) 97.05 98.92 | 100 100 95.27 99.40
Recall (%) 99.01 96.77 | 100 100 97.05 99.02
F-score (%) 98.01 97.83 | 100 100 96.15 99.20
|Accuracy of the overall model 98.31 % 100 % 98.67 %

Table 2: Classification Report of Binary Classification for CNN-Softmax Approach Across All Datasets
J Electrical Electron Eng, 2026
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Metric NSL-KDD Edge-11oTset CICIDS-2017

Normal Attack [Normal Attack [Normal Attack
Precision (%) 07.05 98.92 | 100 100 05.27 99.40
Recall (%) 99.01 96.77 | 100 100 97.05 99.02
F-score (%) 08.01 97.83 | 100 100 96.15 99.20
|Accuracy of the overall model 08.31 % 100 % 98.67 %

Table 3: Classification Report of Binary Classification for CNN-SVM Approach Across all Datasets

According to the results illustrated in Table 4, Table 5 and Table 6, the proposed approach outperforms the state-of the-art approaches
in terms of accuracy across all the datasets used. This proves that our strategy is powerful and effective in managing different data and
detecting intrusions more accurately that the other presented methods.

References Year [Detection Model lAccuracy
[26] 2022 |CNN 78.8 %
CNN (Smote) 79.3 %
[27] 2023 (CNN-CapSA 77.205 %
[28] 2023  (CNN-Transformer 91.54 %
[29] 2023 (GMM-WGAN-IDS 86.59 %
[30] 2024 (CNN-LSTM 86.24
[31] 2025 |CNN 97%
Proposed Model CNN-SVM-IDS 98.532 %

Table 4: Accuracy Comparison of Models on the NSL-KDD Dataset

References Year |Detection Model |Accuracy

[28] 2023  (CNN-Transformer 91.06 %

[32] 2024 [FFL-IDS 95.8 %

[33] 2025 [FA-CNN 92 %

[34] 2025 |CNN 98 %

[35] 2024 |CNN 91.10 %

[36] 2024 |CNN 98 %
Proposed Model CNN-SVM-IDS 98.97 %

Table 5: Accuracy Comparison of Models on the CIC-IDS-2017 Dataset
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References 'Year [Detection Model Accuracy

[32] 2024 [FFL-IDS 97 %

[37] 2024 |CNN 99.98 %

[38] 2024 |CNN-GA 100 %
Proposed Model CNN-SVM-IDS 100 %

Table 6: Accuracy Comparison of Models on the Edge-IloTset Dataset

7. Conclusion

This article proposes a Network Intrusion Detection System (NIDS) based on deep learning learning model named Convolution Neural
Network (CNN) combined by a Support Vector Machine (SVM). The use of SVM in the decision layer of CNN model instead of Softmax
is a theoretically sound and empirically justified choice, particularly for binary classification tasks like our system. Our model has been
evaluated on three different datasets NSL-KDD, CIC-IDS-2017, and Edge-IloTset and demonstrate its performance in identifying and
distinguishing between a normal traffic and attack traffic. The CNN-SVM-based IDS model achieves 98.532 %, 98.97 %, and 100 %
accuracy on NSL-KDD, CIC-IDS-2017, and Edge-IloTset datasets, respectively.
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