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Abstract
The proliferation of the internet and digital technologies in Nigeria has revolutionized modern life, offering unparalleled 
opportunities for communication, information, and connection. However, this increased reliance on digital technologies 
also exposes individuals to various online threats, including cyberbullying, phishing, identity theft, and other forms of 
cybercrime. This keynote paper examines the critical issues of online safety and digital citizenship in Nigeria, discussing 
the challenges and risks associated with online interactions. We investigate comprehensive strategies for promoting 
online safety and digital citizenship, including education, awareness, responsible online behavior, and collaborative 
efforts to foster a positive and secure digital environment. By addressing these challenges, we can empower Nigerians 
to navigate the internet safely and responsibly, unlocking the full potential of digital technologies for social, economic, 
and educational growth.
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1. Introduction
The internet has revolutionized modern life in Nigeria, transforming 
the way we communicate, access information, and connect with 
others [1]. This digital revolution has brought about unprecedented 
opportunities for social, economic, and educational growth, 
enabling Nigerians to bridge geographical divides, access global 
resources, and participate in the digital economy [2]. However, 
this increased reliance on digital technologies also exposes 
individuals to various online threats, including cyberbullying, 
phishing, identity theft, and other forms of cybercrime [3,14]. As 
the digital landscape continues to evolve, it is essential to address 
these challenges and ensure that Nigerians can navigate the 
internet safely and responsibly [4]. This keynote paper explores 
the critical issues of online safety and digital citizenship in Nigeria, 
highlighting the need for a comprehensive approach to promote a 
positive and secure digital environment.

The remaining part of this keynote paper is structured as follows: 
Section II Online Safety. Section III Digital Citizenship. Section IV 
Promoting Online Safety and Digital Citizenship. The conclusion 

to the paper is given in Section V.

2. Online Safety
2.1. Definition and Importance of Online Safety in Nigeria: 
Online safety is the ability to understand and recognize threats that 
exist on the internet, as well as having the skills and knowledge to 
avoid these threats. This includes knowing how to keep personal 
information private and secure online, protecting devices from 
malware, avoiding harmful or illegal content, and managing online 
relationships safely [1].

Internet Safety focuses on concrete measures to protect oneself 
online, while Digital Citizenship is about promoting responsible 
and ethical behavior in the digital world. Internet Safety deals with 
personal protection, while Digital Citizenship encompasses how 
one's actions and behavior affect others online [5].

Why is Internet Safety Important for Student ?
Internet Safety is crucial for students of all ages because it 
teaches them how to protect themselves online. It emphasizes 
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the importance of being cautious about personal information, 
interacting with strangers, and understanding the potential risks 
and consequences of online activities [5].

2.2. Responsible Online Behaviour
Responsible online behaviour refers to ethical and respectful 
conduct exhibited by individuals when interacting with others 
and engaging in activities on the internet. It encompasses various 
principles and practices aimed at fostering positive digital 
citizenship and creating a safer online environment. Key aspects 
of responsible online behaviour include [6-7].

i.	 Ethical Conduct: Encouraging individuals to engage in 
ethical and respectful interactions online, including honesty, 
integrity, and empathy towards others.

	
ii.	 Digital Footprint Awareness: Understanding the implications 

of one's online presence, including the permanence of digital 
content and its potential impact on personal and professional 
reputation.

	
iii.	 Online Identity: Promoting authenticity and positive self-

representation while being mindful of online personas and 
identity theft risks.

	
iv.	 Honesty and Integrity: Being truthful and transparent in 

online communications and interactions, avoiding deception, 
fraud, and manipulation.

2.3. Cyber Security Best Practices
Cyber security is a multifaceted profession that protects digital 
assets, networks, and data from unauthorized access, modification, 
or destruction. To navigate the digital world safely and confidently, 
we can adopt the following best practices [2]:

a)	 Password Security: Emphasizing the importance of strong, 
unique passwords and the use of password managers to 
safeguard accounts from unauthorized access.

	
b)	 Phishing Awareness: Educating individuals about common 

phishing techniques and how to recognize and avoid fraudulent 
emails, websites, and messages.

	
c)	 Software Updates: Stressing the significance of keeping 

software, operating systems, and antivirus programs up to date 
to patch security vulnerabilities and prevent cyber attacks.

2.4. Digital Privacy Rights
Digital privacy is a right that endeavors to protect the personal 
information of users who access a service via the internet. It must 
ensure that they are aware of, and have control over, the treatment 
of their data acquired on a website, application, or social network 
[3, 6].

Cyber crimes against property include computer vandalism, 
transmission of harmful programs, and denial of service [5]. Cyber 

crimes against government, including cyber terrorism, threaten 
international governments and citizens [6]. A cyber terrorist can 
be described as someone who launches attacks on government 
or organization to distort or access stored information [2]. Key 
concept in digital privacy rights to note include:

1)	 Data Protection: Understanding the value of personal data 
and the importance of safeguarding privacy rights, including 
consent, transparency, and control over data collection and 
usage.

2)	 Privacy Settings: Empowering individuals to manage privacy 
settings on social media platforms, web browsers, and digital 
devices to control the sharing of personal information.

	
3)	 Encryption and Secure Communication: Promoting the 

use of encryption tools and secure communication channels 
to protect sensitive data from interception and unauthorized 
access.

	
4)	 Data Minimization and Retention: Organizations should 

only collect the minimum amount of personal data necessary 
for the intended purpose and avoid collecting unnecessary or 
excessive information.

	
5)	 Protection Against Decision Making: Individuals have the 

right to challenge decisions made solely based on automated 
processing, including profiling, that significantly affect them, 
and request human intervention.

	
6)	 Transparency and Accountability: Individuals have the 

right to know what personal data is being collected, how it's 
being used, and who it's being shared with by organizations.

3. Digital Citizenship
3.1. The Role of Nigerians
A) Definition and significance of digital citizenship in Nigeria
Nigeria does not have a specific law that defines digital citizenship. 
However, there are several laws and regulations that relate to 
digital rights and responsibilities, such as:

1)	 Cybercrime (Prohibition, Prevention, etc.) Act, 2015: This 
law addresses cybercrime and online offenses.

2)	 National Information Technology Development Agency 
(NITDA) Act, 2007: This law establishes NITDA as the 
regulatory body for IT development and usage in Nigeria. 

3)	 Nigerian Communications Commission (NCC) Act, 2003: 
This law regulates the communications sector, including 
online activities.

While there is no single definition of digital citizenship in Nigerian 
law, these regulations and laws collectively promote responsible 
online behavior and digital literacy. A digital citizen is someone 
with an identity on the internet, part of a digital community, and 
must exercise self-awareness and awareness of others [4]. Digital 
citizenship comes with rights and responsibilities to protect oneself 
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and others [9].

3.2. Critical Media Literacy Skills
Digital literacy and online safety are vital abilities for the 21st 
century. They enable individuals to access, assess, produce, and 
communicate information through digital technology, while 
protecting themselves and others from online threats [4].

1)	 Media Literacy: Teaching individuals to critically evaluate 
digital content, including news articles, videos, and social 
media posts, for accuracy, bias, and credibility.

2)	 Fact-Checking: Providing fact-checking tools and techniques 
to verify information and combat misinformation, rumors, 
and fake news circulating online.

3)	 Critical Thinking: Developing critical thinking skills to 
analyze media messages, recognize propaganda techniques, 
and make informed decisions in the digital age.

A-Types of online threats with Nigerian case studies
Various cybercrimes are committed daily in Nigeria, including 
fraudulent emails, pornography, identity theft, hacking, cyber 
harassment, spamming, ATM spoofing, piracy, and phishing [2, 7].

Being online brings enormous benefits to children, but it also poses 
risks, such as cyberbullying, online sexual exploitation, image-
based abuse, exposure to sexual content online, and exposure to 
cyber-hate and violence (including self-harm) [2]. The prevalence 
of cyberbullying victimization varies widely across studies 
due to differences in definitions, time parameters, samples, and 
measurement tools [8], [10, 16-17].

1)	 Cyberbullying : Cyberbullying is a form of bullying or 
harassment that occurs online, including [14, 2]:

	
•	 Spreading rumors or images posted on someone's profile or 

passed around for others to see.
•	 Creating a group or page to make a person feel left out.
•	 Harassment through email, text message, or social networking 

sites.
	
2)	 Phishing/Cyber Stalking: Cyber stalking involves using 

the internet to repeatedly harass another person, potentially 
sexually or motivated by anger [2-3]. Leaving personal 
information online can make individuals vulnerable to cyber 
stalking

	
3)	 Malware and Cyber Attacks: Malware, including viruses, 

Trojans, and worms, can infect computer systems, destroying 
valuable information [2-3]. Techniques like the salami attack, 
which targets financial data, can be mitigated by avoiding 
unsolicited emails and using proprietary antivirus software 
[13].

	
4)	 Online harassment or Cyber Terrorism: Cyber terrorism 

refers to any act intended to instil fear by accessing and 
distorting useful information in organizations or government 
bodies using computers and the internet [2-3]. This includes 
cyber extortion, where hackers attack websites, email servers, 
or computer systems, demanding ransom in return [2].

4. Promoting Online Safety And Digital Citizenship
The internet has revolutionized modern life, offering unparalleled 
opportunities for communication, information, and connection. 
However, this increased reliance on digital technologies also 
exposes individuals, especially children, to various online threats 
[7, 9].

Being online offers children a rich universe of opportunities for 
learning, play, self-expression, leisure, and entertainment. Digital 
environments have reshaped children's lives, their families, and 
schools [7, 11, 15]. The internet has become ubiquitous in high-
income countries, with approximately:

Figure 1 illustrates global and Nigerian internet access and usage. 
This data is crucial for understanding digital safety and citizenship 
activities' base. The graphic demonstrates that developed regions 
have near-universal internet connectivity for families. Eurostat 
(2019) reports that 98% of European homes with dependent 
children have internet. UK (89%), US (95%), and Australia (97%), 
have similar percentages (Australian Bureau of Statistics, 2016; 
US Census Bureau, 2019; Office for National Statistics, 2021). 
These data show that internet safety and digital citizenship are 
essential to daily life.

Data on Nigeria shows serious issues. Only 43.8% of Nigerian 
homes have internet connectivity (National Bureau of Statistics, 
2020), leaving a huge fraction offline. Internet use varies by age 
and gender even among those with access. The National Population 
Commission (2019) reports that 63.2% of Nigerians aged 15-49 
use the internet, peaking at 71% among 15-24-year-olds. Only 
55% of 10-14-year-olds and 35% of 5-17-year-old households 
have internet connection (Multiple Indicator Cluster Survey, 2016-
17; Global Kids Online, 2019).

This access discrepancy highlights the need for Nigeria to focus 
on online safety and digital citizenship. As we empower more 
Nigerians to navigate the digital landscape responsibly, we must 
address access gaps and provide instructional materials and safety 
measures to everybody, especially vulnerable populations like 
children and youth.

Also, just 61% of Nigerian internet users utilise the internet 
everyday, and gender differences (47% of women vs. 54% of 
men) emphasise the need for targeted inclusive digital engagement 
programs. We can close these gaps and make the internet safer and 
fairer for all Nigerians by promoting digital citizenship and online 
safety.
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Being online brings enormous benefits to children, but it
also poses risks, such as cyberbullying, online sexual
exploitation, image-based abuse, exposure to sexual content
online, and exposure to cyber-hate and violence (including
self-harm) [2]. The prevalence of cyberbullying
victimization varies widely across studies due to differences
in definitions, time parameters, samples, and measurement
tools [8], [10], 16], [17].

1) Cyberbullying : Cyberbullying is a form of bullying
or harassment that occurs online, including [14], [2]:

 Spreading rumors or images posted on someone's
profile or passed around for others to see.

 Creating a group or page to make a person feel left
out.

 Harassment through email, text message, or social
networking sites.

2) Phishing/Cyber Stalking: Cyber stalking involves
using the internet to repeatedly harass another person,
potentially sexually or motivated by anger [2-3]. Leaving
personal information online can make individuals vulnerable
to cyber stalking

3) Malware and Cyber Attacks: Malware, including
viruses, Trojans, and worms, can infect computer systems,
destroying valuable information [2-3]. Techniques like the
salami attack, which targets financial data, can be mitigated
by avoiding unsolicited emails and using proprietary
antivirus software [13].

4) Online harassment or Cyber Terrorism: Cyber
terrorism refers to any act intended to instil fear by
accessing and distorting useful information in organizations
or government bodies using computers and the internet [2-3].
This includes cyber extortion, where hackers attack websites,
email servers, or computer systems, demanding ransom in
return [2].

III. PROMOTING ONLINE SAFETY AND DIGITAL
CITIZENSHIP

The internet has revolutionized modern life, offering
unparalleled opportunities for communication, information,
and connection. However, this increased reliance on digital
technologies also exposes individuals, especially children, to
various online threats [7], [9].

Being online offers children a rich universe of opportunities
for learning, play, self-expression, leisure, and entertainment.
Digital environments have reshaped children's lives, their
families, and schools [7], [11], [15]. The internet has
become ubiquitous in high-income countries, with
approximately:

Figure 1 illustrates global and Nigerian internet access and
usage. This data is crucial for understanding digital safety
and citizenship activities' base. The graphic demonstrates

that developed regions have near-universal internet
connectivity for families. Eurostat (2019) reports that 98%
of European homes with dependent children have internet.
UK (89%), US (95%), and Australia (97%), have similar
percentages (Australian Bureau of Statistics, 2016; US
Census Bureau, 2019; Office for National Statistics, 2021).
These data show that internet safety and digital citizenship
are essential to daily life.

Data on Nigeria shows serious issues. Only 43.8% of
Nigerian homes have internet connectivity (National Bureau
of Statistics, 2020), leaving a huge fraction offline. Internet
use varies by age and gender even among those with access.
The National Population Commission (2019) reports that
63.2% of Nigerians aged 15-49 use the internet, peaking at
71% among 15-24-year-olds. Only 55% of 10-14-year-olds
and 35% of 5-17-year-old households have internet
connection (Multiple Indicator Cluster Survey, 2016-17;
Global Kids Online, 2019).

This access discrepancy highlights the need for Nigeria to
focus on online safety and digital citizenship. As we
empower more Nigerians to navigate the digital landscape
responsibly, we must address access gaps and provide
instructional materials and safety measures to everybody,
especially vulnerable populations like children and youth.

Also, just 61% of Nigerian internet users utilise the internet
everyday, and gender differences (47% of women vs. 54%
of men) emphasise the need for targeted inclusive digital
engagement programs. We can close these gaps and make
the internet safer and fairer for all Nigerians by promoting
digital citizenship and online safety.

Figure 1: Internet Access and Usage Statistics [12]: Global and Nigerian
Overview

Online Safety Education
Children today spend substantial time online, and being
online poses new risks for their rights' violation and abuse
(Committee on the Rights of the Child, 2021) [8], [10], [16].
To ensure online safety, children need education about:

 Online opportunities and risks
 Managing harms and threats online
 Using the internet in safe, respectful, and responsible

ways

Figure 1: Internet Access and Usage Statistics [12]: Global and Nigerian Overview

4.1. Online Safety Education
Children today spend substantial time online, and being online 
poses new risks for their rights' violation and abuse (Committee on 
the Rights of the Child, 2021) [8, 10, 16]. To ensure online safety, 
children need education about:

•	 Online opportunities and risks
•	 Managing harms and threats online
•	 Using the internet in safe, respectful, and responsible ways

Schools play a vital role in promoting and teaching online safety 
[9]. Online safety education encompasses:

a) Digital and media literacy
b) Privacy protection
c) Intentionally enacting behaviors that support healthy, respectful, 
    and safe online interactions [4, 8-9].

Online safety education is also referred to as e-safety education, 
internet safety education, cyber safety education, and 
'cyberwellness' [24],  with slightly different foci.

A- Strategies for Maintaining Online Safety relevant to 
Nigerian users.
Cyber crimes against persons include harassment, trafficking, 
distribution, posting, and dissemination of obscene material, 
including pornography and indecent exposure [3]. These crimes 
threaten the growth of the younger generation and can leave 
irreparable scars. In Nigeria, cases like the murder of Cynthia 
Osokogu and the experience of Uzondu, an undergraduate student 
who contracted HIV from a man she met on Facebook, highlight 

the importance of cyber security best practices [4]. Quick measures 
for maintaining online and digital safety include:

1) Password management 
2) Privacy settings 
3) Two-factor authentication.

While acknolageing Nigerian cybersecurity laws and regulations 
for maintaining online and digital safety are [10, 20-24]:

i.	 Cybercrime (Prohibition, Prevention, etc.) Act, 2015: This 
law criminalizes cyberbullying, online harassment, and other 
cybercrimes.

ii.	 National Information Technology Development Agency 
(NITDA) Act, 2007: NITDA is responsible for developing 
guidelines for online safety and digital literacy.

iii.	 Nigerian Communications Commission (NCC) Act, 2003: 
The NCC regulates the communications sector, including 
online activities, and has guidelines for online safety.

iv.	 Child Rights Act, 2003: This law protects children from online 
exploitation and abuse. 

v.	 Violence Against Persons (Prohibition) Act, 2015: This law 
prohibits online harassment and violence against individuals.

vi.	 Freedom of Information Act, 2011: This law ensures access to 
information and transparency online.

vii.	 Data Protection Regulation, 2019: This regulation safeguards 
personal data and privacy online.

B. Roles and Responsibilities of Digital Citizens in the Nigerian 
Context
As digital citizens in Nigeria, individuals have essential roles and 
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responsibilities to uphold online etiquette, or netiquette, to ensure 
respectful and effective communication in online settings. These 
responsibilities include:

I.	 Building positive relationships by establishing trust, rapport, 
and a sense of community among online users [1].

II.	 Maintaining professionalism in professional or work-related 
online contexts to project a polished, credible image and build 
productive working relationships [2].

III.	 Enabling inclusive discussions by creating an environment 
where all participants feel welcome to contribute freely and 
have their perspectives heard and respected [3].

IV.	 Preventing harm by reducing the risk of unintentionally 

offending or harassing others, which can have serious 
interpersonal and even legal consequences [7].

V.	 Preserving online spaces by maintaining the functionality and 
integrity of online platforms, forums, and communities [5].

By embracing these responsibilities, digital citizens in Nigeria 
can facilitate more meaningful, productive, and respectful online 
interactions, ultimately enhancing the overall quality of the digital 
landscape.

C. Nigerian Regulatory Authorities Responsible for Internet 
Activities, Cybersecurity Laws, and Cyberspace are Listed in 
Table 1.

S/N Regulatory Authority Responsibility
1 Nigerian Communications Commission (NCC) Regulates communications sector, including internet services 

and cybersecurity
2 National Information Technology Development Agency (NITDA) Oversees IT development, usage, and cybersecurity
3 Cybercrime Advisory Council (CAC) Advises on cybersecurity and cybercrime issues
4 National Cybersecurity Agency (NCA) Coordinates national cybersecurity efforts
5 Nigerian Computer Emergency Response Team (ngCERT) Responds to cybersecurity incidents
6 National Frequency Management Council (NFMC) Manages radio frequency spectrum allocation
7 Nigerian Internet Registration Association (NIRA) Manages Nigeria's top-level domain (.ng)
8 Nigerian Communications Satellite Limited (NIGCOMSAT) Operates Nigeria's communication satellite
9 Office of the National Security Adviser (ONSA) Advises on national security, including cybersecurity
10 Economic and Financial Crimes Commission (EFCC) Investigates and prosecutes cybercrimes related to financial 

fraud
11 Nigeria Police Force (NPF) Investigates and prosecutes cybercrimes
12 Ministry of Communications and Digital Economy Oversees communications sector, including internet and 

cybersecurity

Table 1: Nigerian Regulatory Authorities for Internet  Activities, Cybersecurity Laws, and Cyberspace [18-20].

5. Conclusion
Online safety and digital citizenship are critical components of 
responsible online behavior in Nigeria. By understanding the 
threats and challenges associated with online interactions, Nigerian 
science teachers and students can take steps to protect themselves 
and promote a positive online environment.

As we navigate the digital landscape in Nigeria, online safety and 
digital citizenship emerge as vital pillars of responsible online 
behavior. By acknowledging the threats and challenges, we can 
proactively safeguard ourselves and cultivate a positive digital 
ecosystem. Let us embrace this shared responsibility and foster 
a culture of digital citizenship that empowers our communities, 
promotes inclusivity, and ensures a secure online environment 
for all. The future of Nigeria's digital landscape depends on our 
collective actions today.
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