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Abstract

With the development of wireless sensor networks, ubiquitous computing, and machine-to-machine (M2M)
communication, the idea of the Internet of Things (IoT) has grown steadily. Through the use of uniquely identifiable
identifiers, the Internet of Things (loT) links disparate physical things and permits communication between them.
1oT has made it possible for digital systems and physical items to link seamlessly, revolutionizing modern computing.
Nonetheless, knowledge about IoT designs, protocols, and standards is still sparse and disorganized. The available IoT
architectures, communication protocols, and standardization initiatives are all thoroughly reviewed in this article. An
overview of the Internet of Things is provided in this document along with information on its architecture, protocols,
and associated standard organizations. In addition to analyzing important protocols like MOTT, CoAP, AMQOP, and
LoRaWAN, we look at layered architectural models, including three-tier and five-tier frameworks. We also talk about
standardization efforts by groups like the IoT Alliance, IEEE, and IETF. Our study suggests future research areas while
highlighting contemporary issues like scalability, security, and interoperability. Researchers and practitioners working

on the design and implementation of loT systems might use this paper as a reference.
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1. Introduction

A network of linked devices that gather, share, and process data to
facilitate intelligent decision-making is known as the Internet of
Things (IoT) [1]. A network of linked devices that communicate
and share data to automate procedures and boost productivity
across businesses is also known as the Internet of Things (IoT)
[2]. IoT applications are changing modern life in a variety of
ways, from smart cities and homes to manufacturing, healthcare,
industrial automation, and agriculture.

The term "IoT" has gained popularity in the current wireless
telecommunications era. Since it is a new field of study, more
research into all related ideas and elements would be helpful for
the development of the Internet of Things concept. According to,
the core concept of the Internet of Things is to make ubiquitous

computing possible by utilizing uniquely addressable items to
detect information and improve information transmission with
little to no human engagement [3]. Smart objects, which are created
by integrating electronic components into common goods like
mobile phones and household appliances, make this idea easier to
understand. As they share their knowledge and access information
created by other connected devices, the connected devices become
identifiable inside the network and can make contextual decisions
[4]. In actuality, IoT requires proactive operation based on several
aspects (context-aware computation) and communication with
existing networks. Since the Internet is now the foundation of
numerous interconnected typical networks and networks of smart
things for information sharing and circulation, the traditional
explanation of the Internet has been transformed into an original
concept [5].
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The greatest obstacle to the development of IoT from the perspec-
tive of the research community can be attributed to the dispersed
interests of researchers, which causes them to focus on certain ar-
eas rather than taking the IoT's overall growth into account. As a
result, it undermines the idea's overall evolution and prevents the
practical implementation of IoT [6]. Under a variety of interests,
numerous studies have been carried out on the subject of IoT. Ad-
ditionally, a survey on the Internet of Things was carried out by in
order to elaborate on the primary communication technologies [6].
In their IoT findings, Gubbi et al. considered a cloud-centric archi-
tecture for IoT applications and enabling technologies [3].

In a similar vein, highlighted the difficulties in bridging the gap be-
tween research and practical applications [7]. Furthermore, a num-
ber of researchers have found numerous unresolved issues with
the security of information sharing inside the Internet of Things
[7]. Other issues that have been faced include enabling a complex
sensing environment, power supply, various connectivity possi-
bilities, privacy, changing architecture, and the complexity of the
Internet of Things itself [8]. One of the biggest challenges in the
Internet of Things is the unique addressing of items, as well as the
storage and representation of the information that is transmitted
[6]. In addition to the technological challenges, the absence of a
well-defined and well-recognized business model that may draw
in funding to encourage the use of these technologies is impeding
the adoption of the IoT paradigm [9].

With the help of numerous wired and wireless connectivity alter-
natives, including Bluetooth, WIFI, Radio Frequency Identifica-
tion (RFID), and Near-Field Communication (NFC), the afore-
mentioned difficulties can be partially resolved. The current WI-FI
networks should be adjusted to accommodate mesh networks and
achieve broader coverage [10]. Furthermore, understanding the in-
formation flow within the Internet of Things requires a focus on its
communication pathway. It disseminates information using a vari-
ety of standards, protocols, and methods. According to geographic
coverage, the aforementioned connectivity alternatives can be di-
vided into three main categories: personal area networks (PAN),
local area networks (LAN), and wide area networks (WAN) [11].
Supporting device-to-device (D2D) communication, device-serv-
er architecture (D2S) interaction, and device data sharing among
server architectures (S2S) are crucial for enabling information
sharing in the Internet of Things (IoT) [12].

IoT communication involves several protocols and standards.
Among these, IPv6 over Low Power Wireless Personal Area Net-
work (6LoWPAN), IPv6 over Internet Protocol version 4 (IPv4),
Constrained Application Protocol (CoAP), Transmission Control
Protocol (TCP), and User Datagram Protocol (UDP) are given pre-
cedence. However, because of its reduced size and performance,
limited device developers have claimed that UDP is beneficial and
economical [13]. A model that divides these protocols into con-
fined and unconstrained stacks based on the TCP/IP network layer
architecture was proposed.

Common standards like Extensible Markup Language (XML),

Hypertext Transfer Protocol (HTTP), and IPv4 are found in the
unconstrained stack, while protocols with comparable functional-
ity but much lower complexity, such as Efficient XML Interchange
(EXTI), CoAP, and 6LoWPAN, are found in the constrained stack
[9]. With the tremendous help of research institutes and business-
es, [oT has grown quickly and been implemented in real life [14].
The most widely used IoT standards are IEEE 802.3, IEEE 802.11,
and IEEE 802.15.4 [13]. Additionally, Sheng et al. assessed the
Internet Engineering Task Force (IETF) protocol suite to identify
the obstacles for IoT, and it has a significant contribution to IoT
[15]. The quick expansion of IoT devices presents a number of
securities, scalability, and interoperability issues. Strong designs,
communication protocols, and standards are essential for resolv-
ing these problems. IoT device heterogeneity, however, calls for
standardized frameworks, effective communication protocols, and
clearly specified designs.

Reviewing the core elements and present status of IoT systems
with an emphasis on their designs, protocols, and standardization
initiatives is the goal of this article. To give readers a systematic
understanding of IoT ecosystems, this article investigates IoT ar-
chitectures, protocols, and standards. We go over standardization
initiatives, assess important communication protocols, and talk
about layered architectural models. The results enhance knowl-
edge on the security, interoperability, and design of IoT systems.

2. Literature Review

Related work: Several paradigms and frameworks for structuring
IoT systems are highlighted in the literature currently under pub-
lication. Early insights into IoT paradigms were offered by, who
focused on the intersection of cloud computing, wireless sensor
networks, and RFID [6]. A layered Internet of Things design in-
cluding application, network, and sensing layers was proposed by
[3]. A 2017 study by Lin et al. addresses the security issues with
IoT communications. Other research examines communication
protocols designed for limited contexts, as done by [16]. The sig-
nificance of interoperability is highlighted in recent publications
by writers such as, who examine standardization initiatives in var-
ious industries [17]. To offer a systematic understanding of IoT
ecosystems, there is no exploration of IoT architectural models,
protocols, or standardization initiatives.

3. Methodology

Using a methodical approach to literature review, this study col-
lected information from technical reports, white papers, peer-re-
viewed journals, and standards publications. Key resources like
ScienceDirect, IEEE Xplore, and ACM Digital Library were
searched with phrases like "IoT architecture," "IoT protocols," and
"ToT standards." Citations, recentness, and influence on the sub-
ject were taken into consideration when choosing pertinent papers.
Three primary themes—architectures, protocols, and standards
were then used to classify and examine the data.

The following were part of the systematic literature review
approach:
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3.1. Data collection: The following keywords were used to search
academic databases (IEEE Xplore, Springer, and ACM): "IoT
architecture," "IoT protocols," and "loT standards."

3.2. Selection criteria: publications on architectures, protocols,
and standards that were peer-reviewed between 2010 and 2025
were considered.

3.3. Content analysis: comparison of standardization trends,
architectural models, and protocols.

4. Results and Discussion

IoT Architecture: After social networking and static pages
(WWW), the Internet of Things (IoT) has emerged as the third
wave of the web. It is the global network that uses IP to link dif-
ferent kinds of items at any time and from any location. When
designing IoT architecture, scalability, interoperability, data stor-
age dependability, and quality of service (QoS) are crucial factors
to consider [18]. Several interest groups have tried to develop a
uniform architecture for [oT to achieve these important objectives.

The traditional Internet of Things design has been separated into
three levels, namely the perception layer, network layer, and ap-
plication layer, out of numerous suggested architectures [19]. The
bottom layer of the architecture, the perception layer, is in charge
of taking information from objects and converting it into a digital
representation. Digital signals are then carried across the network
by the network layer, and their application in various settings is the
responsibility of the application layer [20].

4.1. IoT Architectures

IoT architectures typically follow a layered design (Table 1):
4.1.1. Perception layer: in charge of gathering data with RFID
and sensors. The perception layer, which is the first stage of the
Internet of Things, gathers information from the environment, such
as temperature, humidity, etc., as well as from various devices and
objects. In the perception layer, wireless sensor networks (WSNs),
which are made up of many tiny, resource-constrained sensors, are
crucial for gathering and processing different kinds of data [21].
ZigBee, WI-Fi, and numerous other protocols designed for short-
range communication are used by these sensors and other real-
world IoT objects, such as actuators, cameras, GPS terminals, etc.,
to connect.

The Internet of Things is a vast network that links disparate
devices. As a result, it is crucial to recognize and treat every item,
gadget, or thing uniquely. In addition to communication, RFID,

NFC, and Bluetooth are utilized as identification technologies.
Furthermore, recent efforts on 6LoWPAN have made it possible
for these devices to be addressed specifically within the network
and integrate into it without any additional difficulties [18].

4.1.2. Network layer: Uses technologies such as Wi-Fi, ZigBee,
LTE, and 5G to transmit data. This layer is regarded as the IoT
architecture's brain. Between the perception layer and the applica-
tion layer, it enables safe data transfer. Information gathered at the
perception layer is sent to various servers and applications via the
network layer. Actually, the Internet and communication networks
have converged to form the network layer. The network layer is the
most advanced layer of the Internet of Things architecture, accord-
ing to a number of studies conducted on communication technol-
ogies and the Internet.

Because of IoT management and data centers, data processing
occurs at the network layer. As a result, the Internet of Things'
"core layer" (the network layer) enhances information operation
capabilities. Furthermore, distinct addressing and routing capabil-
ities guarantee the smooth integration of countless devices into a
single cooperative network, achieving the IoT concept's univer-
sality. Wi-Fi, Bluetooth, xDSL, PLC, and other wired, wireless,
and satellite technologies have all made significant contributions
to this problem. In order to ensure that every connected device in
the network has a unique address, the IETF has made significant
efforts to establish the 6LoWPAN protocol, which forwards IPv6
traffic in IoT architecture.

4.1.3. Application Layer: provides user interfaces and services
tailored to a particular application. This layer, which connects peo-
ple and apps, is the highest in the Internet of Things architecture.
IoT technology and industry knowledge are used to create a wide
range of intelligent application solutions at the application layer
[19]. For instance, it incorporates IoT system functions to create
useful applications, like intelligent transportation, life medical and
health monitoring, ecological environment and natural disaster
monitoring, and building health monitoring for cultural dissem-
ination and heritage conservation [22]. The application layer is
primarily responsible for managing IoT applications globally [18].
As seen in Figure 2, the application layer does, in fact, adhere to
certain standards and protocols. The assessment by found that HT-
MLS5's Web socket, which drastically lowers the communications
overhead, is the second most lightweight protocol, behind IETF's
CoAP, which is the only protocol that operates over UDP [23].

S/N Layer Description

1 Perception Gather data from several devices.
Short-range data processing and communication, such as RFID, sensors, and
actuators

2 Network A special addressing system to guarantee safe data transmission

Application Real-world implementations of IoT technology, such as intelligent transportation,

remote function control, and disaster monitoring

Source: Synthesized by the Author (2025)

Table 1: The IoT Architecture
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To allow for greater generality, authors have, however, recently
talked about a five-layer design [6,19,20]. The five-layer design
was defined in a number of ways, paying attention to various de-
tails. Nonetheless, the majority can be divided into application
layer, business layer, service management, object abstraction, and
objects.

Data collection from heterogeneous devices is the responsibility
of the object layer. Additionally, it digitizes and processes the data
that has been gathered. As a result, it moves the processed data to
the higher layers [16,24]. In a three-layer architecture, this layer
replicates the perception layer's services. Using communication
technologies like RFID, 3G, and Wi-Fi, the object abstraction lay-
er acts as a mediator between the objects layer and the service
management layer [24]. The object abstraction layer manages the
network layer functionalities.

In addition to supporting information processing and deci-
sion-making, the service administration is responsible for match-
ing the requester with the requested applications [25]. Customers
can request high-quality smart services from the application layer
[24,25]. The topmost layer, the business layer, uses the data it re-
ceives from the application layer to create a business model and
graphical representations. The duties of the service management
layer, application layer, and business layer of the five-layer archi-
tecture are represented by the application layer in the three-layer
design.

To handle latency and processing needs, sophisticated designs
have been developed, such as cloud-centric and edge computing
models. Decentralized processing nearer to data sources is pro-
vided via fog computing. The study's reviewed IoT architectural
models are displayed in Table 2.

S/N IoT Architectures Description Ref.

1 Three-Tier Architecture Consisting of the application, network, and perceptual layers Gubbi et al., 2013

2 Five-Tier Architecture Extending to the transport, middleware, and business levels Better | Al-Fuqgaha et al., 2015
scalability is also provided, although complexity is increased.

3 Fog/Edge Computing Processing is decentralized to cut down on latency Bonomi et al., 2012
lowers latency as well, but presents security risks.

Source: Synthesized by the Author (2025)

Table 2: IoT Architectures Categorized into Layered Models

4.2. 10T Communication Protocols

Data interchange that is both lightweight and energy-efficient
must be supported by IoT communication protocols. There are
trade-offs between complexity, scalability, and efficiency in every
protocol. The study's synthesized IoT communication protocols
are displayed in Table 3.

A variety of open and private communication protocols are sup-
ported by IoT. While some of the protocols were already in place,

others were put into place expressly to increase the possibilities of
the Internet of Things. State that there are four main categories into
which IoT communication protocols can be divided: infrastructure
protocols, application protocols, service discovery protocols, and
other significant protocols [16]. Later in the next section, an over-
view of the associated infrastructure, application, and service dis-
covery protocols will be covered. Additionally, Figure 3 provides a
condensed overview of the stack of IoT communication protocols.

S/N | IoT Latency Power Usage Use Case General Description Ref.
Communication
Protocol
1 Message Queuing | Low Medium Real-time Simple publish-subscribe methodology | Hunkeler et al.,
Telemetry monitoring This publish/subscribe protocol is perfect | 2008
Transport (MQTT) for situations requiring little bandwidth.
2 Constrained Medium Low Smart Sensors RESTHful protocol for devices with Shelby et al., 2014
Application limited resources To put it another way,
Protocol (CoAP) it is a web transmission protocol made
for devices with limitations
3 Advanced High Medium distributed IT Business-class messaging Ouaddah et al.,
Message Queuing environments 2016
Protocol (AMQP)
4 LoRaWAN High Very low Wide-area [oT | Low-power, long-range, wide-area Pham, 2016
networks
5 6LoWPAN Canbe Low | Canbe Low or | Automationin | Permits IPv6 over wireless personal area | Olsson, 2014
or High wireless internet | networks with low power consumption
High connectivity
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6 ZigBee and Low Low Proximity
Bluetooth Low sensors, heart
Energy (BLE) rate monitors,

and fitness
devices

Make short-range communication Varol, 2019

available

Source: Synthesized by the Author (2025)

Table 3: IoT Communication Protocols

ToT Communication Protocols can also be classified as infrastruc-
ture, application, and Service Discovery:

4.2.1. Infrastructure Protocols: The physical, link, network, and
routing layers are subcategories of the infrastructure layer. Each of
these tiers has its own set of protocols. The IoT architectural layers
discussed in Section 2 can be mapped onto these infrastructure
levels. The perception layer of the Internet of Things is where the
physical and connection layer protocols function. In the meantime,
the generic IoT architecture's network layer is where the network
and routing layer protocols operate. In Figure 1, the layer hierarchy
is displayed.

The routing layer is where the infrastructure communication proto-
col, RPL, operates. The necessity for a lightweight routing system
based on IPv6 for IP smart object networks was promptly identi-
fied by the IETF. The RPL specification was then developed by the
IETF's ROLL working group. A distance vector protocol called
RPL explains how to construct a DODAG [9]. It also employs four
different kinds of control messages. DODAG Information Object
(DIO) messages are the first kind of communication; they show the
device's rank after taking matrices and computations into account.
When the device rank is higher than the possible parent ranks, the
DIO rank can be used to determine the preferred parent path. Both
upward and downward traffic to a particular parent is supported by
the Destination Advertisement Object (DAO) messages. DIOs are
obtained from nearby nodes using DODAG Information Solicita-
tion (DIS) messages.

DAO Acknowledgment (DAO-ACK), the final message type, is
produced in response to a DAO message [26]. Both storing and
non-storing modes are RPL's two modes of operation (MOP).
While messages in the storing mode are routed according to the
destination IP address, traffic in the non-storing mode is directed
downward using source routing [27].

Another IETF-developed protocol that functions at the infrastruc-
ture's network layer is 6LOWPAN. Interoperability with other IP
networks and other IEEE 802.15.4 wireless devices is made eas-
ier by 6LoWPAN's foundational use of IPv6. The administration
tasks are made easier by 6LoWPAN, which enables each restricted
device to be uniquely accessible within the network. Additionally,
it is in charge of maintaining consistency with the top layers, en-
abling stateless addressing, reducing protocol stack headers, frag-
menting and rearranging IPv6 packets, and supplying a foundation
for "mesh-under" routing [28].

Additional header information is not required in IP routing over
6LoWPAN in order to minimize needless packet overhead and
free up more space for data transfer [29]. Additionally, the mesh
address header of 6LoWPAN facilitates packet routing in a mesh
network; however, the link layer handles the specifics of routing
[30]. The type field that is represented by the header's first two bits
identifies the 6LoWPAN header. For 6LoWPAN communications,
four header types are defined: (1) the header is set to No 6LoWPAN
(00) if the packet is not for 6(LoWPAN processing; (2) the header
is set to Dispatch (01), which indicates that the packet is ready for
IPv6 header compression; (3) the Mesh-Addressing (10) header-
type forwards IEEE 802.15.4 frames to the link layer as needed,
making multi-hop networks; and (4) the Fragmentation (11) header
is used if the packet size exceeds IEEE 802.15.4 frame size [31].

16 channels between 2.4 and 2.48 GHz are defined by IEEE
802.15.4; each channel is 2 MHz wide and 5 MHz apart. Making
sure that channels don't interfere with one another is the justifi-
cation [32]. Both mesh and star topologies can be supported by
this protocol [15]. Full functional devices (FFD) and restricted
functional devices (RFD) are the two categories of IEEE 802.15.4
devices. The FFDs can communicate with any other device in the
network and can establish, maintain, and coordinate the network
(PAN Coordinator). Nevertheless, the RFDs are resource-con-
strained devices that can only speak with the coordinator. Nev-
ertheless, IEEE 802.15.4 encounters MAC layer reliability prob-
lems.

The IETF released IEEE 802.15.4e after making changes to the
MAC layer to address the shortcomings of IEEE 802.15.4. This
protocol specifies how a schedule is carried out by the MAC layer.
It is possible to execute the schedule in a distributed or centralized
manner. A manager node creates the schedule in the centralized
method. In a similar manner, the manager is periodically notified
by the connected nodes about the other nodes that are producing
data. The manager then uses the information that was obtained to
establish the schedule. Since the manager is aware of all network
activity, centralized scheduling is actually quite effective. Nodes
locally decide the schedule with neighboring nodes in distributed
scheduling, and the simplest method would be to plan a link for
each neighbor. Distributed scheduling, however, works well with
highly dynamic networks, such as those with numerous gateway
nodes or mobile nodes [33].

Bluetooth Low Energy (BLE), which uses a short-range radio with
lower power characteristics, was introduced to be active for a lon-
ger period of time. Because of its extremely low power consump-
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tion and reduced latency compared to traditional Bluetooth, BLE
is a promising [oT technology. A client connects to and accesses
one or more servers using the client-server architecture used by the
BLE. In this case, computers, smartphones, and other application
devices serve as the clients, and data generators like sensors and
actuators serve as the servers. During periods of inactivity, it keeps
the radio off to minimize power consumption. In the same way, it
activated the radio to transmit and receive smaller data packets.

4.2.2. Application Protocols: At the top of the architecture, the
application layer connects the underlying platform with the Internet
of Things application. The application layer has a large number of
established communication protocols. Common protocols include
HTTP-REST, XMPP, MQTT, CoAP, and DDS. An overview of
the CoAP and MQTT application layer protocols is provided in the
paragraphs that follow.

The IETF created the stateless CoAP protocol for Internet of
Things applications. Since CoAP is built on the Representational
State Transfer (REST) protocol, it is possible to translate a CoAP-
REST proxy directly [16]. For devices that are lightweight and
have limited resources, it was defined by substituting HTTP [34].
To achieve low power usage, minor changes were made to HTTP.
It is a great fit for [oT communication because it is bound to UDP,
which lowers TCP overhead and bandwidth needs [23].

IBM launched MQTT, intending to connect networks and embed-
ded devices with middleware and applications. The transport layer
protocol it employs is TCP. MQTT is straightforward and quick to
install due to its lightweight broker-based architecture [35]. MQTT
is suitable for devices with limited bandwidth that are linked to an
unstable network. A publisher, a broker, and a subscriber make up
MQTT. A device must be registered for a certain topic in order to
become a subscriber. After that, the publisher creates content and
uses brokers to distribute it to subscribers. The Quality of Service
(QoS) is determined by MQTT based on the reliability of message
delivery. From the three pre-established levels, it assigns a QoS
value [36].

CoAP has established four message types: confirmable (CON),

non-confirmable (NON), reset (RST), and acknowledgement
(ACK). UDP does not offer dependability. Combining confirmable
and non-confirmable communications with datagram transport
layer security (DTLS) increases reliability. A CON message with a
message ID is sent via the dependable CoAP transmission mecha-
nism, and it is sent again to the recipient until the sender receives
an ACK message with the same ID. When the receiving end fails
to process the CON message, it sends an RST message rather than
an ACK. When dependable transmission is not required for the
message, non-confirmable messages are transmitted [37].

4.2.3. Service Discovery Protocols: In order to have an effective
system for dynamically and efficiently registering and discovering
devices and services, service discovery protocols are necessary. In
this context, the two most used protocols are DNS Service Discov-
ery (DNS-SD) and Multicast Domain Name System (mDNS). To
work with the IoT's resource-constrained devices, these protocols
should be adjusted appropriately.

Without a central DNS server, records in a local network can be
resolved using mDNS [38]. The format of mDNS packets is 99%
similar to that of DNS packets. Because mDNS does not require
manual configuration, can function without infrastructure, and can
continue to function even in the event of an infrastructure failure,
it is appropriate for smart devices on the Internet of Things. Every
node in the domain receives an IP multicast message from mDNS
asking for a response from the node with the specified name.

As seen in Figure 1, the relevant node responds to the requestor
and every other node in the domain, causing every other node to
update its local cache with the answered IP address and the provid-
ed name. On a network, DNS-SD is used to find services. Although
it is not dependent on mDNS, this protocol is compatible with it.
Zero-conf networking point-to-point communication without the
need for external configurations is made possible by DNS-SD. To
connect new machines, DNS-SD doesn't need to be configured or
administered externally. There are two steps involved in service
discovery: Find the host names for the desired service and link the
IP addresses with the host names. The IoT protocol stack summary
is displayed in Figure 2.

‘ Client 1

‘ ho is Client 4

Client 2

[ am client 4

Client 4 Client 5

-

Figure 1: MDNS Protocol Request and Response Scenario
Source: Synthesized by the Author (2025)
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HTTP, MQTT, AMQP, XMPP, DDS, CoAP
Application layer
ZigB
Transport Layer
ce TCP UDP

Network Layer

Data link layer [ RPL } IPv6

Physical layer 6LoWPAN

IEEE 802.15.4, BLE, RFID/NFC. Wi-Fi

Figure 2: [oT Protocol Stack
Source: Synthesized by the Author (2025)

4.3. IoT Standards

The review identified several 10T standardization groups, includ-
ing the IoT Alliance (oneM2M, OCF): Unified frameworks, IEEE:
IoT standards for interoperability (IEEE P2413), IETF: CoAP, and
6LoWPAN for limited networks. The IoT standards are compiled
in Table 4. It should be mentioned that other organizations are also
creating IoT standards. These efforts aim to promote compatibil-
ity between various IoT systems and devices while guaranteeing
strong security measures for widespread and secure implementa-
tion.

However, because TCP/IP is the industry standard for computer
networking, it is thought to have promise for the realization of the
Internet of Things. Nevertheless, IPv6's low power and bandwidth
limitations limited its utility. Therefore, a lot of interest groups
have worked to establish IoT standards to facilitate and stream-
line the development of IoT applications. The Internet Engineering
Task Force (IETF), the Institute of Electrical and Electronics Engi-
neers (IEEE), the World Wide Web Consortium (W3C), and EPC
Global have made significant contributions to IoT standards. This
section gives a summary of a few common standards.

IEEE 802.15.4, which is devoted to low-power, low-data-rate,
low-cost, and short-range communications, is the result of the
IEEE 802.15 PAN working group's expanded contribution [39,40].
According to, a greater proportion of mobile devices were created
to comply with IEEE 802.15.4 [15]. For IPv6 packets, the maxi-
mum transmission unit (MTU) size permitted by the standard is
1280 bytes. However, there is a limit of 127 bytes for the maxi-

mum frame size of the physical layer, which is further limited by a
maximum frame overhead of 25 bytes. According to, IPv6 packets
cannot be accommodated within IEEE 802.15.4 packets [41]. This
limits the amount of usable space for top-layer protocols to 86—116
bytes.

The studied literature demonstrates that there are gaps in IoT stan-
dardization, such as security, which is concerned with fragmented
security frameworks, and interoperability, which is concerned with
the lack of universal standards that result in vendor lock-in. DTLS
for CoAP only reaches up to 250 kb/s at 2.4 GHz, which results
in limited scalability and ineffective traffic load balancing, even
though it guarantees a complete handshake protocol for data reli-
ability [15,42]. Both the media access control (MAC) and physical
(PHY) layers are specified in IEEE 802.15.4, albeit they can be
changed to meet the needs of specific applications.

Nevertheless, because the MAC protocol is single-channel, its
dependability becomes uncertain in multi-hop environments.
The IEEE 802.15.4 MAC layer is vulnerable to failure because
of interference and multi-path fading when an inherent frequency
hopping method is not available. In order to use time-slotted access,
multichannel communication, and channel hopping through Time
Synchronized Channel Hopping (TSCH) in IEEE 802.15.4e, the
MAC protocol of IEEE 802.15.4 has been improved. Accordingly,
the IEEE 802.15.4e MAC layer improves the reliability problems
that existed in the IEEE 802.15.4 MAC layer while reducing the
negative impacts of interference and multi-path fading [34].
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Standard Implemented by Accessing layers Influential Protocol Features

ITU ITU (Citaristi, 2022; Yang & | PHY and MAC layers ITU Emphasizes international
Chang, 2019) telecom standards

IEEE 802.154 IEEE (Citaristi, 2022; Yang | PHY and MAC layers IEEE 802.15 Data transport with low power
& Chang, 2019; (Cooklev consumption Low rate of data
(2004) Cheap

IEEE 802.15.4E | IEEE PHY and MAC layers IEEE 802.154 IEEE 802.15.4 MAC layer
(Citaristi, 2022; Yang & modification
Chang, 2019) Excellent dependability in multi-

hop environments

ZigBee ZigBee Alliance Upper layers (Network, IEEE 802.15.4 Built upon IEEE 802.15.4's PHY
(Xu et al., 2008) Transport, Application) and MAC layers

Self-healing and self-forming
6LowWPAN IETF (Works on IP-based Network layer IPv6 Transport IPv6 datagrams in
networking protocols like overlapping broadcast domains
6LoWPAN and CoAP) using IEEE 802.15.4 neighbor
(Halder et al., 2018; Yang & discovery
Chang, 2019)

IoT Alliance IoT Alliance (Kim et al., PHY and MAC layers oneM2M, OCF Regarding unified frameworks

(oneM2M, OCF) | 2018), Wu et al., 2017)

RPL IETF (Works on IP-based Transport IPv6 Keep the route topology in place.
networking protocols like 6LowPAN Update the routing data.
6LoWPAN and CoAP)

(Halder et al., 2018; Yang &
Chang, 2019)

ISO/IEC ISO/IEC (Ganji et al., 2019) | PHY and MAC layers ISO/IEC Offers mechanisms for the
security and interoperability of
systems

Source: Synthesized by Author (2025)

Table 4: Standards Related to IoT

In a nutshell, another crucial standard for Internet of Things
applications is ZigBee. It belongs to the ZigBee Alliance, a
collection of businesses that came together to develop and market
the new standard. Because ZigBee is self-forming, self-healing,
and supports mesh and star topologies, it resembles IEEE 802.15.4
[43]. On top of the IEEE 802.15.4 standard's PHY and MAC
levels, it specifies the upper layers of the architecture. The ZigBee
standard is specifically designed for applications including control
and monitoring. As a result, it works well for applications including
lighting and commercial control, industrial control, personal health
care, and building automation.

With its IPv6-based 6LoWPAN standard, the IETF has advanced
the Internet of Things. It stands for IPv6 over IEEE 802.15.4,
a low-power wireless personal area network. Because of its
stability, universality, and extensibility, IPv6 was regarded as the
foundational model for 6LoWPAN [15]. The goal of the IETF's
6LoWPAN working group was to address the limitations of IPv6
datagrams when they were being transmitted over a low-power
WPAN. In a network with overlapping broadcast domains, the
considerations were how to carry IPv6 datagrams in 802.15.4
frames (because of the significant mismatch between IPvo's
MTU and IEEE 802.15.4, as previously mentioned) and how to
carry out essential IPv6 neighbor discovery functions, such as

address resolution and duplicate address detection [44]. Header
compression, fragmentation, and layer two forwarding are the
three main components of 6LoWPAN [45].

For 6LoWPAN, routing is difficult for a variety of reasons. They
are characterized by battery-powered nodes, low-power lossy
networks (LLN), and constantly shifting mesh topologies brought
on by mobility [33]. The Routing Protocol for LLN (RPL) was
proposed by IETF, considering the 6LoWPAN mechanism and
IPv6 behavior. In a lossy network, it facilitates the construction
of a robust topology with low routing needs [16]. A Destination-
Oriented Directed Acyclic Graph (DODAG) is the fundamental
component of RPL. According to, every router in a converged
LLN has identified a stable set of parents that may be the next
hop on the road to the root [28]. For a wide range of application
domains, RPL has decoupled packet processing and forwarding
from routing optimization [27].

5. Conclusion and Recommendations

The Internet of Things (I0T) is a developing concept that seamlessly
connects many kinds of devices to produce vast amounts of data
that are shared among the devices. In order to enhance the quality
of life, the processed information is utilized for both important
and non-critical decision-making. In order to lay the groundwork
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for future studies and industry acceptance, this article offers an
organized summary of IoT topologies, protocols, and standards.
The intricacy and variety of [oT ecosystems are highlighted in
this review. Harmonized architectures, appropriate protocols, and
internationally recognized standards are necessary for effective
deployment. Scalable and safe deployments depend on IoT
architectures, protocols, and standards. The following are some of
the main conclusions: protocols: MQTT and CoAP predominate,
although LoRaWAN is best for low-power applications and IoT
standards; architectures: five-tier models are appropriate for
large-scale deployments; and edge computing improves real-time
processing. It is necessary for standards bodies to work together
more closely. Enhancing security, improving interoperability, and
creating scalable solutions to handle the expanding number of
IoT devices should be the main goals of future research. For the
Internet of Things to reach its full potential, cooperation between
industry, academia, and standards organizations is crucial.
Future developments may also involve improving cross-platform
compatibility and creating unified security frameworks [46-57].
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