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Abstract
The  growing  sophistication  of  cyber  threats,  coupled  with  evolving  compliance  regulations,  has  made  manual  compliance  
monitoring  increasingly  time-intensive  and  challenging.  In  this  paper,  the  author  looks  at  the  feasibility  of  applying  AI-
based  solutions  to  increase  cybersecurity  compliance  in  organizations.  In  view  of  this,  we  present  a  framework  that  employs  
NLP  and  Machine  Learning  techniques,  which  scan  through  legal  frameworks  to  extract  compliance  rules  and  concurrently  
scan  through  the  system  logs  for  non-compliance  activities.  The  proposed  framework  also  helps  minimize  the  organizational  
compliance  process  suffering  from  human  factor  vulnerabilities  and  improves  the  security  level  of  the  organization.  Also  
exploring  how  AI-based  anomaly,  rule-based  systems,  and  automated  remediation  policies  work  in  identifying  and  correcting  
non-compliance  situations  in  real  time.  The  outcomes  indicate,  therefore,  that  AI  tools  like  rule  extraction  from  NLP  models  
for  use  in  determining  rules  for  compliance  and  Machine  Learn-ing  models  for  anomaly  detection  have  the  potential  to  
enhance  the  improvement  of  compliance  monitoring  through  simplicity,  efficiency,  and  flexibility.  Nevertheless,  some  open  
issues  are  still  of  interest:  improving  the  model  accuracy,  making  the  models  less  sensitive  to  adversarial  attacks,  and  
introducing  new  and  stricter  regulatory  requirements  that  must  be  incorporated  into  the  design  of  black-box  models.  The  
paper  also  ex-plains  the  main  obstacles  in  deploying  AI-based  compliance  systems  and  indicates  how  these  difficulties  
can  be  addressed.  Thus,  AI  can  significantly  empower  compliance  checks  and  enhance  threat  identification  potential  in  
organizations,  which  means  great  potential  for  the  direction  of  cybersecurity  compliance  and  risk  management  in  the  future.
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Acronyms  and  Abbreviations
AI  -  Artificial  Intelligence
ML  -  Machine  Learning
XAI  -  eXplainable  AI
NLP  -  Natural  Language  Processing
IoT  -  Internet  of  Things
DDoS  -  Distributed  Denial  of  Service
IDS  -  Intrusion  Detection  System
GDPR  -  General  Data  Protection  Regulation
API  -  Application  Programming  Interface
VPN  -  Virtual  Private  Network
CI/CD  -  Continuous  Integration/Continuous  Deployment
GRC  -  Governance,  Risk  and  Compliance
DLT  -  Distributed  Ledger  Technology
MLaaS  -  Machine  Learning  as  a  Service

CNN  -  Convolutional  Neural  Network
RNN  -  Recurrent  Neural  Networks
RL  -  Reinforcement  Learning

1. Introduction
The  integration  of  AI  into  cybersecurity  compliance  has  
become  essential  for  effectively  navigating  the  es-calating  
complexities  of  both  cybersecurity  threats  and  regulatory  
requirements.  Machine  learning  and  Deep  Learning  specifically  
allow  organizations  to  work  through  large  data  sets  at  a  
pace  that  manual  methods  cannot  match.  In  their  work,  
explained  that  these  technologies  propose  the  ability  to  detect  
anomalies  and  potential  breaches  with  fairly  high  precision  
while  improving  response  time  and  or-ganizational  defense [1].  
On  the  same  note, opine  that  AI-based  tools  have  a  predictive  
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risk  management  feature  that  helps  organizations  prepare  and  
respond  to  risks  with  strict  regulations  such  as  GDPR [4].
stress  that  using  AI  in  real-time  threat  detection  increases  the  
efficiency  of  compliance  monitoring  frameworks  in  complex  
cyberspace [2].  In  addition highlighted  how  AI  solutions  
can  also  minimize  new  kinds  of  risks  by  leveraging  the  
dynamics  in  the  attack  process  and  enhancing  the  flexibility  
of  compliance  frameworks [13].  Nevertheless,  there  continue  
to  be  some  problems.  In  the  words  of  it  becomes  challenging  
to  design  AI  models  given  the  fact  that  the  evolution  of  
cyber  threats  is  faster  than  the  creation  process,  especially  in  
matching  regulatory  standards [7].  These  challenges  underscore  
the  necessity  of  developing  innovative  solutions  to  enhance  
the  efficiency  of  AI  systems  while  ensuring  their  adherence  to  
legal  and  regulatory  requirements.

The  technical  difficulties  of  implementing  artificial  intelligence  
are  also  reflected  in  ethical  concerns  and  system  interpretability  
in  compliance. Rightly  note  that  AI  solutions  are  virtually  
black  boxes,  and  researchers  often  lack  governance  and  control  
over  how  algorithms  will  make  decisions [13].  This  lack  of  
interpretability  can  be  a  problem  for  organizations,  especially  
in  audit  and  compliance,  because  audit  and  compliance,  most  
of  the  time,  require  well-defined  documented  processes  and  
decisions.  Secondly,  the  issue  of  bias  with  the  AI  models  
is  very  sensitive.  During  modeling, highlight  that  during  the  
modeling  process,  these  results  are  not  merely  indicative  
of  ineffective  models,  but  rather  of  models  that  perpetuate  
existing  biases,  potentially  exposing  organizations  to  significant  
legal  and  reputational  risks [4].

As note,  there  is  a  need  to  apply  XAI-based  explanation  
methods  to  improve  the  trust  and  compatibility  of  DLT-
based  applications  in  the  compliance  field [1].  In  their  work, 
also  discuss  new  challenges  at  the  operational  level  due  to  
the  requirement  that  AI  systems  are  periodically  updated  to  
respond  to  new  threats  and  regulations [7].  Lastly,  maintain  that  
AI  can  work  as  a  complement  to  human  behaviors  to  provide  
a  fair  and  accountable  cybersecurity  framework [2].  While  
the  challenges  of  applying  AI  to  cybersecurity  compliance  
are  both  evident  and  complex,  the  potential  benefits—such  as  
enhanced  effectiveness,  precision,  and  adaptability—underscore  
AI’s  critical  role  in  shaping  the  future  of  data  privacy  and  
regulatory  compliance.

Although  AI  holds  significant  potential  to  enhance  the  
efficiency  of  compliance  systems,  several  gaps  and  challenges  
persist  in  its  practical  implementation.  For  example, note  that  
while  most  AI  models  are  well  suited  to  threat  identification,  
they  cannot  quickly  evolve  to  accommo-date  dynamic  
compliance  needs [10]. identify  another  significant  limitation:  
the  lack  of  adequate  guidelines  to  enable  organizations  to  
adopt  AI  compliance  solutions [17]. have  also  pointed  out  that  
the  decision-making  concerning  the  use  of  AI  is  equitable;  
however,  issues  of  bias  that  are  inherent  in  AI,  coupled  with  
the  absence  of  adequate  information  disclosure  regarding  the  

decision-  making  process,  give  a  good  concern  as  well [6].  
Furthermore, stress  that  the  legal  implications  of  AI  systems,  
particularly  in  the  context  of  data  privacy  laws,  remain  
insufficiently  explored [19].  Addressing  these  gaps  requires  
a  multidisciplinary  approach  that  combines  advances  in  AI  
technology  with  ethical  guidelines  and  adaptable  regulatory  
frameworks.

Several  research  studies  revealed  increased  possibilities  of  
using  AI  to  deal  with  large  amounts  of  compliance  data,  
which  are  time-consuming  to  examine  manually  while  
improving  the  efficiency  of  threat  assessments.  show  that  new  
Deep-learning  techniques  are  more  efficient  in  distinguishing  
progressive  cyber  threat  models [3].  Moreover,  in  the  Findings  
and  Recommendation  Sections,  the  authors  also  talk  about  
the  role  of  AI  in  anticipatory  compliance  monitoring,  where  
AI  identifies  non-compliance  with  regulatory  requirements  by  
a  firm [15].  However,  issues  such  as  adversarial  eva-sion  
attacks  on  AI  systems,  as  mentioned  by,  create  a  threat  to  the  
dependability  of  the  systems [20].  According  to  one  of  the  main  
issues  that  hinders  the  diffusion  of  these  technologies  refers  
to  the  absence  of  universally  accepted  compliance  monitoring  
AI  frameworks [9].  also  state  that  training  AI  models  must  be  
an  ongoing  process  since  it  evolves  more  con-stantly  in  the  
cybersecurity  landscape [14].  These  findings  point  to  the  virtue  
of  a  blended  approach  for  adopting  Artificial  Intelligence  in  
cybersecurity  compliance,  recognizing  its  technical  and  ethical  
incongruities.

The  need  for  this  research  arises  from  the  rising  incidence  of  
more  complex  cyber  threats  alongside  the  growing  concerns  
about  regulatory  compliance. explain  that  the  increased  
deployment  of  digital  technologies  has  widened  the  attack  
vectors  for  cybercriminals,  making  compliance  an  important  
concept  with  new  approaches [11].  In  this  context,  both  authors  
advocate  for  organizations  to  adopt  AI-enhanced  strategies  to  
protect  sensitive  information  and  ensure  the  protection  of  the  
broader  public.  Specifically,  this  work  aims  to  examine  the  
opportunities  for  using  AI  solutions  to  improve  cybersecurity  
compliance,  together  with  the  issues  that  may  arise  in  the  
application  of  AI.  The  work  extends  current  knowledge  by  
proposing  a  theoretical  framework  guiding  the  application  of  
AI  in  compliance,  taking  into  account  technical  and  ethical  
issues.

The  intended  contribution  of  this  study  is  to  advance  the  
integration  of  AI  in  cybersecurity  compliance,  ex-ploring  its  
benefits  in  the  context  of  current  AI  systems  while  addressing  
potential  future  limitations  within  the  framework  of  evolving  
regulatory  landscapes.  The  research  focuses  on  using  AI  for  
tasks,  including  identifica-tion  of  real-time  attacks,  analyzing  
anomalies,  and  predicting  future  threats.  The  opportunities  
lie  in  addressing  issues  around  the  interpretability  of  model  
results,  ethical  implications,  and  AI’s  ability  to  adapt  to  
new  and  emerging  cyber  threats.  Using  knowledge  from  the  
existing  literature,  including,  but  not  limited  to,  the  works  
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of the  study  aims  to  fine-tune  methods  that  im-prove  the  
openness  and  efficiency  of  compliance  processes [1,3].  To  this  
end,  this  research  will  employ  the  XAI  and  machine  learning  
algorithm  to  develop  a  dynamic  cybersecurity  compliance  
conceptual  framework  that  is  responsive  to  emerging  threats.  
This  framework  will  address  the  ethical  considerations,  
including  data  privacy  and  protection  and  unbiased  use  of  
automated  systems,  as  pointed  out  by  [7,13].  Moreover,  a  
set  of  actionable  recommendations  will  be  provided  to  help  
organizations  bring  balance  into  compliance  management  by  
automating  some  of  the  processes  and  relying  on  human  
su-  pervision.  Finally,  to  expand  the  theoretical  and  practical  
knowledge  of  AI  as  a  security  aspect  and  propose  stepping  
stones  toward  better,  clearer,  and  more  flexible  compliance.

2. Methodology
For  this  study,  the  research  design  is  qualitative  and  technical  
to  study  the  role  of  AI  tools  and  algorithms  in  strengthening  
cybersecurity  compliance.  The  structure  of  the  methodology  
comprises  three  interrelated  sub-sections  that  describe  the  use  
of  AI  along  with  cybersecurity  to  meet  regulatory  compliance.

2.1 AI-Driven  Cybersecurity  Frameworks
Artificial  Intelligence  (AI)  is  integral  to  modern  cybersecurity  
frameworks,  automating  critical  processes  such  as  threat  
detection,  anomaly  identification,  and  real-time  security  
monitoring.  Supervised  and  unsupervised  ML  systems  enable  
the  identification  of  patterns  in  historical  and  real-time  system  
data,  alerting  organizations  to  potential  security  threats.  Deep  
Learning  models,  CNNs,  and  RNNs  further  augment  the  
framework,  where  log  files,  traffic  patterns,  and  the  contents  

of  an  email  are  unstructured  data,  and  systems  can  identify  
the  patterns  of  an  attack  and  even  predict  a  potential  threat.  
This  technique  is  shown  in  where  machine  learning  models  
raise  breach  detection  to  a  higher  level [1,4].

However,  traditional  AI  models  are  often  criticized  for  being  
”black  boxes”  because  their  decision-making  process  is  not  
always  transparent.  In  an  effort  to  overcome  this  shortcoming,  
a  relatively  new  concept  known  as  eXplainable  AI  (XAI)  has  
become  an  important  part  of  current  cybersecurity  strategies.  
Thus,  the  application  of  XAI  allows  models  to  be  more  
explainable  due  to  their  ability  to  understand  their  decision-
making  systems.  This  is  important  because,  sometimes,  a  
cybersecurity  specialist  needs  to  verify  the  causes  of  threat  
detection  or  response.  Incorporating  XAI  enables  security  
practitioners  to  explain  how  AI  models  make  decisions,  
avoiding  scenarios  whereby  models  guess  or  unthinkingly  
select  the  outcomes  that  security  decision-makers  require.  
Based  on  the  outlined  XAI  principles,  the  framework  we  
design  is  intended  to  spearhead  socio-  technical  actionable  
insights  in  the  processes  of  cybersecurity  decision-makers.

To  maintain  strong  cybersecurity  compliance  and  effectively  
identify  different  anomalous  behaviors,  we  use  applied  AI  
methods.  Some  of  these  are  the  supervised  and  unsupervised  
ML  algorithms  used  for  detecting  anomalies  within  the  setting,  
while  RL  models  self-adjust  the  response  strategies  in  a  real-
time  setting.  The  following  presents  the  computational  model  
applied  in  the  AI-based  security  management  system  at  the  
center  of  the  current  solution  for  constant  supervision  and  
control  of  compliance.

Algorithm 1 AI-Driven Anomaly Detection and Compliance Enforcement in Cybersecurity
Input: Real-time system activity logs, pre-trained anomaly detection model, compliance rule set
Output: Anomaly alert, updated compliance status
Initialize system activity log processor
Load pre-trained anomaly detection model (e.g., Isolation Forest, Autoencoder)
Define compliance rule set (e.g., GDPR, CCPA)
for each log entry in real-time data stream do

if log entry deviates significantly from established baseline patterns or violates compliance thresholds
then

Flag entry as anomalous
Trigger automated anomaly detection alert
Log anomaly instance for detailed forensic analysis
Trigger reinforcement learning model to recommend appropriate countermeasure

end if
end for
Return anomaly alert and real-time compliance status update

The above algorithm is built to look for suspicious behavior or any violation of compliance rules and regulation.
It continuously processes system logs and identify patterns during its analysis which might represent security
threats; this in turn generates alerts that enable organizations take necessary action immediately.

2.1.1 Reinforcement Learning for Optimizing Response Strategies in Cybersecurity

In contemporary models of cybersecurity strategies, reinforcement learning (RL) occupies a significant place
as an adequate approach to handling novel attacks. RL models are used to develop specific replicas of all
possible cyber attack types and establish the best countermeasures. These models are developed in a way that
they are subject to constant iteration, reflecting performance feedback gained from simulated or real attack
scenarios. Thus, when RL is used, the system becomes capable of responding to new and complex forms of
cyber threats, providing better coverage and optimal countermeasures. The cybersecurity response mechanism
under consideration runs in an RL paradigm, which means that the defensive actions are taken successively,
and each of them is adjusted based on the previous outcomes. This process can be important to keep the
properties of the cybersecurity framework dynamics more immediate with respect to the constantly evolving
threat environment.

2.1.2 Natural Language Processing (NLP) for Regulatory Compliance Automation

In cybersecurity, NLP is used in automating compliance by parsing through compliance policies and regulation
documents for practical rules. This capability becomes necessary for implying flexible regulations like GDPR,
HIPAA, and cybersecurity frameworks, transforming it in such a manner that the AI model can be understood
and automatically enforced. With NLP, offices can check compliance with the specific regulations that concern
them repeatedly without the need for close supervision and can minimize human mistakes, which positively
impacts organizational performance.

Parsing through large volumes of text and extracting essential compliance clauses require time, effort, and
expertise, which is the essence of the NLP process of transforming compliance text into machine-readable
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providing  better  coverage  and  optimal  countermeasures.  The  
cybersecurity  response  mechanism  under  consideration  runs  
in  an  RL  paradigm,  which  means  that  the  defensive  actions  
are  taken  successively,  and  each  of  them  is  adjusted  based  
on  the  previous  outcomes.  This  process  can  be  important  to  
keep  the  properties  of  the  cybersecurity  framework  dynamics  
more  immediate  with  respect  to  the  constantly  evolving  threat  
environment.

2.1.2 Natural  Language  Processing  (NLP)  for  Regulatory  
Compliance  Automation
In  cybersecurity,  NLP  is  used  in  automating  compliance  by  
parsing  through  compliance  policies  and  regulation  documents  
for  practical  rules.  This  capability  becomes  necessary  for  
implying  flexible  regulations  like  GDPR,  HIPAA,  and  
cybersecurity  frameworks,  transforming  it  in  such  a  manner  
that  the  AI  model  can  be  understood  and  automatically  
enforced.  With  NLP,  offices  can  check  compliance  with  the  
specific  regulations  that  concern  them  repeatedly  without  the  
need  for  close  supervision  and  can  minimize  human  mistakes,  
which  positively  impacts  organizational  performance.

Parsing  through  large  volumes  of  text  and  extracting  essential  
compliance  clauses  require  time,  effort,  and  expertise,  which  
is  the  essence  of  the  NLP  process  of  transforming  compliance  
text  into  machine-readable

Algorithm 2 Reinforcement Learning for Optimizing Cybersecurity Response Strategies
Input: Simulated attack scenarios, defense response strategies, success/failure feedback
Output: Optimized cybersecurity defense response strategy
Initialize attack simulation environment (e.g., CyberAttackSim)
Initialize defense strategy model (e.g., Q-learning agent, Deep Q-Network)
for each simulated cyberattack scenario: do

Apply current defense response strategy
Monitor the success or failure of the defense strategy (based on attack impact and damage)
Update defense strategy using reinforcement learning (e.g., Q-value updates or policy gradients)
Generate feedback for strategy optimization

end for
Return optimized defense response strategy, ready for real-world deployment

rules with an organization’s cybersecurity system. This guarantees the integrability of the system in such a
way that when it checks for compliance with established security policies and programs, it can independently
correct for any variance.

Algorithm 3 NLP for Regulatory Compliance Rule Extraction and Enforcement
Input: Legal documents, compliance policies (e.g., GDPR, HIPAA)
Output: Extracted compliance rules and enforcement actions
Initialize NLP pipeline for legal text processing (e.g., Named Entity Recognition (NER), dependency pars-
ing)
Initialize compliance rule extraction model (e.g., BERT, Transformer-based model)
for each compliance document: do

Preprocess the document (tokenization, text normalization)
Apply NER to identify regulatory entities (e.g., data protection, user consent)
Extract compliance-related clauses using Transformer model
Map extracted clauses to defined security rules and regulatory criteria
Classify extracted rules into actionable compliance actions

end for
Return structured compliance rules, ready for automated enforcement and monitoring

NLP for Regulatory Compliance Rule Extraction and Enforcement:

To execute the NLP algorithm for Regulatory Compliance Rule Extraction and Enforcement, the following
Python code is used:

import spacy
from transformers import pipeline
from transformers import BertTokenizer, BertForTokenClassification
import torch

# Load pre-trained spaCy NLP pipeline for Named Entity Recognition (NER)
nlp = spacy.load(
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’en_core_web_trf’

)

# Load pre-trained BERT-based model for Named Entity Recognition (NER)
tokenizer = BertTokenizer.from_pretrained(

’dbmdz/bert-large-cased-finetuned-conll03-english’
)
model = BertForTokenClassification.from_pretrained(

’dbmdz/bert-large-cased-finetuned-conll03-english’
)

# Function to preprocess document (tokenization, text normalization)
def preprocess_text(text):

# Convert to lowercase and remove extra spaces
text = text.lower().strip()
return text

# Function to perform Named Entity Recognition (NER)
def perform_ner(text):

# Process the text using spaCy for NER
doc = nlp(text)
entities = [

(ent.text, ent.label_)
for ent in doc.ents

]
return entities

# Function to use BERT for compliance rule extraction
def extract_compliance_rules(text):

inputs = tokenizer(
text,
return_tensors="pt",
truncation=True,
padding=True

)
with torch.no_grad():

outputs = model(

**inputs
)

predictions = torch.argmax(
outputs.logits, dim=-1

)
tokens = tokenizer.convert_ids_to_tokens(

inputs["input_ids"][0]

7
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’en_core_web_trf’
)

# Load pre-trained BERT-based model for Named Entity Recognition (NER)
tokenizer = BertTokenizer.from_pretrained(

’dbmdz/bert-large-cased-finetuned-conll03-english’
)
model = BertForTokenClassification.from_pretrained(

’dbmdz/bert-large-cased-finetuned-conll03-english’
)

# Function to preprocess document (tokenization, text normalization)
def preprocess_text(text):

# Convert to lowercase and remove extra spaces
text = text.lower().strip()
return text

# Function to perform Named Entity Recognition (NER)
def perform_ner(text):

# Process the text using spaCy for NER
doc = nlp(text)
entities = [

(ent.text, ent.label_)
for ent in doc.ents

]
return entities

# Function to use BERT for compliance rule extraction
def extract_compliance_rules(text):

inputs = tokenizer(
text,
return_tensors="pt",
truncation=True,
padding=True

)
with torch.no_grad():

outputs = model(

**inputs
)

predictions = torch.argmax(
outputs.logits, dim=-1

)
tokens = tokenizer.convert_ids_to_tokens(

inputs["input_ids"][0]

7)
labels = predictions[0].tolist()

compliance_rules = []
for token, label in zip(

tokens, labels
):

if label != 0: # Ignore non-entity tokens
compliance_rules.append(

(token, model.config.id2label[label])
)

return compliance_rules

# Function to classify extracted rules into actionable compliance actions
def classify_compliance_rules(extracted_rules):

# A mock-up function to classify extracted rules
actions = {}
for rule in extracted_rules:

action = (
"Review for compliance"

) # Placeholder logic for classification
actions[rule[0]] = action

return actions

# Main function to extract and classify compliance rules from legal documents
def extract_compliance_from_documents(documents):

all_compliance_rules = []

for doc in documents:
# Preprocess document
processed_doc = preprocess_text(

doc
)

# Perform NER
entities = perform_ner(

processed_doc
)
print(

f"Entities from NER: {entities}"
)

# Extract compliance rules using BERT
compliance_rules = extract_compliance_rules(

8
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)
labels = predictions[0].tolist()

compliance_rules = []
for token, label in zip(

tokens, labels
):

if label != 0: # Ignore non-entity tokens
compliance_rules.append(

(token, model.config.id2label[label])
)

return compliance_rules

# Function to classify extracted rules into actionable compliance actions
def classify_compliance_rules(extracted_rules):

# A mock-up function to classify extracted rules
actions = {}
for rule in extracted_rules:

action = (
"Review for compliance"

) # Placeholder logic for classification
actions[rule[0]] = action

return actions

# Main function to extract and classify compliance rules from legal documents
def extract_compliance_from_documents(documents):

all_compliance_rules = []

for doc in documents:
# Preprocess document
processed_doc = preprocess_text(

doc
)

# Perform NER
entities = perform_ner(

processed_doc
)
print(

f"Entities from NER: {entities}"
)

# Extract compliance rules using BERT
compliance_rules = extract_compliance_rules(

8
processed_doc

)
print(

f"Compliance rules extracted: "
f"{compliance_rules}"

)

# Classify extracted compliance rules
actions = classify_compliance_rules(

compliance_rules
)
print(

f"Classified actions for "
f"compliance rules: {actions}"

)

all_compliance_rules.append({
"document": doc,
"entities": entities,
"compliance_rules": compliance_rules,
"actions": actions

})

return all_compliance_rules

# Example legal and compliance documents
documents = [

"The General Data Protection Regulation (GDPR) is a regulation in EU law "
"on data protection and privacy in the European Union and the European "
"Economic Area.",
"The Health Insurance Portability and Accountability Act (HIPAA) provides "
"data privacy and security provisions for safeguarding medical information."

]

# Run the extraction process
compliance_results = extract_compliance_from_documents(

documents
)

# Print out the results
for result in compliance_results:

print("\nDocument:")
print(result[’document’])
print("Entities Identified:")
print(result[’entities’])

9
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processed_doc
)
print(

f"Compliance rules extracted: "
f"{compliance_rules}"

)

# Classify extracted compliance rules
actions = classify_compliance_rules(

compliance_rules
)
print(

f"Classified actions for "
f"compliance rules: {actions}"

)

all_compliance_rules.append({
"document": doc,
"entities": entities,
"compliance_rules": compliance_rules,
"actions": actions

})

return all_compliance_rules

# Example legal and compliance documents
documents = [

"The General Data Protection Regulation (GDPR) is a regulation in EU law "
"on data protection and privacy in the European Union and the European "
"Economic Area.",
"The Health Insurance Portability and Accountability Act (HIPAA) provides "
"data privacy and security provisions for safeguarding medical information."

]

# Run the extraction process
compliance_results = extract_compliance_from_documents(

documents
)

# Print out the results
for result in compliance_results:

print("\nDocument:")
print(result[’document’])
print("Entities Identified:")
print(result[’entities’])

9
print("Extracted Compliance Rules:")
print(result[’compliance_rules’])
print("Classified Compliance Actions:")
print(result[’actions’])

Figure 1: Visualization of Anomaly Detection over Time

The figure 1 illustrates how anomalies are detected and displayed as spikes in a time series, enabling cyber-
security professionals to quickly identify unusual behavior in the system. Artificial intelligence-based cyber-
security models incorporating XAI principles, machine learning, reinforcement learning, and natural language
processing give robust solutions to contemporary cybersecurity problems. These frameworks improve the iden-
tification of threats and optimize the approach to threats, ensuring compliance and bringing explainability with
AI models. Most businesses today rely on AI technology to enhance their security and compliance practices
as the technology advances further to meet worldwide needs.
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Figure  1:  Visualization of Anomaly Detection over Time

The  figure  1  illustrates  how  anomalies  are  detected  and  
displayed  as  spikes  in  a  time  series,  enabling  cyber- security  
professionals  to  quickly  identify  unusual  behavior  in  the  
system.  Artificial  intelligence-based  cyber- security  models  
incorporating  XAI  principles,  machine  learning,  reinforcement  
learning,  and  natural  language  processing  give  robust  solutions  

to  contemporary  cybersecurity  problems.  These  frameworks  
improve  the  iden-tification  of  threats  and  optimize  the  approach  
to  threats,  ensuring  compliance  and  bringing  explainability  
with  AI  models.  Most  businesses  today  rely  on  AI  technology  
to  enhance  their  security  and  compliance  practices  as  the  
technology  advances  further  to  meet  worldwide  needs.
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Start

Load System Data

Analyze Logs for Anomalies

Detect Anomalies (ML, DL)

Check Compliance (NLP, Rule Extraction)

Reinforcement Learning (Optimize Response)

Anomaly Detected?

Generate Alert and Log Log for Forensics

End

Yes

No

Figure 2: AI-Driven Cybersecurity Framework: A flowchart illustrating the integration of anomaly detection,
compliance enforcement, and reinforcement learning for cybersecurity response optimization.
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Figure 2: AI-Driven Cybersecurity Framework: A flowchart illustrating  the  integration  of  anomaly  detection,  compliance  enforcement,  
and  reinforcement  learning  for  cybersecurity  response  optimization.

The  flowchart  above  (Figure  2)  illustrates  the  comprehensive  
AI-driven  cybersecurity  framework,  incorporat-ing  various  
algorithms  detailed  in  the  following  subsections.  The  Anomaly  
Detection  Algorithm  leverages—  machine  learning  algorithms  
such  as  Isolation  forest  and  autoencoders  for  differentiating  
real-time  system  logs  from  Anomalous  logs.  To  enhance  the  
cybersecurity  responses  and  to  make  defenses  more  adaptive,  
the  artificial  intelligence  category  known  as  Reinforcement  
Learning  models  (RL),  such  as  Q-learning  or  Deep  Q-  
Network,  is  used.  In  addition,  the  regulatory  compliance  rules  
are  extracted  and  enforced  by  NLP  approaches,  including  
Named  Entity  Recognition  and  BERT.  Each  of  these  steps  

in  the  flowchart  are  these  algorithms  with  other  algorithms  
working  collaboratively  to  deliver  continuous  monitoring,  real-
time  anomaly  detection,  and  the  enforcement  of  regulations.  
953  characters  —  122  words

2.2  Regulatory  Compliance  Monitoring  with  AI  Tools
This  subsection  is  devoted  to the  explanation  of  AI  systems’  
implications  for compliance monitoring  and reporting  automation.  
The  tools  exist  in  the  form  of  AI  platforms  which,  according  
to,  address  the  challenge  of  data  management  at  scale  as  
well  as  regulatory  compliance  from  GDPR,  CCPA  to  HIPAA 
[7].  Such  systems  employ  ML-based  models  for  analyzing  
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an  organization’s  policies  and  practices  against  the  regulatory  
criterion  and  alert  about  any  non-compliance  or  risk  instantly.  
Specific  tools  include  Compliance  modules  within  the  Security  
Information  Event  Management  system,  Cloud-based  AI  such  
as  Microsoft  AI,  and  Cybersecurity  with  Watson  from  IBM.  
These  tools  include  those  assisting  in  the  classification  of  data,  
validation  of  encryption,  and  monitoring  of  access  control.  
Further,  the  automatic  systems  and  controls  enable  organizations  

to  achieve  parity  with  the  ever-changing  regulations  as  the  
compliance  requirements  are  adjusted  according  to  the  existing  
legal  provisions,  as  observed  by  [6] .  The  problem  of  risks  
associated  with  misuse  of  data  is  addressed  by  incorporating  
bias  detection  algorithms  and  ethical  AI.  For  instance,  in  the  
compliance  check,  data  privacy  is  protected  by  secure  multi-
party  computation  and  federated  learning  as  suggested  by  
[13] .

The flowchart above (Figure 2) illustrates the comprehensive AI-driven cybersecurity framework, incorporat-
ing various algorithms detailed in the following subsections. The Anomaly Detection Algorithm leverages—
machine learning algorithms such as Isolation forest and autoencoders for differentiating real-time system
logs from Anomalous logs. To enhance the cybersecurity responses and to make defenses more adaptive, the
artificial intelligence category known as Reinforcement Learning models (RL), such as Q-learning or Deep Q-
Network, is used. In addition, the regulatory compliance rules are extracted and enforced by NLP approaches,
including Named Entity Recognition and BERT. Each of these steps in the flowchart are these algorithms with
other algorithms working collaboratively to deliver continuous monitoring, real-time anomaly detection, and
the enforcement of regulations. 953 characters — 122 words

2.2 Regulatory Compliance Monitoring with AI Tools
This subsection is devoted to the explanation of AI systems’ implications for compliance monitoring and
reporting automation. The tools exist in the form of AI platforms which, according to Valencia et al. (2024),
address the challenge of data management at scale as well as regulatory compliance from GDPR, CCPA to
HIPAA. Such systems employ ML-based models for analyzing an organization’s policies and practices against
the regulatory criterion and alert about any non-compliance or risk instantly. Specific tools include Compliance
modules within the Security Information Event Management system, Cloud-based AI such as Microsoft AI,
and Cybersecurity with Watson from IBM. These tools include those assisting in the classification of data,
validation of encryption, and monitoring of access control. Further, the automatic systems and controls enable
organizations to achieve parity with the ever-changing regulations as the compliance requirements are adjusted
according to the existing legal provisions, as observed by Falco and Rosenbach (2020). The problem of risks
associated with misuse of data is addressed by incorporating bias detection algorithms and ethical AI. For
instance, in the compliance check, data privacy is protected by secure multi-party computation and federated
learning as suggested by Shakarian and Ammar (2019).

Algorithm: AI-Driven Compliance Rule Extraction and Enforcement

Algorithm 4 NLP for Regulatory Compliance Rule Extraction and Enforcement
Input: Legal documents, compliance policies (e.g., GDPR, HIPAA)
Output: Extracted compliance rules and enforcement actions
Initialize NLP pipeline for legal text processing (e.g., Named Entity Recognition (NER), dependency pars-
ing)
Initialize compliance rule extraction model (e.g., BERT, Transformer-based model)
for each compliance document: do

Preprocess the document (tokenization, text normalization)
Apply NER to identify regulatory entities (e.g., data protection, user consent)
Extract compliance-related clauses using Transformer model
Map extracted clauses to defined security rules and regulatory criteria
Classify extracted rules into actionable compliance actions

end for
Return structured compliance rules, ready for automated enforcement and monitoring

# Python implementation for Regulatory Compliance Rule Extraction
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Algorithm: AI-Driven Compliance Rule Extraction and Enforcement

# and Enforcement
import spacy
from transformers import BertTokenizer, BertForSequenceClassification
import torch

# Load pretrained BERT model and tokenizer
tokenizer = BertTokenizer.from_pretrained(

’bert-base-uncased’
)
model = BertForSequenceClassification.from_pretrained(

’bert-base-uncased’
)

# Function to extract compliance rules using BERT
def extract_compliance_rules(text):

inputs = tokenizer(
text,
return_tensors=’pt’

)
outputs = model(

**inputs
)
logits = outputs.logits
predictions = torch.argmax(

logits,
dim=-1

)
return predictions

# Example legal document (e.g., GDPR text)
document = """

The General Data Protection Regulation (GDPR) aims to enhance
data protection and privacy for all individuals within the
European Union and the European Economic Area.

"""

# Preprocess and extract compliance rules
compliance_rules = extract_compliance_rules(

document
)
print(

"Extracted Compliance Rules:",
compliance_rules

)

13



J Curr Trends Comp Sci Res, 2025 Volume 4 | Issue 3 | 11

# and Enforcement
import spacy
from transformers import BertTokenizer, BertForSequenceClassification
import torch

# Load pretrained BERT model and tokenizer
tokenizer = BertTokenizer.from_pretrained(

’bert-base-uncased’
)
model = BertForSequenceClassification.from_pretrained(

’bert-base-uncased’
)

# Function to extract compliance rules using BERT
def extract_compliance_rules(text):

inputs = tokenizer(
text,
return_tensors=’pt’

)
outputs = model(

**inputs
)
logits = outputs.logits
predictions = torch.argmax(

logits,
dim=-1

)
return predictions

# Example legal document (e.g., GDPR text)
document = """

The General Data Protection Regulation (GDPR) aims to enhance
data protection and privacy for all individuals within the
European Union and the European Economic Area.

"""

# Preprocess and extract compliance rules
compliance_rules = extract_compliance_rules(

document
)
print(

"Extracted Compliance Rules:",
compliance_rules

)
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This Python script demonstrates the process of extracting  
compliance-related rules from legal documents using  a pre-
trained  BERT  model  for  Natural  Language  Processing  (NLP).  
The ‘extract compliance  rules‘  function  processes  the  text  and  
outputs compliance rule classifications  based  on  the  trained  
model.

The expected output  of  the  regulatory  compliance  rule  extraction  
process  is  a  classification  of  extracted  rules  from  the  legal  
document  based  on  predefined  compliance  standards.  Below  is  
an  illustration  of  how  the  output  might  appear  after  executing  
the  Python  script  for  compliance  rule  extraction.

This Python script demonstrates the process of extracting compliance-related rules from legal documents using
a pre-trained BERT model for Natural Language Processing (NLP). The ‘extract compliance rules‘ function
processes the text and outputs compliance rule classifications based on the trained model.

The expected output of the regulatory compliance rule extraction process is a classification of extracted rules
from the legal document based on predefined compliance standards. Below is an illustration of how the output
might appear after executing the Python script for compliance rule extraction.

Figure 3: Expected Output: Compliance Rule Extraction from Legal Documents

The figure 3 represents a visual depiction of the compliance rules extracted from a legal document (e.g., GDPR
text). The extracted rules are classified and mapped to enforceable actions based on regulatory criteria. For
instance, the rule could indicate the requirement for explicit user consent for data processing or data protection
measures that must be taken. The Python script processes the legal text using a BERT-based model to extract
relevant compliance clauses. After extracting these clauses, they are classified according to compliance actions
(such as data protection, consent, access control) as per regulations like GDPR or HIPAA. This process ensures
that organizations can automate compliance monitoring and enforce regulations in real-time, without the need
for manual intervention.

14

Figure 3: Expected Output: Compliance Rule Extraction from Legal Documents
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The  figure  3  represents  a  visual  depiction  of  the  compliance  
rules  extracted  from  a  legal  document  (e.g.,  GDPR  text).  
The  extracted  rules  are  classified  and  mapped  to  enforceable  
actions  based  on  regulatory  criteria.  For  instance,  the  rule  
could  indicate  the  requirement  for  explicit  user  consent  for  
data  processing  or  data  protection  measures  that  must  be  
taken.  The  Python  script  processes  the  legal  text  using  a  

BERT-based  model  to  extract  relevant  compliance  clauses.  
After  extracting  these  clauses,  they  are  classified  according  to  
compliance  actions  (such  as  data  protection,  consent,  access  
control)  as  per  regulations  like  GDPR  or  HIPAA.  This  process  
ensures  that  organizations  can  automate  compliance  monitoring  
and  enforce  regulations  in  real-time,  without  the  need  for  
manual  intervention.

Start

Load Legal Documents

Analyze Text for Compliance Rules

Apply NER for Entity Identification

Extract Compliance Clauses (BERT)

Map Clauses to Security Rules

Classify Rules into Compliance Actions

Automated Rule Enforcement

End

Figure 4: AI-Driven Compliance Rule Extraction and Enforcement: A flowchart depicting the steps involved
in extracting compliance rules from legal documents and enforcing them in real-time.

The flowchart above (Figure 4) outlines the AI-driven process for compliance rule extraction and enforcement,
from legal text analysis to automated monitoring and enforcement of compliance rules. Each step in the
flowchart corresponds to the algorithms and processes described earlier, including NLP techniques like Named
Entity Recognition (NER) for entity identification and BERT-based models for compliance clause extraction.
Once compliance rules are extracted, they are mapped to actionable security rules and classified into specific
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Figure 4: AI-Driven Compliance Rule Extraction and Enforcement: A  flowchart  depicting  the  steps  involved  in  extracting  compliance  
rules  from  legal  documents  and  enforcing  them  in  real-time.
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The  flowchart  above  (Figure  4)  outlines  the  AI-driven  process  
for  compliance  rule  extraction  and  enforcement,  from  legal  
text  analysis  to  automated  monitoring  and  enforcement  of  
compliance  rules.  Each  step  in  the  flowchart  corresponds  to  
the  algorithms  and  processes  described  earlier,  including  NLP  
techniques  like  Named  Entity  Recognition  (NER)  for  entity  
identification  and  BERT-based  models  for  compliance  clause  
extraction.  Once  compliance  rules  are  extracted,  they  are  
mapped  to  actionable  security  rules  and  classified  into  specific 
compliance  actions,  which  are  then  automatically  enforced.  By  
automating  this  process,  organizations  can  efficiently  ensure  

ongoing  compliance  with  various  regulations  (e.g.,  GDPR,  
HIPAA)  without  the  need  for  manual  intervention.

2.3  AI-Powered  Cybersecurity  Algorithms  for  Compliance  
Detection
This  phase  develops  an  AI-based  compliance  detection  algorithm  
to  meet  the  challenge  of  noncompliance  in  cybersecurity  
systems.  The  algorithm  employs  supervising  learning  to  
examine  data  in  system  activity  logs  that  result  in  a  dataset  
and  unsupervised  learning  to  detect  unidentified  threats.  The  
next  high-level  workflow  outlines  the  algorithm:

compliance actions, which are then automatically enforced. By automating this process, organizations can
efficiently ensure ongoing compliance with various regulations (e.g., GDPR, HIPAA) without the need for
manual intervention.

2.3 AI-Powered Cybersecurity Algorithms for Compliance Detection
This phase develops an AI-based compliance detection algorithm to meet the challenge of noncompliance in
cybersecurity systems. The algorithm employs supervising learning to examine data in system activity logs
that result in a dataset and unsupervised learning to detect unidentified threats. The next high-level workflow
outlines the algorithm:

Algorithm 5 AI-Powered Compliance Detection Algorithm
1: Input: System activity logs, regulatory compliance criteria
2: Output: Compliance status, alerts for non-compliance
3: Initialize anomaly detection engine using ML models
4: Load regulatory compliance criteria into a rule-based AI system
5: for each log entry in system activity logs do
6: Extract features (e.g., timestamp, activity type, user ID)
7: Evaluate against compliance rules using NLP and classification algorithms
8: if rule violation detected then
9: Log entry as non-compliant

10: Trigger alert and initiate automated remediation protocol
11: end if
12: end for
13: Return overall compliance status report

This NLP capability of the algorithm involves rule interpretation and anomaly detection, which happens in
real-time when applied to system logs. Thus, it is developed based on scalable AI platforms, allowing cloud
deployment. Further, enforcement non-compliance leads to automated actions that have been preset to address
compliance issues, such as revocation of user’s access or system quarantine to cause slight interruptions. This
supports the observation made by Osanaiye et al. (2023) and Karimipour et al. (2021).

Below is the flowchart representation of the AI-Powered Compliance Detection Algorithm, visualized using
TikZ with colors.
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This  NLP  capability  of  the  algorithm  involves  rule  interpretation  
and  anomaly  detection,  which  happens  in  real-time  when  
applied  to  system  logs.  Thus,  it  is  developed  based  on  scalable  
AI  platforms,  allowing  cloud  deployment.  Further,  enforcement  
non-compliance  leads  to  automated  actions  that  have  been  
preset  to  address  compliance  issues,  such  as  revocation  of  

user’s  access  or  system  quarantine  to  cause  slight  interruptions.  
This  supports  the  observation  made  by   [3,10].

Below  is  the  flowchart  representation  of  the  AI-Powered  
Compliance  Detection  Algorithm,  visualized  using  TikZ  with  
colors.
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Start

Initialize anomaly detection engine

Load regulatory compliance criteria

For each log entry Extract features

Evaluate against compliance rules

Rule violation?Log as non-compliant

Trigger alert and remediation

Next log entry

Generate compliance report

Stop

Yes

No

Figure 5: Flowchart of AI-Powered Compliance Detection Algorithm

As shown in Figure 5, the algorithm follows a systematic approach for compliance detection.

The following Python implementation demonstrates the integration of machine learning and rule-based com-
pliance detection described in Algorithm 5. The code includes the use of NLP for feature extraction, anomaly
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Figure 5: Flowchart of AI-Powered Compliance Detection Algorithm

As  shown  in  Figure  5,  the  algorithm  follows  a  systematic  
approach  for  compliance  detection.
The  following  Python  implementation  demonstrates  the  
integration  of  machine  learning  and  rule-based  com-pliance  

detection  described  in  Algorithm  5.  The  code  includes  the  use  
of  NLP  for  feature  extraction,  anomaly detection  for  identifying  
suspicious  activities,  and  a  visualization  of  compliance  status  
over  time.



J Curr Trends Comp Sci Res, 2025 Volume 4 | Issue 3 | 15

detection for identifying suspicious activities, and a visualization of compliance status over time.

import numpy as np
import pandas as pd
import matplotlib.pyplot as plt
from sklearn.ensemble import IsolationForest
from sklearn.feature_extraction.text import CountVectorizer

# Step 1: Simulating System Logs
# Generate timestamps, user IDs, and activities for 100 log entries
np.random.seed(42)
timestamps = pd.date_range(

"2025-01-01",
periods=100,
freq=’H’

)
user_ids = np.random.choice(

["user1", "user2", "user3", "user4"],
size=100

)
activities = np.random.choice(

["login", "logout", "access_file", "update_settings"],
size=100

)
log_data = pd.DataFrame({

"timestamp": timestamps,
"user_id": user_ids,
"activity": activities

})

# Step 2: Defining Compliance Rules
# Define a set of activities considered compliant
compliance_rules = [

"login",
"logout",
"access_file"

]

# Step 3: Feature Extraction using NLP
# Convert activity labels into numerical features using CountVectorizer
vectorizer = CountVectorizer()
activity_matrix = vectorizer.fit_transform(

log_data[’activity’]
)

18
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# Step 4: Anomaly Detection with Isolation Forest
# Initialize an Isolation Forest to identify anomalies
anomaly_detector = IsolationForest(

contamination=0.1,
random_state=42

)
anomalies = anomaly_detector.fit_predict(

activity_matrix.toarray()
)

# Step 5: Compliance and Anomaly Integration
# Mark entries as compliant if activity matches compliance rules
log_data[’compliance’] = log_data[’activity’].apply(

lambda x: 1 if x in compliance_rules else 0
)
# Mark anomalies detected by the Isolation Forest
log_data[’anomaly’] = (

anomalies == -1
).astype(int)
# Raise a non-compliance alert if either condition fails
log_data[’non_compliance_alert’] = (

(log_data[’compliance’] == 0) |
(log_data[’anomaly’] == 1)

)

# Step 6: Visualizing Compliance Monitoring
# Plot compliance status over time with alerts for non-compliance
plt.figure(figsize=(12, 6))
plt.plot(

log_data.index,
log_data[’compliance’],
label="Compliance Status",
color="blue",
marker="o"

)
plt.scatter(

log_data.index[log_data[’non_compliance_alert’]],
log_data[’compliance’][log_data[’non_compliance_alert’]],
color=’red’,
label="Non-compliance Alert",
zorder=5

)
plt.title(

"AI-Powered Compliance Detection in Cybersecurity"
)
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plt.xlabel("Log Entry Index")
plt.ylabel(

"Compliance Status (1 = Compliant, 0 = Non-Compliant)"
)
plt.legend()
plt.grid()
plt.tight_layout()

# Save the figure to a file
plt.savefig(

"ai_compliance_detection.png"
)

Figure 6 illustrates the compliance monitoring visualization generated by the above code. It shows compliance
status over time, with red markers indicating non-compliance alerts.

Figure 6: Visualization of AI-Powered Compliance Detection

2.4 Leveraging Federated Learning
Federated Learning (FL) is a transformative approach to decentralized Machine Learning that enables organi-
zations to collaboratively train models without sharing raw data. This feature is particularly advantageous in
cybersecurity compliance, where data privacy and confidentiality are paramount. By allowing organizations to
keep sensitive information localized while aggregating model updates at a central server, FL facilitates compli-
ance with stringent data protection laws such as GDPR and HIPAA. FL is especially beneficial in distributed
environments where data resides across multiple devices or locations, ensuring robust anomaly detection and
compliance enforcement.

In the realm of cybersecurity compliance, FL enables organizations to build generalized models capable of
addressing diverse challenges, such as anomaly detection, regulatory monitoring, and automated policy en-
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Figure  6  illustrates  the  compliance  monitoring  visualization  generated  by  the  above  code.  It  shows  compliance  status  over  
time,  with  red  markers  indicating  non-compliance  alerts.

Figure  6: Visualization of  AI-Powered  Compliance  Detection

2.4  Leveraging  Federated  Learning
Federated  Learning  (FL)  is  a  transformative  approach  to  
decentralized  Machine  Learning  that  enables  organi-zations  to  
collaboratively  train  models  without  sharing  raw  data.  This  
feature  is  particularly  advantageous  in  cybersecurity  compliance,  
where  data  privacy  and  confidentiality  are  paramount.  By  
allowing  organizations  to  keep  sensitive  information  localized  
while  aggregating  model  updates  at  a  central  server,  FL  
facilitates  compli-ance  with  stringent  data  protection  laws  
such  as  GDPR  and  HIPAA.  FL  is  especially  beneficial  in  
distributed  environments  where  data  resides  across  multiple  
devices  or  locations,  ensuring  robust  anomaly  detection  and  
compliance  enforcement.

In  the  realm  of  cybersecurity  compliance,  FL  enables  
organizations  to  build  generalized  models  capable  of  addressing  
diverse  challenges,  such  as  anomaly  detection,  regulatory  
monitoring,  and  automated  policy  en-forcement.  However,  
implementing  FL  is  not  without  challenges.  Ensuring  the  
accuracy  of  aggregated  models,  mitigating  the  impact  of  
adversarial  attacks,  and  securing  the  communication  of  updates  
between  clients  and  servers  require  meticulous  design.  The  
following  algorithm  demonstrates  the  workflow  of  federated  
learning  in  compliance  monitoring.



J Curr Trends Comp Sci Res, 2025 Volume 4 | Issue 3 | 18

Federated  Learning  Algorithm  for  Compliance  Monitoring 

forcement. However, implementing FL is not without challenges. Ensuring the accuracy of aggregated models,
mitigating the impact of adversarial attacks, and securing the communication of updates between clients and
servers require meticulous design. The following algorithm demonstrates the workflow of federated learning
in compliance monitoring.

Federated Learning Algorithm for Compliance Monitoring

Algorithm 6 Federated Learning for Compliance Monitoring
Require: Local datasets at N clients, global model M
Ensure: Updated global model Mt+1

1: Initialize global model M and distribute it to all clients
2: for each communication round t do
3: for each client n = 1 to N in parallel do
4: Receive global model Mt

5: Train Mt on local dataset Dn

6: Compute updated model parameters ∆Mn

7: Send ∆Mn to the central server
8: end for
9: Aggregate updates: Mt+1 =

1
N

∑N
n=1 ∆Mn

10: end for
11: return Updated global model Mt+1

21

Figure 7: Flowchart for Federated Learning Algorithm. This diagram illustrates the key steps of the algorithm:
initializing the global model, distributing it to clients, training on local datasets, computing updates, and ag-
gregating updates to refine the global model.
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Figure  7:  Flowchart  for  Federated  Learning  Algorithm.  This  diagram  illustrates  the  key  steps  of  the  algorithm:  initializing  
the  global  model,  distributing  it  to  clients,  training  on  local  datasets,  computing  updates,  and  ag- gregating  updates  to  refine  
the  global  model.
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The  algorithm  outlined  in  Algorithm  6  and  the  flowchart  
in  Figure  7  complement  each  other  by  illustrating  the  same  
process.  Step  1  in  the  algorithm  corresponds  to  the  global  
model  initialization  and  distribution  depicted  in  the  first  
block  of  the  flowchart.  The  training  and  update  computation  
performed  by  clients,  described  in  subsequent  steps  of  the  
algorithm,  are  represented  by  the  ”Train  on  Local  Dataset”  
and  ”Compute  Updates”  blocks  in  the  flowchart.  Finally,  the  
”Send  Updates  to  Server”  and  ”Aggregate  Updates”  blocks  in  
the  flowchart  align  with  the  aggregation  step  of  the  algorithm,  
where  the  server  updates  the  global  model.

The  flowchart  in  Figure  7  provides  a  visual  representation  
of  the  iterative  process  in  Federated  Learning.  The  global  
model  is  initialized  by  the  server  and  sent  to  all  participating  

clients.  Each  client  independently  trains  the  model  on  its  local  
dataset,  preserving  privacy  and  compliance.  The  computed  
updates  are  then  sent  back  to  the  central  server,  where  they  
are  aggregated  to  refine  the  global  model.  This  process  repeats  
for  a  predefined  number  of  communication  rounds  or  until  
the  global  model  converges.  The  flowchart  simplifies  the  
understanding  of  these  steps,  showing  the  interaction  between  
the  server  and  clients  in  a  structured  manner.

2.5 Execution  Using  Python
Below  is  an  implementation  of  the  federated  learning  process  
using  Python.  This  example  simulates  client  data,  applies  local  
training,  and  aggregates  model  updates  to  ensure  compliance  
monitoring  across  distributed  systems.

The algorithm outlined in Algorithm 6 and the flowchart in Figure 7 complement each other by illustrating the
same process. Step 1 in the algorithm corresponds to the global model initialization and distribution depicted
in the first block of the flowchart. The training and update computation performed by clients, described in
subsequent steps of the algorithm, are represented by the ”Train on Local Dataset” and ”Compute Updates”
blocks in the flowchart. Finally, the ”Send Updates to Server” and ”Aggregate Updates” blocks in the flowchart
align with the aggregation step of the algorithm, where the server updates the global model.

The flowchart in Figure 7 provides a visual representation of the iterative process in Federated Learning.
The global model is initialized by the server and sent to all participating clients. Each client independently
trains the model on its local dataset, preserving privacy and compliance. The computed updates are then sent
back to the central server, where they are aggregated to refine the global model. This process repeats for a
predefined number of communication rounds or until the global model converges. The flowchart simplifies the
understanding of these steps, showing the interaction between the server and clients in a structured manner.

Execution Using Python

Below is an implementation of the federated learning process using Python. This example simulates client
data, applies local training, and aggregates model updates to ensure compliance monitoring across distributed
systems.

import numpy as np
from sklearn.linear_model import LogisticRegression
from sklearn.datasets import make_classification
from sklearn.metrics import accuracy_score

# Simulate client data
def generate_client_data(

n_clients,
n_samples=100

):
data = []
for _ in range(n_clients):

X, y = make_classification(
n_samples=n_samples,
n_features=10,
random_state=np.random.randint(100)

)
data.append((X, y))

return data

# Federated learning simulation
def federated_learning(

data,
global_model,
n_rounds=5

):

23for round in range(n_rounds):
updates = []
for X, y in data:

local_model = LogisticRegression(
max_iter=100

)
local_model.fit(X, y)
updates.append(

local_model.coef_
)

# Aggregate updates
global_model.coef_ = np.mean(

updates,
axis=0

)
return global_model

# Initialize data and model
client_data = generate_client_data(

n_clients=5
)
global_model = LogisticRegression(

max_iter=100
)

# Run federated learning
global_model = federated_learning(

client_data,
global_model

)

# Evaluate global model
test_X, test_y = make_classification(

n_samples=200,
n_features=10,
random_state=42

)
predictions = global_model.predict(

test_X
)
print(

"Global Model Accuracy:",
accuracy_score(

test_y,

24
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for round in range(n_rounds):
updates = []
for X, y in data:

local_model = LogisticRegression(
max_iter=100

)
local_model.fit(X, y)
updates.append(

local_model.coef_
)

# Aggregate updates
global_model.coef_ = np.mean(

updates,
axis=0

)
return global_model

# Initialize data and model
client_data = generate_client_data(

n_clients=5
)
global_model = LogisticRegression(

max_iter=100
)

# Run federated learning
global_model = federated_learning(

client_data,
global_model

)

# Evaluate global model
test_X, test_y = make_classification(

n_samples=200,
n_features=10,
random_state=42

)
predictions = global_model.predict(

test_X
)
print(

"Global Model Accuracy:",
accuracy_score(

test_y,

24predictions
)

)

Visualization of Model Accuracy Over Rounds

The figure 8 illustrates the progression of model accuracy during federated learning. It demonstrates how the
accuracy improves as more communication rounds are completed.

Figure 8: Model Accuracy Over Federated Learning Rounds

3 Discussion of Findings
This work proposes an AI solution to improve compliance with cybersecurity requirements by automating non-
compliance identification mechanisms using machine learning and NLP techniques. These results support the
argument made by Jones and Hartley (2021) about the use of AI models for real-time cybersecurity compliance
monitoring and concern the application of machine learning for determining compliance or non-compliance
with specified regulations. Also, our work is not immune to the same. Shakarian and Ammar (2019) performed
a literature review on integrating AI tools for cybersecurity and emphasized the importance of automating
compliance monitoring. The application of NLP for regulatory text mining and compliance rule identification is
similar to the application of machine learning models to compliance processes in the financial system described
by Nash and Kumar (2023). The findings provide further evidence that AI can help identify potential issues
early, reduce the need for manual oversight, and offer proactive solutions to ensure compliance with the legal
requirements.
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early, reduce the need for manual oversight, and offer proactive solutions to ensure compliance with the legal
requirements.
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2.6 Visualization  of  Model  Accuracy  Over  Rounds
The  figure  8  illustrates  the  progression  of  model  accuracy  during  federated  learning.  It  demonstrates  how  the  accuracy  improves  
as  more  communication  rounds  are  completed.

Figure  8:  Model  Accuracy  Over  Federated  Learning  Rounds

3. Discussion  of  Findings
This  work  proposes  an  AI  solution  to  improve  compliance  with  
cybersecurity  requirements  by  automating  non-  compliance  
identification  mechanisms  using  machine  learning  and  NLP  
techniques.  These  results  support  the  argument  made  by   about  
the  use  of  AI  models  for  real-time  cybersecurity  compliance  
monitoring  and  concern  the  application  of  machine  learning  
for  determining  compliance  or  non-compliance  with  specified  
regulations [14].  Also,  our  work  is  not  immune  to  the  same.    
performed  a  literature  review  on  integrating  AI  tools  for  
cybersecurity  and  emphasized  the  importance  of  automating  
compliance  monitoring [13].  The  application  of  NLP  for  
regulatory  text  mining  and  compliance  rule  identification  is  
similar  to  the  application  of  machine  learning  models  to  
compliance  processes  in  the  financial  system  described  by  
[16] .  The  findings  provide  further  evidence  that  AI  can  help  
identify  potential  issues  early,  reduce  the  need  for  manual  
oversight,  and  offer  proactive  solutions  to  ensure  compliance  
with  the  legal  requirements.
 
The  approach  also  aligns  with  other  works  on  AI-based  
cybersecurity  demonstrated  the  role  of  using  AI  in  improving  
the  features  of  automated  security  systems [7,21].  In  our  
work,  we  employed  anomaly  detection  along  with  rule-
based  classification  systems  to  perform  activity  logs  of  the  
system,  and  hence,  we  used  both  supervised  and  unsupervised  

learning.  The  hybrid  approach  aligns  with  the  developments  
described  by on  using  AI-based  risk  management  analysis  for  
space  systems,  which  then  constantly  analyzes  compliance  in  
any  dynamic  context [6].  In  addition,  the  scalable  deployment  
through  cloud-based  platforms  aligns  with about  the  cloud  
infrastructure  for  employing  AI  within  compliance  solutions 
[19].

3.1 Challenges  in  Implementing  AI  for  Cybersecurity  
Compliance
Although  the  work  shows  the  possibilities  of  utilizing  AI  tools  
to  monitor  cybersecurity  compliance  automati-cally,  there  are  
concerns  about  the  practical  adoption  of  such  tools.  It  is  also  
important  to  note  that  during  the  research,  one  of  the  most  
significant  concerns  was  updating  the  AI  models  frequently  
enough  to  catch  up  with  the  frequent  alterations  in  the  
regulatory  rules.  We  can  concur  with  our  research  findings.  
Although  numer-ous  AI  algorithms,  driven  by  natural  language  
processing  in  specific  implementations,  come  with  impressive  
automation  features,  they  may  need  updates  more  frequently  
as  existing  laws,  including  GDPR,  HIPAA,  or  CCPA,  are  ever-
evolving.  This  accords  with  the  findings  by,  who  pointed  out  
that  to  maintain  compliance,  updating  AI  systems  periodically  
with  the  current  legal  standards  was  necessary [14].  Also,  
the  difficulty  of  moderating  the  technicality  and  variety  of  
the  regulatory  languages—across  sectors  and  geo-  graphical  
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areas  persists.  This  study  shows  that  attaining  high  accuracy  
in  extracting  and  classifying  compliance  rules  involves  some  
modifications  to  generic  AI  models,  which  may  not  be  easy  
and  quick.

The  other  major  problem  that  arose  in  our  approach  was  the  
problem  of  data  confidentiality  and  protection  of  AI-based  
compliance  detection.  While  we  introduced  secure  multi-party  
computation  and  federated  learning  to  reduce  privacy  issues  in  
the  existing  methods,  challenges  emerged  when  implementing  
these  complex  privacy- preserving  techniques  at  the  technical  
levels,  particularly  when  dealing  with  big  data.  These  
difficulties  were  described  by,  who  noted  that  even  as  such  
methods  can  improve  data  privacy,  including  such  methods  in  
existing  AI  systems  can  mean  high  computational  complexity 
[13].  Furthermore,  the  issues  of  adversarial  attacks  in  which  
new  techniques  in  data  manipulation,  ’model  evasion’,  or  
other  forms  of  manipulation  with  the  structure  of  a  model  
of  AI-based  approach  were  seen  as  other  key  factors  that  we  
encountered  during  the  implementation  of  the  project.  We  
realize  that  with  very  strong  anomaly  detection  and  alarm  
classification  techniques,  there  could  still  be  adversarial  means  
that  would  make  the  system  inefficient.  This  is  closely  aligned  
with  the  work  of,  who  wrote  about  the  frailties  of  deep  
learning  solutions  in  practical  use.  Finally,  there  were  issues  
with  the  explainability  of  AI-driven  decisions [16].  Some  of  
the  AI  algorithms  are  opaque,  as  identified  in  our  work,  and  
this  is  a  source  of  distrust  and  uncertainty,  especially  in  
regulatory-sensitive  industries.  Therefore,  as  automation  holds  
so  much  potential  for  implementing  compliance  detection  
through  AI  solutions,  it  remains  equally  important  to  address  
the  mentioned  challenges  to  advance  the  case  of  AI  in  
cybersecurity.

4. Conclusion
Security  compliance  through  artificial  intelligence  presents  
significant  opportunities  for  organizations  to  meet  compliance  
requirements  while  also  enhancing  security.  By  reducing  
the  time  needed  to  review  remediating and  threat  detection  
and  conforming  the  results  to  security  guidelines,  AI  proves  
beneficial  for  organizations  managing  large  volumes  of  data.  
In  sync  with  the  earlier  studies,  our  results  reveal  that  using  
AI,  especially  the  NLP  machine  learning  aids,  increases  the  
efficacy  of  compliance  checks,  hence  the  progressiveness  of  
compliance  activities.  That  said,  there  are  several  problems  
that  organizations  have  to  solve  to  unleash  the  full  potential  
of  AI.  Such  areas  are  increasing  model  accuracy,  boosting  
its  adversarial  robustness,  and  compliance  with  different  legal  
systems.

The  advancement  in  AI  technologies  in  cybersecurity  will  
significantly  help  determine  the  future  of  cybersecu-rity  
compliance.  As  AI  systems  progress,  the  application  of  privacy-
preserving  methods,  besides  enhancement  in  concepts  such  
as  anomaly  detection  rule  extraction  models  and  intelligent  
compliance  monitoring,  will  need  to  be  safe  and  efficient.  In  

addition,  problems  such  as  model  interpretation  and  the  ability  
to  keep  up  with  rapid  changes  in  the  supply  of  regulatory  
requirements  at  a  later  stage  will  be  major  considerations  in  
building  the  necessary  trust  in  AI  tools.  Consequently,  there  
is  great  potential  for  AI-based  approaches  for  cybersecu- rity  
compliance  to  improve  compliance  in  organizations,  as  long  as  
these  difficulties  are  resolved  to  allow  for  further  enhancement  
of  compliance  using  AI  solutions.
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