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Abstract

In this research, firstly critical infrastructures (Cls) that are found in Ethiopia are identified. Then, potential security
vulnerabilities of these Cls are identified by performing strategic and tactical level risk and vulnerability assessments.
To perform the stated assessments, questionnaires were prepared using different standards. Moreover, on-site interviews,
existing document and literature reviews were conducted. By performing the above research methodologies, the security
vulnerabilities of selected Cls were thoroughly investigated. Finally, factors that contribute to the security vulnerabilities
are critically identified and way forward recommendations are given to fill the identified security gaps and vulnerabilities.
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In this paper the author’s (Henock Mulugeta) contribution is summarized as follows:
The research was done in Ethiopia and the study was mainly focused on selected critical infrastructures (CIs) of the nation.
2. Relevant security related information was collected; different types of questionnaires according to the context of CI and different
organizations (public and privately owned organizations) were prepared.
3. To collect useful information from different organizations, on-site interview was made on selected organizations and universities.
4. Through document review was also made to collect various important information.
5. Literature review: The most relevant previously published journals, conference proceedings, industrial standards were investi-

gated and reviewed thoroughly.

6. Security level of selected critical infrastructure of the nation and organizations wa thoroughly investigated.
7.  We have also identified and assessed potential vulnerabilities of selected CI and critical information infrastructures (CllIs) of the

nation and organizations.

8. Itis also determined factors that contribute to the vulnerabilities of company’s IT infrastructure.
9. Finally, forwarded recommendations towards improving the security and resilience level of CI and CII of the nation and organiza-

tions.

10. In this research, data are collected and available. However, for confidentiality purpose, these data are not disclosed.

Introduction

Cybersecurity is the protection and security of cyberspace or dig-
ital ecosystem from a wide variety of cyber threats and attacks in
order to ensure business continuity, minimize business risk, maxi-
mize return on investment, and business opportunities [1, 2]. These
days, nations and organizations should protect and secure CIs such
as banking and finance, energy and telecom sectors, government,
higher education, information and ICT, defense and many more

using international cybersecurity standards [3, 4]. These days, in-
formation systems and networking infrastructures of nations and
different organizations are faced with various security threats from
a wide range of sources. Among the various cyber-attacks, cyber-
crime and terrorism has accelerated significantly during recent
years [5, 6]. They are well-organized, wellfinanced, and advanced
technically [7-9]. Cybercrime has adopted a new perspective. The
old view was quick entry and exit in a given cyberspace. However,
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the new outlook is a hidden long term presence that affects the cy-
ber system for a long period of time. As a nation here in Ethiopia as
an example, we are not yet well prepared for cyber-war, but today
it is economic war [9].

As we have researched, the key cybersecurity challenges in de-
veloping countries such as Ethiopia are: lack of comprehensive
cybersecurity governance and management framework; lack of na-
tional and regional legal framework; lack of adequate cybersecu-
rity professionals, competency, and skills; lack of basic awareness
among end users; lack of national and international cooperation
etc.[10-12].

Cybersecurity should be seen and well addressed from three dif-
ferent but interrelated perspectives. 1Cyber security technological
solutions, 2- Cyber security management and 3- The human factor.
Thus the following sections briefly present all of the three core
sections of cybersecuity solutions for the existing security prob-
lems and vulnerabilities in Ethiopia.

The first research area is cybersecurity technological solutions.
The goal of the first component of the research is to investigate
the shortcoming of security trends as a nation and organizations
and to provide possible mitigation options. To achieve the outlined
objectives, various assessments and surveys were conducted to
have a deep understanding of how public and private organiza-
tions are protecting and securing their information technology (IT)
infrastructures that support various business operations. The study
also aimed to assess the usage of cybersecurity technological tools
optimally at national and organizational level and to have come up
with better and comprehensive security techniques of information
and infrastructure systems. In view of the above goal, the first step
was to focus on the technological solution of cybersecurity [10,
11].

The second objective of this study was to investigate the proper us-
age and implementation of various cybersecurity governance and
management frameworks [11-13]. Here in Ethiopia, both private
and public sectors are highly dependent on technological solutions
(buying more tools and techniques) to protect their information
and technological infrastructures. However, since the width and
depth of the cyber-attack dimension is growing faster than ever,
technology alone can provide some help but will not be a pos-
sible solution for the fastest growing cyber-attack scenarios [14,
15]. To this end, cybersecurity is well addressed by designing and
implementing appropriate sets of governance, management, pro-
cesses, controls, policies, procedures, and organizational securi-
ty structures to make sure that security and business objectives
are met without having security problems [16-18]. In light of the
above facts, in this research study, different cybersecurity manage-
ment solutions are recommended. As an example, there is a need
to design a cybersecurity governance framework that should be
associated with the business mission of nations and organizations.
Cybersecurity management is also the major breakthrough in the

cybersecurity realm, which includes planning, budgeting, perfor-
mance management, etc [19].

Research Methodology
The following major research activities were performed to investi-
gate the security vulnerabilities of different organizations.

Identifying Critical Infrastructures (Cls) of the nation: More than
twelve governments owned Cls were selected for the study. More-
over, five regional ICT directorate offices, and three higher edu-
cations (universities) were considered in this study. For the stated
Cls, strategic and tactical level risk assessment and vulnerability
assessment were performed to see the existing security problems
and vulnerability of the Cls.

Collecting relevant information: To collect data, different types
of questionnaires were prepared according to the context of Cls.
These questionnaires were prepared using different industrial stan-
dards such as NIST (National Institute of Standard and Technol-
ogy) cybersecurity framework, ITU (International Telecommuni-
cation Union) standards, ISO/IEC, etc. According to the context
of the Cls, the questionnaires were given to different information
security officers, managers, employees, users, and clients.

On-site interview: To collect useful information from different or-
ganizations, on-site interviews were also made on selected organi-
zations and universities.

Through document review was also made to collect important se-
curity related information. Reviewing various documents used by
different organizations helped the researcher to know what kind of
security controls are used by organizations for the IT system that
supports business operation of the organizations. The following
security document types were exhaustively reviewed and exam-
ined. Security policy and procedure documents such as legislative
documents and directives; System documents such as system de-
sign and requirement guidelines, system user guideline, system
administrative manual; security related documentations such as
risk assessment reports, security audit reports, system test reports;
system vulnerability reports such as report of system security test-
ing, security requirement checklists; system certification test and
evaluation reports, vendor’s white paper, etc.

Literature review: The most relevant previously published jour-
nals, conference proceedings, industrial standards were investigat-
ed and reviewed thoroughly [20-24].

Investigating the Security Level of Selected Critical Infra-
structure of the Nation and Organizations

Upon completion of analyzing the data, which are collected us-
ing different techniques that are mentioned up there, the following
major security challenges were identified both at national and or-
ganizational level.
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- Lack of appropriate organizational security structures to
address the issue of cyber incidents.

- Lack of coordinated contingency plan, incident manage-
ment plan, business continuity and disaster recovery plans and
teams in most organizations. Except for some financial firms, there
is a lack of disaster recovery sites for critical business continuity
operations.

- Lack of SETA (Security education training and aware-
ness) programs.

- Lack of organizational security structures for the con-
stantly evolving cyber threat landscape. By far, financial sectors
do have security structures within their overall organization.

- Inefficient sharing of threat and vulnerability information
among different stakeholders. As an example, between national se-
curity agency and different CIs of the nation, and among different
sectors.

- Lack of adequate information security professionals in
different industries. By far, financial sectors are better equipped
with trained security officials and managers than other industries.
- Ineffectiveness of the implementation of security policy
that was developed by national security agencies among different
organizations to see security holistically. Even most public and
private organizations including universities that were investigated
are unaware of the existence of security policy and strategy at na-
tional level.

- Currently, cybersecurity is seen as a technology solu-
tion by most institutions. It is not yet seen as a multi-dimensional
cross-sector issue. To give a bit more detail, as it is researched in
different organizations, the cybersecurity management part is al-
most missed by different organizations except financial industries,
airline, telecom, and power sectors. Cybersecurity management
is composed of risk assessment, developing and implementing
security policy and strategy, governance, incident management,
business continuity planning, disaster recovery planning, change
management, etc. Today, cybersecurity is shifted from a techno-
logical solution paradigm to a risk based approach. However, in
most organizations the stated management part of security is not
yet fully practiced.

Identifying and Assessing Potential Vulnerabilities of Selected
Cis of the Nation and Organizations

From the studied organizations, most of the organizations except
financial companies, Airlines, partly in Telecom Company, and
power sector, they didn’t yet put cybersecurity as their main agen-
da at board and executive management level. The following exist-
ing problems are identified as a nation and organizations. At the
national level, mostly the government of Ethiopia is working at a
tactical level, not seeing cybersecurity strategically. Recently, the
national security agency at national level prepared a draft security
policy and strategy and one of the researchers was invited to re-
view the draft security policy of the nation.

Some challenges and weaknesses were observed 1) in the develop-
ment process; only few stakeholders were involved for the prepa-
ration of the draft security policy. 2) The challenge is on how to

implement the security policy and strategy by different stakehold-
ers both at public and private organizations. From an organization
perspective, it is observed that there is a lack of interest and sense
of ownership in the implementation of the policy. From a gov-
ernment perspective, it needs strong leadership and commitment
to make sure that the cybersecurity policy will be implemented
by both public and private organizations. Harmonization of secu-
rity policy and strategy at national level is of paramount advan-
tage. However, it is missing in Ethiopia. As an example, different
organizations are using different security governance and policy
frameworks independently. These results in either a security gap
or overlap as a nation and organization. Even different ministry
offices are using different security policies and procedures. This
existed security problem has the following significant effect:

a. At the top of government (e.g. prime minister, parliament, and
presidential offices) don’t know that good security practices are
being exercised nationally in a comprehensive approach.

b. Since different ministry offices are using different security poli-
cies and procedures, at national level they don’t know what is left
out that leads to security breaches.

c. Monitoring and evaluation of security practices that are being
used by different organizations are difficult.

d. Security gaps result in security vulnerabilities, which in turn
lead to a long list of consequences including information breaches
and audit findings.

Most organizations are also working at a tactical level without
having strategic cybersecurity frameworks. As an example, or-
ganizations are still buying more security technologies and tools
such as installing tools, configuring routers and firewalls, config-
uring systems, etc. The following potential vulnerabilities of dif-
ferent organizations were identified by researchers.

- Improper configuration and usage of real time security
monitoring tools (Sim-tools) that is responsible for monitoring dif-
ferent IT infrastructures including data centers.

- In most Cls, once firewalls are configured, they are not
periodically upgraded and updated, which results in weakness in
their defense mechanism. This problem was observed in some
banking industries, universities, and other institutions.

- Lack of appropriate operational, administrative, techni-
cal, and physical security.

- Improper usage of backup strategies following security
incidents and disasters. Example, improper implementation of hot-
site, warm-site, and cold-site by performing cost benefit analysis
for disaster recovery and business continuity operations.

- In most ClIs there is lack of incident management, disaster
recovery, and business continuity plans. Even at national level so
far there is no. However, near Debre Birhan city, the national secu-
rity agency is building one national disaster recovery site.

- Lack of appropriate security policy, procedures, guide-
lines, baselines, and standards.

- Improper configuration and implementation of access
control management system according to organizational security
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policy. As an example, it is observed that access permission and
authorization are not managed according to the least privilege
principle and separation of duties.

- Lack of the implementation of proper vulnerability assessment,
penetration testing and management systems.

- Lack of performing periodic security audits (both internal and
external audits) to see vulnerabilities.

Determining Factors that Contribute to the Vulnerabilities of
Cls.

The following major factors that lead to security vulnerabilities
were identified.

- There is a lack of conducting a proper and appropriate risk as-
sessment. Unless there is proper risk assessment that should be
performed periodically by organizations, it is impossible to see
their vulnerabilities and what type of threats they are facing. It
is also impossible for organizations to clearly identify the level
of risk the organization is facing and the impact of the risk on
IT systems and business functions that are supported by IT sys-
tems. Even though some institutions such as banks and airlines
are conducting risk assessment, the following problems are identi-
fied. Lack of mechanism to properly classify their company assets
that lead to wrong risk profile, poor articulation of risk scenarios,
identification of risks using a set of predefined standards, lack of
integration of their risk management in to overall organizational
risk management process, assessing cyber-risks based on heuris-
tics and past events as well as treating it with irrelevant controls.

- Lack of performing periodic security audits (internal or external).
If organizations perform a security audit, they can clearly see their
vulnerabilities (weakness in their defense mechanism). - Most or-
ganizations don’t secure their IT system using industry standards
and compliance.

- Lack of top management commitment and allocating appropriate
budgets for cybersecurity.

- Lack of adequate operational and physical security.

- Application and data security weakness.

- Lack of controls of port addresses and services, enabling unused
protocols.

- Lack of access log

- Lack of mail server protection

- Lack of secure software development life cycle (SDLC) for se-
cure usage of web applications

- Lack of maintenance and upgrading of different security tech-
niques

- Non secure communication among different branch offices, de-
partments, etc.

- Lack of security awareness, training, and education for end users,
employees, higher security officials, and top management.

A Way Forward Recommendations to Improve the Security
and Resilience Level of Cis

As it is researched, cybersecurity is well achieved by implement-
ing a suitable set of:

A. Cybersecurity governance and management frameworks

B. Cybersecurity risk management and assessment frameworks
C. Cybersecurity strategies and policy

D. Incident management frameworks

E. Business continuity and disaster recovery strategies and frame-
works

F. Various types of controls such as administrative, technical, oper-
ational, and physical controls.

G. Security procedures, industry standards, guidelines, baselines,
and applying best practices.

H. Organizational security structures that should be integrated
with the overall organizational structures.

All of the above stated recommendations are presented below.

A. Cybersecurity Governance and Management Frameworks

Cybersecurity governance framework should mainly focus on
the responsibilities and practices that should be exercised and
addressed by top level management of organizations (board and
executive management) having the following main goals: provide
strategic direction towards securing the IT system that supports
the business function; ensuring that security objectives are well
defined and achieved; making sure that security risks are assessed
and managed properly and validating that enterprise resources
are well spent for securing the assets. Cybersecurity governance
framework plays a vital role in achieving the security objectives
of an organization for both current issues and future challenges.

To address current security issues, the researcher recommends for
the security governance framework to cover the following issues:

If there is already an existing security policy, it needs amendment
and review periodically. If there is no security policy, it is recom-
mended to develop security policy at national and organizational
level; the implementation of appropriate technological controls;
implementation of periodic security audit and assessment; to de-
sign and provide security awareness and training programs among
citizens.

For future cybersecurity challenges, the security governance
framework should address the following points and are recom-
mended here; consider the emerging threat factor; address the fast-
est moving technological revolution; continually work on people’s
attitude towards security to create a cyber-aware workforce; focus
on the work culture transformation.
In general, it is recommended for the cybersecurity governance
framework to incorporate the following component.
- A cybersecurity risk management and assessment methodology
- A comprehensive cybersecurity strategy that should be in line
with business and IT objectives

- Appropriate security policies that transform and address
each aspect of security strategies.
- A complete set of security standards for each security policy to
be transformed into a suitable set of security procedures and guide-
lines.
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- Monitoring mechanism to ensure compliance and the effective-
ness of the framework.

- A suitable set of processes to continually evaluate and update the
security policies, standards, guidelines, and procedures.

- Designing effective and efficient organizational security struc-
ture.

It is also recommended for the governance framework to include
roles and responsibilities, and accountabilities of various stake-
holders, which includes the following:

*  Designing SETA program (security awareness training and
education program)

*  Enhancing research and development programs towards cy-
bersecurity at national and organizational level (in collabora-
tion with universities and center of excellence)

*  Designing international and regional collaboration framework

*  Designing framework to enhance public-private partnership
collaboration.

*  Enhancing incident management capabilities.

*  Enhancing business continuity and disaster recovery capabil-
ities.

*  Enhancing change management capabilities.

To design the outlined security governance framework, the fol-
lowing major tasks are identified and recommended

* Develop cybersecurity strategies, which are relevant to the coun-
try.

* To effectively implement security strategy, there is a need to de-
sign cybersecurity policy

* Define mechanism to obtain senior management’s commitment
* Define roles and responsibilities at national and organizational
level

* Establish communication and reporting mechanisms, which will
support security governance framework

* Develop security procedures and guidelines using standards that
support the security policy.

* Establish legal and regulatory framework.

B. Cybersecurity Risk Management and Assessment Frame-
works

The researcher strongly recommends that any organization should
perform risk assessment periodically to alleviate the ever increas-
ing cyber-attack dimensions. As an initial risk management frame-
work recommendation, the following guidelines are recommended
that can be refined according to organizational context.

1. Formation of a risk assessment team from different departments
in a given organization and even at country level is the first step.
2. Assignments of responsibilities and creation of awareness and
training on risk management framework

3. There is a need to understand and have a clear view of the insti-
tution’s security setup and readiness.

4. Identifying security holes or vulnerabilities (weakness in their
defense mechanism) are important steps that should be performed
intensively.

5. Develop a new and/or adopt risk management framework from
international standards according to the context of the country.

6. Establish and maintain incident management, disaster recovery,
and business continuity programs.

In general, the following three major risk management practices
are recommended: 1) to design risk assessment methods, 2) to
propose risk mitigation techniques; and 3) to devise mechanisms
to periodically evaluate the assessment and mitigation plans and
procedures.

C. Security Strategies and Policies

Once risk assessment is performed at organizational and at nation-
al level, according to the risk profile, appropriate cybersecurity
strategy and policy should be designed. The following initial secu-
rity strategy development framework is recommended.:

When cybersecurity strategy is developed at national level that can
later on be refined into organizational level, the following key ar-
eas was identified by the researcher that should be incorporated in
the strategy:

Key Cybersecurity Strategic Areas Include

1. Governance framework should be prepared at national and or-
ganizational level.

2. Risk management methods. In this strategic area, focuses can be
to design risk management approach; identify mechanisms for the
management of cyber-risk; the development of policies, standards,
and regulations; development of sectorial or organizational risk
management profile

3. Incident management and preparedness plan: which is com-
posed of establishment of contingency plan for crisis management;
establishment of incident handling and management capabilities to
protect the national cyberspace and digital ecosystem; establish-
ment of Computer Incident Response Teams (CIRTs) with national
and organizational responsibility. There is ethio-CERT at national
level. However, we recommend this CIRT to be decentralized at
least at sectoral level; establishment of public-private partnership
for incident detection and response capabilities; development of
disaster recovery and business continuity plans.

4. Securing critical infrastructures

5. Capacity development and awareness that includes develop-
ment of research and development towards cybersecurity; creation
of cybersecurity awareness program,; creation of training, educa-
tion and skill development program; development and implemen-
tation of cybersecurity curricula at elementary, high school, and
colleges and universities; legal and cybercriminal framework; de-
velopment of legal frameworks; establishment and promotion of
agency that will implement the legal framework; establishment of
international cooperation towards cybercriminal; development of
capacity building to law enforcement agencies.

6. Regional and international collaboration; establishment of co-
operation and collaboration partnership with international and re-
gional countries and security agencies.
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7. Institutional cybersecurity framework that includes establish-
ment of national security advisory board; establishment of agen-
cies responsible for cybersecurity at national level.

8. Government cybersecurity enhancement program, which in-
cludes establishment of a digital ecosystem that is reliable and
convenient for e-commerce and e-government with national public
key infrastructure (PKI); development of public-private partner-
ship framework (the partnership can be local and international).

The following additional strategic areas are also identified and are
recommended as part of national cybersecurity strategic areas:
data protection, privacy, rights, freedom of expression, and infor-
mation sharing among different stakeholders; security strategies
on new emerging technologies such as cloud computing securi-
ty, security in internet of things (IoT), securing huge amount of
data (big data analysis); national data security management and
hosting; cyber-physical infrastructure regulatory framework de-
velopment such as smart grids, industrial control system, robotics
system, medical monitoring.

To implement the aforementioned strategic areas, researcher rec-
ommends the following initial cybersecurity strategy develop-
ment guidelines that will be refined later on according to nation’s
context:

* Vision and mission of the organization and the nation should be
clearly identified and presented.

* Should follow a comprehensive and holistic approach; cyberse-
curity should be seen from multidimensional perspectives and it
is a cross-sector issue that address areas such as law enforcement;
national, regional, and international relationship and cooperation;
trade negotiation; assuring sustainable economic, social develop-
ment,...

* Active participation of multiple stakeholders; when security
strategy is developed, active participation of multiple stakehold-
ers should be involved and it should address their interests, needs
along with definition of roles and responsibilities.

* Consideration of economic and social prosperity; one of the pri-
mary goals of cybsersecurity strategy is to create a cyberspace or
digital ecosystem which is secured and resilient to any type of cy-
ber threats. If this primary goal is achieved, it is possible to create
economic and social prosperity. It is also possible to maximize the
application of ICT to sustainable development.

* Addressing fundamental human rights; the strategy should re-
spect all human rights that are agreed in regional and international
laws.

* Risk management and resilience, the strategy should be devel-
oped in such a way that risk at national and regional level should
be managed effectively and create a resilient environment.

* Assignment of resources, roles, and responsibilities;, Assignment
of roles and responsibilities at national and organizational level;
Allocation of enough human and financial resources for the effec-
tive implementation of the strategy.

* Establish a trusted digital ecosystem; the strategy should enable
to create a trusted cyberspace that can be trusted by business and
citizens for the efficient delivery of e-commerce, e-government,

and digital transactions.

Finally, for the development of national cybersecurity strategy, the
researcher identified for the involvement and active participation
of the following stakeholders: The government of Ethiopia ( both
the executive and legislative branch of government); CI owners
and operators; The judiciary branch of the nation; Law enforce-
ment agencies such as general attorney, police department, etc;
Local and international vendors; Academia such as universities;
International partners; Citizens that can be represented through
parliament and civil societies.

D. Cybersecurity Policy Development

Once risk assessment is conducted both at national and organi-
zational level and a set of strategy is developed, security policy
will fall quickly in place. Cybersecurity policy can be determined
based on feedback from risk assessment results. The risk assess-
ment result will derive security policy creation on the following
identified and recommended items such as: change management
policy; access management policy; firewall and proxy policy;
patch management policy; employee hiring and termination poli-
cy; system setup and configuration policy; backup policy; datacen-
ter policy; data encryption policy; email, internet usage policy, etc.

In general, the researcher recommends the following types of pol-
icies that should be developed and implemented at national and
organizational levels: general policy at national level; program
policy at organizational level; issue-specific policy; system-specif-
ic policy; advisory policy; informative policy; regulatory policy;
procedures, guidelines, standards, best practices, and guidelines.

Conclusion and Future Work

In this research study, Cls are identified. Vulnerabilities of these
Cls are well assessed using vulnerability assessment and risk as-
sessment techniques. To see security gaps of the Cls, different
questionnaires, onsite interviews, document review, and literature
review were performed. Investigating the security level of selected
CIs of the nation and organizations. Then after, factors that con-
tribute to the vulnerabilities of Cls were thoroughly investigated.
Finally, recommendations and solutions were forwarded to im-
prove the security and resilience level of these Cls of the nation.

As a future work, various types of cybersecurity frameworks will
be designed according to the context of the nation such as cyeber-
security governance and management framework, cybersecurity
risk assessment framework
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