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Abstract

Business processes are essential instruments used for the coordination of organisational activities in order
to produce value in the form of products and services. Information security is an important non-functional
characteristic of business processes due to the involvement of sensitive data exchanged between their participants.
Therefore, potential security shortfalls can severely impact organisational reputation, customer trust and cause
compliance issues. Nevertheless, despite its importance, security is often considered as a technical concern
and treated as an afterthought during the design of information systems and the business processes, which they
support.

The consideration of security during the early design stages of information systems is highly beneficial.
Goaloriented security requirements engineering approaches can contribute to the early elicitation of system
requirements at a high level of abstraction and capture the organisational context and rationale behind
design choices. Aligning such requirements with process activities at the operational level augments the
traceability between system models of different abstraction levels and leads to more robust and context-aware
operationalisations of security. Therefore, there needs to be a well-defined and verifiable interconnection between
a system s security requirements and its business process models.

This work introduces a framework for the design of secure business process models. It uses security-oriented goal
models as its starting point to capture a socio-technical view of the system to-be and its security requirements
during its early design stages. Concept mappings and model transformation rules are alsointroduced as a
structuredway of extracting businessprocessskeletonsfrom such goal models, in order to facilitate the alignment
between the two different levels of abstraction. The extracted business process skeletons are refined to complete
business process models using a set of security patterns, which standardise proven solutions to recurring security
problems. Finally, the framework also offers security verification capabilities of the produced process models
through the introduction of security-related attributes and model checking algorithms.

Evaluation of this work is performed.:

(i) Through individual evaluation of its components via their application in real-life systems,

(it) A workshop-based modelling exercise where participants used and evaluated parts of the framework and
(iii) A case study from the public administration domain where the overall

Framework was applied in cooperation with stakeholders of the studied system. The evaluation indicated that the
developed framework provides a structured approach, which supports stakeholders in designing and evaluating
secure business process models.

Introduction order to produce value for the organisation. As such, the de- sign
Business processes are essential instruments used by organisations ~ of its business processes directly affects the way an organisation
for the coordination of their activities in order to produce value operates. Thus, the design of business processes is a critical as-
in the form of products and services [1]. Therefore, they are an  pect of organisational strategy and operations and is considered as
important asset, as they provide the blueprint to be followed in an integral part of the business process management lifecycle. A

J Eco Res & Rev, 2022 Volume 2 | Issue 3 | 256



number of modelling languages and techniques have been devel-
oped for the design of business processes, attempting to capture
and represent elements of the contextual environment (e.g., actors,
resources) under which a business process will operate.

Non-functionalaspectsarealsocritical to thequalityandoutcome of
business processes. Security is one of them due to the potential
impact of its shortcomings for organisations in terms of finances
and reputation [2]. A recent global survey interviewed over one
thousand stakeholders of global organisations and discovered that
less than 50% of EU organisations are aware of security-related
regulations they are legally obligated to adhere to when conduct-
ing business, while a large percentage of them recognised that a
security breach would result in direct financial loses, erosion of
stakeholder value and loss of customer trust [1]. An important
takeaway of such reports is that information security cannot only
be compromised due to the lack of technical controls but also due
to the way that business is conducted. Thus, security shall not be
considered as solely a low-level technical issue but it should be
among the main concerns of the high-level organisational strate-
gy. In terms of business processes, security needs to be treated as
an important process characteristic, which needs to be considered
during their earlydesignstages [3]. Tothat end, specialisedsecuri-
ty-orientedextensionshave been developed for the majority of the
established process modelling languages. Nevertheless, capturing
the rationale behind general and security related design choices
made during process design and aligning them to high-level strate-
gic goals of the organisation is outside of their scope [4].

The goals which an organisation aims to achieve by the execution
of its busi- ness processes can provide highly relevantinput during
the process design stage. Goal-oriented requirements engineering
(GORE) approaches use goals to cap- ture the rationale behind
design-time decisions. Therefore, when paired with process mod-
elling approaches, they are a useful initial tool during the design of
the business processes [5]. Specifically for the context of security,
a number of security-oriented GOREapproacheshavebeendevel-
opedfortheelicitation of se- curity requirements which can later be
integrated to process models to introduce security features aligned
with the high-level strategy of the organisation.

However, holistic coverage of security is usually quite a compli-
cated task for most of the existing approaches, which often spe-
cialise in either a specific cat- egory of security requirements (e.g.
access control) or are tailored exclusively for risk management.
In addition to that, approaches dealing with process se- curity are
usually equipped to deal with either the organisational (e.g., social
interactions between users) or thetechnical perspective (e.g., im-
plementationof security via services) of security. There is, there-
fore, a lack of a holistic, multi- perspective approach for designing
secure business processes, aligned withorgan- isational strategy.
Other than the strategical alignment of security, flexibility is an-
other desirable quality of business process designs. Due to the
rapidly evolv- ing environment in which organisations compete,
continuous adjustment of their business processes is necessary.

Keeping their processes up to date with such changes could be a
challenge for organisations, since designing and implementing a
secure process is a demanding task in terms of time and cost.

This work introduces a framework to guide the design of secure
business pro- cess models derived from high-level, security-ori-
ented goal models, whichcapture organisationalgoalsandsecurity
requirements. Tomaintain a mapping between high level goals and
security controls at the operational level, we transform goal mod-
els, created using the well-established Secure Tropos notation , as
it pro- vides concrete syntax able to capture both goal and security
related concepts, to security-annotated BPMN 2.0 business pro-
cess models through the use of intermediate hybrid process skel-
etons [6-9]. The use of Secure Tropos as the starting point of the
design process supported by the developed framework al- lows
for a holistic security analysis, as it facilitates the elaboration of
multiple perspectives of analysis. More specifically, the original
and newly-introduced con- cepts of the Secure Tropos approach
are able to capture the social perspective of the system to-be,
through the modelling of system actors and their interac- tions
and dependencies, and also facilitate the elicitation of security
constraints, security-implementing mechanisms and risk-related
aspects. Moreover, the tran- sitionfromorganisational level Secure
Troposgoalmodels to BPMN 2.0 business process models, through
the use of the hybrid reference process models, allows the further
refinement of the security-related analysis at the operational lev-
el of abstraction. Finally, according the paradigm of design-time
variability, the hy- brid reference process model can generate a
large number of similar, but also slightly different processes, ac-
cording to contextual ad-hoc needs, through a structured decision
support approach, also introduced as a component of the proposed
framework [10].

The contributions of the proposed framework towards the state of
the art are multi-faceted. As identified through a review of related
works, presented in Chapter 2, even though approaches that com-
bine goal-oriented requirements engineering and business process
modelling exist, the analysis they support is limited. This work is
the first research attempt which takes advantage of the multiple
aspects of security analysis supported by Secure Tropos, extends
them to provide risk-related analysis and decision support capabil-
ities, and provides a structured way of transitioning to BPMN 2.0
business process models. Moreover, the intermediate hybrid ref-
erence process model, introduced by this work, is a novel artefact
that bridges the gap between the organisational and operational
level of securityanalysisandalsopromotesdesign-timeflexibility,
as the same hy- brid reference process model can be instantiated
into a multitude of similar but slightly different business process
models, to accommodate situationalsystem needs. Furthermore,
this work also introduces a series of process-level security patterns
to support theinstantiation and refinement of the hybrid reference
pro- cess model and a novel set of attribute-based security verifi-
cation algorithms to ensure the adherence of the produced busi-
ness process model to the initial set of security requirements. Each
of the above contributions to the state of the art are achieved by
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the orchestrated use of the different components of the proposed
framework, which will be presented in detail in Chapter 3.

Over the next section, basic concepts from the areas of business
process management and security requirements engineering are
introduced and defined in order to provide the reader with the nec-
essary background information. Next, the aims, objectives and the
research questions, which this work aims to tackle are presented
in Section 1.2 and 1.3. Section 1.4 presents the research method
that will be followed throughout this research project. Finally, the
structure of the document is presented in Section 1.5 and the pub-
lications produced during the lifetime of this research project are
presented in Section 1.6.

Background

Business Process Management

Several attempts at defining Business Process Management (BPM)
have been identified intheliterature of thearea. Themostestab-
lisheddefinition is provided by [1], stating:

“Business process management includes concepts, methods, and
tech- niques to support the design, administration, configuration,
enact- ment, and analysis of business processes.”

The domain of BPM is interdisciplinary as it borrows concepts
from information technology and business managementandappli-
esthem to design, analyse, auto- mate and manage the business
processes of an organisation [11]. A generic BPM lifecycle has
been proposed to contextualise and provide order to this multitude
of availableactionsrelated to businessprocesses. A number of dif-
ferentviews of this.

BPM lifecycle havebeen proposed in literature, from elaborate im-
plementations (e.g., [1], [12], [13]) to more simplistic views (e.g.,
[11], [14], [15]). Regardless of the level of detail used to model the
BPM lifecycle, there is a consensus regard- ing the sequence of the
steps followed which are illustrated in Fig. 1.1. A brief overview of
each main stage of the lifecycle will be provided next.

=)

g s Process
Diagnosis :

design

Process System

enactment configuration

Figure 1.1: The BPM lifecycle [15]

During the initial stage, Process Design, the business processes of
an organ- isation are mapped to process models using a variety of
modelling methods. In order for the produced model to reflect an
accurate representation of reality a number of contextual factors
need to be taken into account during this stage (e.g., stakehold-

ers, organisational goals etc.). Once an initial version of a pro-
cess model has been created, it can be validated in order to verify
that certain real-life properties and limitations of the process have
been sufficiently modelled. Many iterations may be required at this
stage in order to produce a complete model that can provide the
framework for theexecution of the process at thelater stages of its
lifecycle.

The next stage, System configuration, is concerned with configur-
ing the infrastructure on which the designed process will be imple-
mented. Such infrastructure can include a combination of physi-
cal IT systems and web-servicesexplicitlycon- figured as per the
instructions provided by the process model. During the Process
enactment stage the designed business process is executedusing
the previously configured system. During the execution of the
process different indicators can be defined in order to assess its
performance and thus allow for runtime process monitoring. Ad-
ditionally, it is common practice for process logs, which include
information aboutthe different processinstances enacted, to be cre-
ated and later be used for auditing purposes. Finally, the Diagno-
sis stage offers the opportunity for the identification of errors and
potential improvements to theexecution of the business process. In
this stage, using the generated process logs as input, a number of
business activity monitoring and process mining techniques can be
applied in order to assess dif- ferent aspect of the process perfor-
mance (e.g., execution time, bottlenecks) and identify whether and
in what degree the executed process differs from its design. The
outcomes of these analyses can then be used for the redesign of the
process, thus completing the circle and creating a feedback loop
for next iterations of the process lifecycle.

The BPM lifecycle, with itsdiscrete stages, provides a basis for
thecategorisa- tion of different modelling standards, execution
languages and software platforms related to the broader area of
business process management. More specifically, as the practice
of BPM continues to grow in popularity, an increasing number of
software tools have been introduced in order to standardize and
support the design, management and enactment business process-
es. Software systems aiming at supporting the design, implemen-
tation and evaluation of business processes are known as Business
Process Management Systems (BPMS), while systems supporting
the automated enactment of the business process execution are
known as Process Aware Information Systems (PAIS) [1, 15].

The main role of such tools is to support and automate the applica-
tion of different BPM standards during the lifecycle of a business
process. In a taxonomy of such standards is provided which distin-
guishes them according to their position in the BPM lifecycle and
their similar characteristics, into the following groups [15]:

*  Graphical standards, expressing a business process in a di-
agrammatic way during its design stage. Popular standards
within that group range from simple flowcharts and UML ex-
tensions (e.g., UML AD) to more semantically rich and rigidly
defined notations such as BPMN 2.0 [7].
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»  Execution standards, facilitating thedeployment and enact-
ment of processes by translating the designs into markup
process definition languages (e.g., BPEL, BPML) which are
comprehensible by the process execution infras- tructure.

»  Interchange standards, used as an intermediate layer between
graphical and execution standards. They are used to facilitate
data exchanges between different design and execution lan-
guages and act as “non-contextual translators between graph-
ical standards and execution standards™ [15].

»  Diagnosis standards, acting as diagnostic tools for the execu-
tion and post- execution analysis of process data for auditing,
optimisation (e.g., identification of bottlenecks), performance
evaluation and trend analysis of an organisation’s processes.
Such standards (e.g., BPQL) signify the most re- cent devel-
opment in the field, extending its capabilities from simple
workflow management techniques to a more holistic approach
to business process management [15].

The focus of the research proposed by this work will be on the
design of secure business processes. Therefore, from the classifi-
cation previously presented, increased attention will be given to
the design stage of the BPM lifecycle and the graphical standards
for modelling business processes. For the elicitation of the secu-
rity-related aspects and the modelling of the high-level organisa-
tional context, whichwill be integratedintothedesignedprocesses,
we willturn to goal-oriented security requirements engineering
approaches.

Security Requirements Engineering

The elicitation and analysis of security requirements is an essen-
tial part in the requirements engineering process for the design
of secure software systems. Secu- rity requirements engineering,
promotes the adoption of a systematic process for identifying, ana-
lysing, and specifying the security requirements for a system to-be
[16]. The consideration of security during theearly systemdevelop-
ment stages, rather than implementing security measures as an af-
terthought on an already designed system, can lead to more robust
system designs that will not require costly readjustments during
their lifecycle [17].

Another aspect to be considered during security requirements
analysis is the socio-technicalaspect of thesystem, whichtakesin-
toaccountthecomplex, social interactions between the system’s au-
tonomous participants and software appli- cations [18]. As a result
of a socio-technical requirement analysis, which isnot limited to
only a technical consideration of the system to-be but also involves
so- cialentitiesandtheirhigh-level goalsandconstraints, newaspects
of the system’s design can be identified. Specifically in the context
of security, threats resulting fromsocialinteractions of systemac-
tors can be identified during theearlydesign stage and be mitigated
by the system’s design. Nevertheless, traditional require- ments
engineering approaches are not equipped to capture the wide range
of concepts and system views required for such socio-technical
requirements analy- sis. To overcome such challenge, the use of
goal-oriented requirement engineering approaches is suggested by

literature [19].

Goal-oriented requirements engineering (GORE) is a prominent
model-based approach for the elicitation of functional (e.g., system
functionalities) and non- functional (e.g., security) requirements in
modern socio-technical systems. The basis of such approaches is
the concept of goals, which is utilised to capture the objectives
that system stakeholders aim to achieve by using the system to-be.
Through the use of goal decompositions by GORE approaches, an
abstract goal can be dissected to simpler, more explicit sub-goals.
In this manner, high-level business goals of system stakeholders
can be broken down to specific low level objectives in a cohesive
and organised manner. Therefore, GORE approaches in general,
but also in the context of security, can capture the influence of
the business context on a system’s requirements and thus, enable
the alignment be- tweenbusiness and IT for organisations [20]. An
extensive comparison of GORE approaches is presented in [21].

Since, in our research, goal-oriented security requirements engi-
neering will be used for the elicitation of the security constraints,
which will be then imposed on the designed business process mod-
els, it is worth briefly discussing some of the most prominent ap-
proaches in the area. The i* modelling framework is a prominent
standard in the area of GORE and as a result a number of securi-
ty- oriented GORE approaches have been developed based on it
[22]. Secure i*and SI*both use the well established notation of the
1* framework to model actors, goals, resources and dependencies
between them but also add concepts necessary for the analysis of
security (e.g., threats, malicious actors, delegations, trust) [23, 24].
Tropos is another established software development methodology
which has been the basis for the development of security-oriented
extensionssuch STS-ml and Secure Tropos which introduce spe-
cialised concepts (e.g., se- curity constraints, dependencies) and
system modelling views to capture security requirements of mod-
ern multi-agent socio-technical systems [25, 26, 6]. Secure Tro-
pos is one of the basic components of our proposed framework,
described in this work. Therefore, a discussion about this choice,
as well as a comprehensive analysis of the concepts and modelling
views of Secure Tropos, will be providedduring the presentation of
the basic components of our framework in Chapter 3. An extensive
analysis and comparison of the rest of security-oriented require-
ments engineering approaches can be found in [27,28]

Aims and Objectives

The overall aim of this research project is to create a structured
approach for the design of secure business process models which
are aligned with the strategical objectives of the organisation. To
achieve that such an approach should be able to: (i) support the
analysis of both functional and non-functional (e.g., secu- rity)
aspects of businessprocess,(ii) facilitatedecisionmakingregard-
ingsecuritychoicesand, (iii) verifythesecurityproperties of the pro-
ducedprocessdesigns. To providefurtherdirectionforthisattempt,
a number of objectivesarespecified be- low, the fulfilment of
whichwill contribute to theachievement of theoverarching project
aim.
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* Create an approach that uses high-level, functional and
non-functional or- ganisational goals as input for the design
of business processes.

*  Develop a structured way for producing business process de-
signs able to operationalise the identified organisational goals.

*  Provide a new approach to support the selection of appropri-
ate security configurations to be implemented at the business
process level, according to situational needs and constraints.

*  Provide a structured way for integrating predefined security
configurations into business process models.

*  Develop an approach that enables the verification of the com-
pliance of the security properties of a business process model
to the security constraints identified at the organisational level.

Research Questions

The research questions presented below source from the overall
aim and the in- dividual objectives identified for this research proj-
ect and aim to tackle the gaps identified in the literature with a
novel and structured approach.

R.Q.1: How can information captured by organisational-level, se-
curity-oriented goal models be used as input for the creation of
secure business process designs?

R.Q.2: How can the analysis and decision-making regarding se-
curity-related as- pects of business process designs be supported?

R.Q.3: How can the adherence of a business process design to a
series of security requirements be verified?

Research Methodology

The research method that was followed during thisresearchproj-
ect was basedon the principles of design science. Design science
represents the scientific study of designing and was introduced by
H. Simon’s 1969 publication of “The Sciences of Artificial”. Since
then it has gained significant attention, especially in the field of
information systems research, and is currently considered as an
“equal companion” to natural and behavioural research [29, 30].

Environment |Relevance IS Research Rigor |Knowledge Base
People Foundations
*Role! Develop/Build *Theories
-Capabiities *Theories r
haracteristics JArtifacts
Organizations A Applicable | o o
oS Knowledge | .pathods
ess | Refine _ “Instantiations
y — Methodologies
Technology Justify/Evaluate Data Analysis
*Infrastructure *Analytica echnia
*Applicatior « «Forma
atior *Ex Measure
° *Fi *Valdation Criter
J A
A -
Application in the Additions to the

Appropriate Environment Knowledge Base

Figure 1.2: The Information Systems Research Framework [31]

According to the paradigm of design science, by the application

of knowledge concerning tasks and situations, four types of arte-
facts can be created, namely constructs, models, methods and im-
plementations, which are innovative and pro- vide valuable solu-
tions to problems identified in their environment [32]. The overall
research framework for the development of information system
artefacts, illustrated in Fig. 1.2, is centred around the “build and
evaluate” iteration, which constitutes the core of the design sci-
ence research approach. According to this framework, other than
the iterative process for the artefact development, the contextual
environment is used for the identification of the relevant problems
to be satisfied, while the knowledge base is used as a source for
relevant works and knowledge gaps. Once an artefact is built to
perform a specific task, appropri- ate evaluation of its performance
and contribution towards solving an identifiedproblem, shall be
performed [30].

The basic steps followed by design science research contributions

in the area of information systems, are defined by [30] as follows:

1. Identification and description of relevant organisational IT
problem.

2. Demonstration of no existing solutions for the identified prob-
lem in the knowledge base of the area.

3. Development of a novel artefact (construct, model, method or
instantia- tion).

4. Evaluation of the utility offered by the created artefact.

5. Articulation of added value provided by the artefact to the
practice and knowledge-base.

6. Explanation of the practical implications of the developed
solution.

In the context of our research project the developed artefact is a
method, defined by as a set of stepsused to perform a task, aiming
at thedevelopment of secure business processes. Steps 1 and 2, as
defined above, were performed by reviewing the literature of the
area of security in business process design, as presented in Chapter
2 of this document [32].

The development of the method, covering Step 3 of the research
framework, was the main activity of this research project. A num-
ber of discrete building blocks are required in order to create a
method able to facilitate the develop- ment of secure business pro-
cess designs, derived from high level organisational goal-models,
as discussed at Chapter 3. Once such building blocks are solidified
and a working method prototype has been tested as proof-of-con-
cept, relevant computer-aided software engineering (CASE) tools
to support the method’s ap- plication, were identified, extended or
developed from scratch.

As defined by Step 4 of theresearchframework, an evaluation of
themethod’s utility, efficacy and quality must be rigorously demon-
strated in order for feedback to be provided back to the develop-
ment phase, as part of the iterative “build and evaluate” loop [31].
There are several methods available for the evaluation of designed
artefacts, with some examples mentioned in Fig. 1.2, out of which
case studies are most commonly used in the field of information
systems research[33].
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The evaluation of this research project is presented in Chapter 4
and follows an iterative approach. First, each of the developed
components of the proposed method was applied to real-life exam-
ples as a proof of concept. Several of the publications originating
from this research project (see Section 1.6) include ap- plications
of a single or a combination of components, to small scale real-life
examples, in order for their functionality to be assessed in a qual-
itative manner and appropriate alterations to be made during the
next iteration of their devel- opment. Additionally, components
that have been developed from scratch were evaluated through
workshop-based modelling exercises in order to assess their com-
prehensibility and ease-of-use, using the feedback of the workshop
partici- pants.

Later when a functional prototype of the whole method had been
developed, a large-scale case study was performed for its evalua-
tion. For this case study an organisation active in the development
of security-critical systems was contacted andone of its e-gover-
nanceinformationsystems was selected as themainfocusof the case
study. The steps required for the design and execution of this case
study followed the guidelines introduced by [34]. During its initial
steps, quantitative metrics were identified to obtain a good indi-
cation of the effectiveness of the developed method. Such met-
rics will evaluate the conformance of the business processmodel
to theinitialgoalmodel in terms of functionalandsecurity-related
characteristics.

Moreover, qualitative evaluation approaches were explored during
the case study design. More specifically, semi-structured inter-
views with the participating stakeholders of the organisation se-
lected for the case study, provided us with insights regarding the
perceived applicability and effectiveness of ourmethod. Finally,
another way to evaluate the contribution of the developed method
was its ability toper form tasks that were previously not feasible
by similar approaches. Such aspects were identified through the
literature review (see Chapter 2) and aligned with our method’s
contribution in the concluding section of this work.

The outcome of the evaluation formed be the basis upon which the
final con- clusions were drawn, regarding the quality and effec-
tiveness of our designed arte- fact. This provided the main input
for completing Steps 5 and 6 of the research framework, where the
added value and practical implication of our method were identi-
fied, as discussed in Chapter 5.

Document Structure

The rest of the document is structured as follows, Chapter 2 pres-
ents a literature review which overviews related works in the area
of business process security in order to identify overall research
gaps and limitations. Chapter 3 presentsthe frameworkdeveloped
as part of thisresearch by firstproviding ageneraloverview of its
components and then presenting the the oretical background and
application each individual component to a working example.
Chapter 4 presents the different evaluation-related activities under-
taken as part of this research project. Finally, Chapter 5 discusses

the main contributions of this work and presents an overview of
potential aspects that can be developed in future work. An over-
view of the contents of each chapter of this work along with their
interconnections is provided in Fig. 1.3. The fullmaterialincluded
in thisresearchproject, including all figures in full scale and resolu-
tion, are also available online [2].
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Figure 1.3: An overview of the thesis structure

Publications

The research leading to the development of the different compo-
nents of the pro- posed framework has been presented and evalu-
ated in a number of scientific pub- lications. An overview of the
frameworkcomponents presented and evaluated in each of the
publications listed below is provided in Section 4.1. As a result,
parts of the text included in this document have previously ap-
peared in the following publications:

*  Argyropoulos, N., Mouratidis, H., Fish, A.: Towards the Der-
ivation of Secure Business Process Designs. In Proceeding
of the 2nd International Workshop on Conceptual Modeling
in Requirements and Business Analysis (MReBA 2015), pp.
248-258. Springer (2015) Introduces contributions discussed
in Sections 3.2, 3.4 and 3.5 [8].

*  Argyropoulos, N., Alcan”iz, L. M., Mouratidis, H., Fish, A.,
Rosado, D. G., de Guzm’an, I. G. R., Fern’andez-Medina,
E.: Eliciting Security Requirements for Business Processes
of Legacy Systems. In Proceedings of the 8th IFIP WG 8.1
Working conference on the Practice of Enterprise Modelling
(PoEM 2015), pp. 91-107. Springer (2015) [9] Introduces
contributions discussed in Sections 3.2, 3.4 and 3.5.

*  Mouratidis, H., Argyropoulos, N., Shei, S.: Security Require-
ments Engi- neering for Cloud Computing: The Secure Tro-
pos Approach. In Karagiannis, D., Mayr, H.C., Mylopoulos,
J. (Eds.), Domain-Specific Conceptual Modeling, (357-380).
Springer (2016) Introduces contributions discussed in Section
3.2 [35].
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*  Argyropoulos, N., Kalloniatis, C., Mouratidis, H., Fish, A.:
Incorporat- ing Privacy Patterns into Semi-Automatic Busi-
ness Process Derivation. In Proceedings of the 10th Interna-
tional Conference on Research Challenges in Information Sci-
ence (RCIS 2016). (2016) Introduces contributions discussed
in Sections 3.5 and 5.3 [36].

*  Sprovieri, D., Argyropoulos, N., Mazo, R., Souveyet, C.,
Mouratidis, H., Fish, A.: Security Alignment Analysis of Soft-
ware Product Lines. In Proceedings of the 4th International
Conference on Enterprise Systems (ES 2016). (2016) Intro-
duces contributions discussed in Section 5.3 [37].

*  Argyropoulos, N., Shei, S., Kalloniatis, C., Mouratidis, H.,
Delaney, A., Fish, A., Gritzalis, S.: A Semi-Automatic Ap-
proach for Eliciting Cloud Security and Privacy Require-
ments. In Proceedings of the Hawaii Interna- tional Confer-
ence on System Sciences (HICCS 2017) (2017) Introduces
contributions discussed in Sections 3.2, 3.4 and 3.5 [38].

*  Diamantopoulou, V., Argyropoulos, N., Kalloniatis, C.,
Gritzalis, S.: Sup- porting the design of privacy-aware busi-
ness processes via privacy process patterns. In Proceedings of
the 11th International Conference on of Re- search Challenges
in Information Science (RCIS), pp. 187-198. IEEE (2017) In-
troduces contributions discussed in Sections 3.5 and 5.3 [39].

*  Argyropoulos, N., Mouratidis, H., Fish, A.: Supporting Se-
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Chapter 2

Literature Review

In this work a systematic literature review is performed according
to the guidelines provided in [46]. The objective of this review is to
synthesize the information collected by the literature in the area of
secure business process modelling and identify current challenges,
research gaps and future directions for researchers. According to
the identified guidelines the first phase of the review consists of the
planning, which includes the identification of the review protocol
to be followed. Next the review is conducted by searching, filter-
ing and selecting the relevant works and finally the collected data
is synthesized and the report iscreated.

Review Protocol

In order to identify relevant works for this review, a number of se-
lection crite- ria were established. Firstly, in order for an article to
be considered relevant, it needed to be focused on both the overall
area of security and business process modelling. Therefore, works
focusing on business process modelling or informa- tion security
in general were excluded since the structure of the keywords used
made sure only works in the intersection of both areas appeared
in the search results. Since the overall focus of this research is on
the design of secure business processes, modelling is an essential
aspect to be considered. Thus, the identified works had to be under
theumbrella of model-drivenengineering andinvolve “model-driv-
en” approaches to process design in order to be included in our re-
view [47]. To ensure a broad coverage of security related concepts
in the context of business processes the identified works had to pro-
vide security and/or risk related analysis. Relevant literature. This
selection was mainly due to the wide variety of rele- vant journals
indexed at Web of Science and its ability to select different filter-
ing parametersandstructurethekeywordswithlogicaloperatorsand-
wildcardchar- acters (e.g., AND, OR, *, ). The keywords used for
our searches were “business processsecurity”, “workflowsecurity”
and “businessprocess*” AND “security”. Backwards snowballing
techniques were also applied when relevant works were referenced
by theidentifiedliterature. Theonlyexclusioncriterionapplied to the
search results was their language, which was limited to English
only. No limita- tion on publication dates was enforced and as a
result the identified literature’s spans from 1998 to 2017. The ini-
tial number of records recovered by each of the keywords used are
included in Tab. 2.1, in total 807 records were identified.

Table 2.1: Number of records by keyword search

Keywords No. of records
“workflow security” 22

“business process security” “busi- | 16

ness process*” AND security 769

Total: 807

The first stage of the selection of relevant works, according to the
previously discussed criteria, was performed by checking the title
and abstract of each of the identified works. During this stage each
of the 807 search results was accessed, each title and abstract were

J Eco Res & Reyv, 2022

Volume 2 | Issue 3 | 262



read and if they were deemed as relevant to our review they were
kept for further evaluation. Because of this process, at the end of
the first stage, 145 articles have been selected for further reading.

The second stage of the selection process included reading the
whole body of the selected resources and deciding which should
be included in the final review. For each resource a number of
keywords were assigned, which later assisted in the categorisation
of the selected literature in groups. Because of the second round of
the selection process 61 articles have been selected to be included
in the final review, three of which were literature reviews or litera-
ture mapping studies while the rest presented novel contributions.

The above parameters led us to the exclusion of a number of dif-
ferent groups of articles identified during the literature review pro-
cess. A body of works cov- ering access control configurations for
business processes has been excluded the review, even though it is
usually considered as a sub-type of security control. The reasons
for this exclusion are:

i.  Such approaches are usually performed in a rule or role-based
manner using formal languages, therefore not fitting within
the ”model-driven” scope of this review,

ii. They are not considered adequate as a standalone approach
for the analysis of modern environments under which busi-
ness processes can operate(e.g., cloud) [48].

iii. The level of processmod- elling abstraction which such ap-
proaches require is often significantly lowerthat the one used
during the design stage of business processes, which is the
focus of this work. Nevertheless, readers interested in access
control configurations for business process or workflow sys-
tems can refer ton for a comprehensive review [49].

Privacy was another security-adjacent aspect that appeared in a
number of the identified works. Even though privacy tends to be
grouped with other types of security requirements, it is a separate
and multi-faceted concern. Privacy require- ments engineering
recognises a number of different types of privacy requirements
which can often conflict with thesecurity requirements of a sys-
temunder design. Thus, an exhaustive search and inclusion of pri-
vacy-related works in this review would significantly increase its
scale while also shifting the focus to other concerns (e.g., privacy
analysis, conflicts between security and privacy) which are outside
the scope of the current research project. To avoid that we did not
extend the literature search criteria to include the term “privacy”
in order to maintain the security-oriented focus of the review. Nev-
ertheless, some of the works identified and discussed in the rest of
the chapter also deal with privacy as another aspect of information
security without specialising in it.

The exclusion of the groups of works discussed above increased
the focus of this literature review towards the scope of the current
research project at the cost of the overall coverage of the research
area. This trade-off was necessary in order to identify a manage-
able set of literature with the highest possible relevance to the ob-
jectives of this work. Thus, the literature presented and analysed

at the rest of this chapter provides an accurate snapshot of works
focused on model- driven information security analysis for the de-
sign of business processes. Future research attempts can include a
broader spectrum of works in order to identify a wider range of re-
search gaps, using the outcomes of this review as a starting point.

Literature Findings

Security by Model Transformation from Goal to Process Mod-
els

In order to successfully design business processes it is highly
important to have an understanding of the organisational context
within which such processes will be enacted. Specifically, the
goals that an organisation aims to achieve by the execution of such
processes provide highly relevant input for the identification of
the characteristics of a process. Since graphical process modelling
standards alone are not fully equipped to capture the strategic ra-
tionale (e.g., high-level goals) which processes should achieve [4].
It is preferable to perform theseactions using goal-oriented lan-
guages and notation [15]. Goal-oriented requirements en- gineer-
ing (GORE) provides such a framework for capturing and analys-
ing the intentions of stakeholders and translating them to system
requirements [50].

GORE approaches elicit top-level organisational goals and through
the use of goal-models they decompose them to a series of simpler,
lower level sub-goals. A number of different organisational actors
can be responsible for the achievement of these sub-goals using
available resources (e.g., information, physical infras- tructure).
Nevertheless, while goal models can provide a high-level direc-
tion and rationale in the form of goals, they lack the ability to ad-
equately identify the specifics of how these organisational goals
will be reached. Therefore, it is recognised that GORE should be
used more as an initial influence rather than a completesolutionfor
thefurther development of organisationalactivities, such as process
design [5]. As a result a number of approaches have been devel-
oped which use goal-models as the starting point for the elicitation
and elaboration of process designs. In the rest of this section we
will focus on approaches with a clear security orientation, which
make use of such model transformations to integrate security fea-
tures in business process models.

In, SecureBPEL is introduced as a process specification language
emphasising in the security aspect of business processes, aiming
to bridge the gap between the early requirement analysis and the
development of secure workflows [51]. Thismethod is essentially
an extension of the BPEL execution standard enriched with con-
structs from the Secure Tropos goal-oriented security requirements
en- gineering framework. Such concepts are used to enforce dele-
gation and trust re- quirements in web services used to support the
designed business process, thereby extending the functionalities of
traditional BPEL. SecureBPELoffers a way of de- riving process
skeletons based on requirements specified early in the develop-
ment process, which can be then refined to produce secure work-
flows with minimal effort.
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In the PriS framework is introduced for the incorporation of pri-
vacy requirements into business process designs [52, 53]. In order
to achieve that, PriS initially models the systems requirements via
goal models with privacy requirements as a special type of goal
that impacts the achievement of other system goals. Next the im-
pact of the privacy goal to the organisational processes is identified
and the processes are adjusted accordingly using a set of priva-
cy-process patterns. Fi- nally the implementation techniques best
supporting these processes are selected according to the organi-
sation’s specific needs. A formal language (Formal PriS) is also
introduced in order to precisely describe the concepts and support
the ac- tivities introduced by the PriS framework. Overall PriS
provides a coherent path from high-level organisational needs all
the way to system configurations that satisfy them, further sup-
ported by a formal language which allows for precise transitions
between the different levels of abstraction.

The work presented in begins fromlegacy business process designs
from which functional and security requirements are extracted and
expressed via SI* organisational goal models [54]. These require-
ments can then be refined at an or- ganisational level and be trans-
formed into BPMN specifications. As a result a new re-engineered
process design emerges which can cover new requirements not
operationalised by the initial legacy business process. This work
also introduces the notion of goal equivalence, used to compare
process models in terms of their ability to operationalise certain
goals of the organisational goal-model. Finally some soundness
and completeness properties are defined in order to verify that all
theinformationcaptured in theorganisationalmodels is preserved in
thefinal process model designs.

On a similar theme, introduces the BP&SLA methodology for the
identi- fication of services to implementbusinessprocessalong-
withtheirrelatedservice level agreements (SLAs) that can guaran-
tee the satisfaction of certain organisa- tional requirements [55].
To bridge the gap between abstractly defined organisational needs
and executable business processes, goal-models are constructed
during the initial phase of the method’s application. Next, an in-
termediate structure, de- fined as business process hypergraph, is
derived from the goal-model by auto- matically matching sub-pro-
cesses with goals that they can achieve. Additionally some quality
of service attributes can be defined for each sub-process, along
with a trust level value which indicates its degree of satisfaction.
Next a hierarchy of business processes is extracted where the
sub-processes are grouped, ordered and connected with delegation
and trust relationships. Finally, using constraint pro- gramming
approaches, each node of the hierarchical business process hyper-
graph is matched with a service with SLAs that satisfy the organ-
isational needs earlier expressed as quality of service attributes.

Another work focusing on the aspect of security during the design
of business processes is presented at [56]. The SecCo (Security
via Commitments) framework is introduced for the elicitation of
security requirements through the modelling and analysis of ob-
jectives, roles and social interactions of actors from an organiza-

tional perspective. The cornerstone of SecCo is the concept of
social commitments betweenactors, based on which is theidenti-
ficationandexpression of thesecurity needs to be incorporated in
theorganisation’s businessprocesses. These security needs are ex-
tracted from an aggregation of goal-oriented models expressing
the business view of the organisation and are transformed into so-
cial commitments between actors “promising” to fulfil these needs
in the interactions they partici- pate. Finally these commitments
can be incorporated as textual annotations to high-level BPMN
conversation diagrams.

The work of extends the Formal Tropos requirements engineering
ap- proach to support security policies [57]. The policy-extended
Formal Tropos models consist of custom textual policies, manu-
ally introduced by system designers, ex- pressed in thegrammar
proposed by this work. Once thesum of policies has been created
a model transformation takes place, where through the use of the
Atlas Transformation Language (ATL) the business requirement
model is transformed into a business process specification ex-
pressed in Business Process Modelling On- tology (BPMO). The
BPMO instance produced by such transformation can be used as
input in graphical modelling environments to produce business
process design skeletons. In contrast with the rest of the works
discussed in this section, this approach does not use graphical goal
models as a starting point but in- steadtextually defines policies
which can be used to expresssecurity constraints. Therefore, the
main contribution of this work is the ability to produced rich re-
quirements specifications during the early design stages via the
policy-extended Formal Tropos notation and automatically trans-
form them into accurate and compliant business process designs.

MDA-based Model Transformations

Model-Driven Architecture (MDA) is based on the idea of using
models to per- form software development and “separating the
specification of the operation of a systemfrom the details of the
waythat system uses thecapabilities of its plat- form” [47]. The
separation of concerns, aroundwhichthe MDAapproach is built,
is supported by three distinct viewpoints from which the system
under develop- ment can be considered. At the highest level of
abstraction, the computationally independent model (CIM) of the
system is created to capture the domain and overall environment
within which the system will operate. It does not include details on
the specifics of the system’s structure but rather focuses on cap-
turing its requirements. At the next abstraction level, the platform
independent model (PIM) of thesystempresents a technology-neu-
tralviewpoint of the system’s con- figuration, in order to allow a
system representation that can be replicated in a number of differ-
ent technological platforms. Finally, the platform specific model
(PSM) represents the lowest level of abstraction by instantiating
the specifica- tions of a PIM to a particular type of technologi-
cal platform. For transitioning between the different model of the
same system model transformation techniques can be applied. The
interoperability and reusability of the created models are the main
advantages of this tiered approach to system modelling, introduced
by MDA.
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A method for transferring secure business process to cloud envi-
ronments is presented in [58]. More specifically this work focus-
es on partitioning acentralised business process to multiple cloud
providers assigning different parts of the pro- cess to a different
provider depending on its security constraints. To achieve that
each process activity is assigned with a “security level” depend-
ing on the security constraints imposed on it. Next, the activities
are assigned to the cloud provider which can better cover their
individual security needs. The separate sequences of activities that
are now partitioned between different cloud providers are then
synchronised in order to maintain the functionality and quality of
service of the original process. Finally, the optimised and decen-
tralised business process model is automatically transformed to
BPEL in order to facilitate its deployment.

The M-BPSec framework aims to create secure business process
spec- ifications by transforming computationally independent
models (CIMs) to plat- form independent models (PIMs) by the
application of predefined transformation rules [59, 60]. At the CIM
level, businessanalysts can expresstheir security requirements at
a high level of abstraction, on thebusinessprocessmodelvia a se-
ries of padlock symbols. The secure business process can either
be modelled using UML activity diagrams (UML-AD) or BPMN.
In the latter case a horizontal transformation can be applied to
transition from a BPMN to a UML-AD secure business process
diagram, the rules of which are specified in QVT, as presented
in [61]. The verti- cal transition from a CIM secure business pro-
cess (SBP) model to PIMs of UML class and use case diagrams
is once again performed using transformation rules, expressed in
QVT [62]. Such diagrams can capture security related informa-
tion which is abstractly defined during the process specification
and provide a higher level of detail which can assist the process
implementation. Automated support for the modelling and trans-
formations between the different components of the framework is
provided by the BPSec-Tool. In the same context of model trans-
formation, the SECTET framework is developed for the imple-
mentation of security in business process [63]. The first step in the
framework is the creation of a platform independent model (PIM)
using a UML profile, called SECTET UML, to capture the ini-
tial business requirements. SECTET-PL, a domain-specific pred-
icative language, is also introduced for the definition of security
policies and is integrated with the UML modelling compo- nent
of the framework. For the transition to a platform specific model
(PSM) a series of transformation rules are defined in QVT. Using
these rules XACML security policies can be generated from the
requirements model.

The work presented in aims to produce security service configura-
tions beginning from graphical process models [64]. At the CIM
level a business process is modelled in BPMN and annotated with
a security-oriented notation, introduced in [65]. Security policy
configurations are extracted from the security annotated process
model at the PIM level, after the process model has been verified
by a model checker. Finally, a platform specific model (PSM) can
be produced by transforming the security policy specifications to

specific service configurations using XACML or WS-Security.
Thus, this security-oriented framework can pro- duce service-ori-
ented target architectures by a series of transformations which be-
gin from a BPMN process model.

In an integrated approach for creating secure service compositions
by modelling and enforcing secure workflows is introduced [66].
At the CIM level a generic metamodel for secureobject flows is
introduced, including concepts that can be integrated to common-
modelling languages to extendtheir capabilitiesfor describing se-
curity-related aspects. At the PIM level such concepts areapplied
to UML activity diagrams to allow the modelling of secure work-
flows. Finally at the PSM level the secure workflows earlier intro-
duced are transformed into service specifications supporting vari-
ous standards such as WS-BPEL, WSDL and WS-SecurityPolicy.

The work of introduces BPA-Sec4Cloud, an approach for auto-
mating service-based security-aware business processes in cloud
environments [67]. During the design stage, an abstract business
process model is constructed and annotated with high-level secu-
rity requirements. This models is then further analysed to specify
which of its activities are automated or manual and what data types
need to be used to represent the information exchanges included
in the process. Finally, the initial security requirements are fur-
ther analysed by security experts to providefurtherdetailsregarding
to their level of criticality(i.e., Low, Medium, High) and potential
countermeasures that can be used to satisfy them. Next, complet-
ed, the activities of the process model are matched to web services
which can be used to implement them, thus creating an “enriched-
business process”. The next phase of the approach translates this
enriched business process, first to a platform independent (PIM)
and subsequently to a platform specific (PSM) model. Finally, the
PSM model is used as input for executable business process source
code generation. The various steps of the approach are supported
by the BPA-Sec4Cloud Tooling.

Security-Annotated Business Process Models

During the design stage of the business process management
lifecycle, the pro- cesses that an organisation utilises in order to
achieve its goals are modelled. A number of techniques exist for the
purposes of business process modelling, with graphical standards
being the most intuitive and comprehensible amongst them. Us-
inggraphicalstandards, processdesignersareable to visualizethese-
quenceof activities, which can range from sub-processes to simple
tasks, the flow of infor- mation within the organisational structure,
as well as events and decision points which may trigger discrete
or concurrent sub-activites [68]. In the rest of this section we will
first give an overview of the most widely used graphical process
modelling standards followed by some of their security-oriented
extensions for the annotation of business process models.

Graphical Process Modelling Standards
UML Activity Diagrams (UML AD) can be used to describe the
behaviour of business processes during process modelling [69].
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The UML framework, from which this standard sources, adopts
the object-oriented approach to modelling and is characterized by
intuitiveness and flexibility which has made it a popular choice in
the overall area of system analysis and design. UML AD includes a
widerange of standard UMLconceptsused to modelthebasicwork-
flowelements such as actors, activities which can be further de-
composed to sub-activities and modelled as states and message
exchanges modelled as signals.

Despite their intuitiveness and ease-of-use, UML ADs offer lim-
itedcapabilities for modelling organisational and resource related
aspects of business processes, thus limiting the expressive ability
of the produced designs regarding their in- teractions with their
contextual environment. As a result they produce single- perspec-
tive models, unable to capture the multiple levels of abstraction
necessary for illustrating and understanding modern business pro-
cesses [15]. Event-Driven Process Chains (EPC) is another graph-
ical standard for busi- ness process modelling characterised by
intuitive and easily-comprehensible con- cepts and notation. EPC
uses the concept of function to describe the activities of a business
process, events to describe the conditions necessary for the tran-
sition from one activity to the next and logical connectors (i.e.,
AND, OR, XOR) to connect events and activities when necessary
[70]. EPCs have a number of appli- cations in industrial software
platforms (e.g., SAP R/3), thus gaining popularity as a language
for expressing business processes in practice [69].

Nevertheless and despite the popularity of this approach, issues
with the def- inition of its syntax and semantics have been iden-
tified. As mentioned in, there is ambiguity in the definition of the
language’s concepts as well as an in- ability to check the com-
pleteness of the produced models, sourcing from the lack of stan-
dardization [70]. All these factors heavily affect the quality of the
produced process designs as well as their transferability between
different process modelling and execution platforms. Business
Process Modelling and Notation (BPMN) is currently considered
the “de-facto standard” graphical modelling language for business
processes [3, 71, 72]. Its latest version was introduced in 2011 by
the Object Management Group (OMG) and contains a widerange
of semantics, whichallowtheexpression of a series of relevant con-
cepts (i.e., activities, events, complex workflows, conditional gate-
ways etc.) in a well-defined and precise manner [7]. It supports
different levels of abstraction of process designs, ranging from
private, internal business process models to collaborative con-
versation diagrams involving multiple organisations [69]. These
characteristics allow BPMN process models to be easily mapped
to execution code while also provide them with the necessary flex-
ibility to support the analysis of business processes from multiple
perspectives with varying levels of granularity [15].

Since BPMN was conceived and developed as a process-centric
language, it has a clear advantage compared to object-orient-
ed approaches (e.g., UML AD) when it comes to its adoption by
business analysts. Moreover, BPMN has been proven superior to
other graphical standards (e.g., EPC), when their ability to express

real-life concepts was compared in [68]. Additionally it also pro-
vides the most complete approach towards expressing organisa-
tional structures and boundaries by utilising the intuitive pool and
lane concepts [15]. Finally, BPMN has in place “extension defini-
tion” mechanisms that allow the introduction of new attributes to
its meta-model in order to facilitate the definition of domain-spe-
cific extensions [73]. This feature, not found in any of the other
modelling languages of the area, ensures the integrity of its core
elements and its semantic robustness even when constructs are ex-
tended to support new domains of interest.

Security-Related Extensions of Graphical Process Mod-
elling Standards

In [74] the authors propose some extensions to the BPMN standard
by expand- ing some of its existing elements (i.e., artefacts, data
objects, groups and text annotations) in order to express security
requirements such as integrity, privacy, non-repudiation and access
control. These requirements are visually represented at business-
processdiagramswithpadlocksymbolsassigned on BPMNelements,
each of which containing a capital letter to differentiate between
different types of requirements. Similarly, the work of extends the
BPMN notation by in- troducing security-related notation to ex-
press security requirements on process models. A “security pro-
file” is also introduced to express the attributes and con- straints
of eachtype of securityrequirement, analogous to theprofilesintro-
duced by UML [75].

The Sec-MoSC framework is another security-oriented BPMN
extension in- troduced in [76]. Sec-MoSC aims to integrate se-
curity requirements with BPMN process models by introducing
the concepts of NF-Attribute, NF-Statement and NF-Action. The
NF-Attribute expresses the security requirements of a spe- cific
process fragment, the NF-Statement quantifies that requirement
(e.g., High, Medium, Low) while the NF-Action models mecha-
nisms that can be implemented to satisfy such requirements. Af-
ter the security annotated model is refined it can be automatically
translated to BPEL execution code with security configurations
sourcing from the parameters set at the process model level. The
same authors have created the Sec-MoSC Tooling [77]. A set of
tools that offers support and automation during the implementation
of the Sec-MoSC framework.

In an extension to BPMN is proposed that allows the modelling
of non- functionalrequirements(NFRs) such as security, perfor-
manceandquality of ser- vice [78]. In order to achieve that, the
concepts of operating conditions andcontrol cases are introduced
as extensions to the existing BPMN notation. The operat- ing con-
dition is used for the modelling of constraints limiting a specific
activity of the process while the control case captures business
controls that should be put in place to mitigate the risk imposed
on an activity by an operating condi- tion. This set of concepts can
be used to address both the rationale (“wh)”’) and the possible con-
figurations (“what”) aiming to address non-functional concerns of
business process models, including but not limited to security.
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In an approach for the specification and expression of “security
goals” in business processes is introduced [79]. Initially, the se-
curity goals of authorisation, authentication, integrity and confi-
dentiality are expressed as constraints through security constraint
models. Such models relate security goals to organisational en-
tities, creating rules that restrict particular associations between
these entities. These abstract security goal specifications are then
introduced into the business process layer of the organisation’s en-
terprise model, thus defining security in a high level of abstraction,
communicable to non-technical stakeholders via anno- tations to
BPMN process models. As these generic security related annota-
tions at activities and message flows of the process diagrams do
not affect the control- and data-flow characteristics of the models,
they can be applied to other process modelling notations other than
BPMN.

A language for textual security annotations of BPMN process
models is in- troduced in [80]. Supported by a semantic annotator
tool. Security constraints for business processes are represented
using an ontology and a knowledge base holdspreviously defined-
correct annotations so guidance andsuggestions can be provided to
the modeller during the annotation of a process model.

The work presented in introduces BPMN-sec, a BPMN extension
focusing on the security aspect of business processes outsourced to
the cloud [81]. In BPMN- sec two main types of stakeholders are
involved, namely a user-side and a cloud- side, each controlling
different parts of the process. Initially the whole business process
is modelled and developed at the user-side. With the application
of an optimization algorithm, parts of it are later selected for mi-
gration at the cloud- side. In order to elaborate on the security of
these sub-processes deployed at the cloud, BPMN-sec extends the
meta-model of BPMN with security-related concepts defined as
UML profiles. These profiles can represent several security re-
quirements, such as privacy, availability, access control, non-re-
pudiation and integrity, and can be associated with certain BPMN
elements, such as pools, lanes, activities, data, and message flows.

The work of introduces the foundation for an information security
and as- surance extension of BPMN by proposing concept align-
ments between the domain of security and process modelling [82].
Building upon this foundation, introduces SecureBPMN, a mod-
el-based approach for designing business process driven sys- tems
[83]. The focus of SecureBPMN is on the expression of security
requirements concerning “binding of duty” and “need-to-know”.
These requirements areex- pressed by meta-model extensions of
BPMN that allow the specification of role- based access control,
separation and binding of duty constraints and need-to-know prin-
ciples in business process diagrams, through diagrammatic rep-
resentations. Specialisedtoolplatformsarealsoextended, as part of
thiswork, toaccommodate the newly introduced expansion.

A similar attempt is described in where SecBPMN2 is intro- duced
as a BPMN security-oriented extension with additional annotation
for the representation of security related concepts at business pro-

cess models [72, 84, 85]. Via a series of newly introduced security
annotations, a number of aspects (e.g., ac- countability, authen-
ticity, confidentiality, integrity, privacy, non-repudiation) can be
represented and linked to existing BPMN elements. In addition to
the annota- tions, the BPMN-Q query language is also extended
to support the modelling of security policies. The security policies
expressed through this extension, named SecBPMN2-Q, along
with the security-annotated process model, can then be used as
the input of an automated algorithm that verifies the existence of
paths within the designed process that satisfy these policies. Thus,
this work contributes to the development of secure and expressive
process models with verification capa- bilities.

The work introduced in extends UML use-case diagrams to ex-
press security requirements [86-88]. Security is expressed via tex-
tual annotations structured in a formal language (FML) in order
to create secure system specifications. Fi- nally, elaboration is
provided on how such secure designs can be transformed to ma-
chine-readable code.

UML Activity Diagrams (ADs) have been the focal point of a
number of security-related UML extensions. In UML ADs are
utilised to capture mis- use cases [89]. In such mal-activity dia-
grams malicious actors and their actionsare modelled along with
the process they negatively impact. New UML stereotypes and
notation are introduced in as part of a security-oriented domain
specific language [90, 91]. Activities in UML ADs can be linked
with security require- ments expressed by such stereotypes to cap-
ture security-related aspects of the process design. The work of
Rodriguez et al. introduces new notation in the form of padlock
symbols to express security requirements in UML Ads [92-95]. In
addition to that, the UML metamodel is extended with security re-
lated datatypes and new stereotypes are defined. This domain spe-
cific extension of UML is used as an integral part of the M-BPSec
framework, as previously discussed.

In Event-Driven Process Chains (EPCs) are used as the basis for
a security-oriented modelling extension [96]. This work intro-
duces a set of security symbolsused to express security require-
ments which areintroduced to EPC pro- cess models in order to
secure data items and activities. The created security- annotated
process model can then be automatically transformed into a se-
ries of appropriate web services which can be used to realise its
implementation. Petri- Nets are also extended to support securi-
ty aspects in [97]. This work introduces IF-Net, a meta-modelfor
theformalspecification of business processeswhich al- lows the
consideration of security-related aspects in control and data flows.
The basic concept of IF-Net is the classification of system objects
via labelling, in levels of incremental security with subjects only
allowed to access specific levels according to their security clear-
ance.

Risk Management at Business Process Models
A survey of works related to risk in the context of business pro-
cess security is presented in [98]. As a result of the synthesis of
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the identified literature a roadmap for risk-aware business process
management is created. According to this, new approaches in this
area should produce models that combine business process and
security concepts and can capture detection, recovery and count-
er- measures. They should also be able to integrate security and
economic aspects during risk management while also be able to
simulate the produced process designs in order to verify their com-
pleteness.

Focusing on the area of risk management of business processes
the works in introduce the ATANA framework. This multi-step
approach aims to assess the risks of business processes and in-
troduce the appropriate safeguards for their mitigation [99, 100].
During the first step the business processes are modelled and their
potential threats and vulnerabilities are identified by analysts using
a number of available techniques (e.g., misuse cases). The deliv-
erables of the first step are used as input for the workshop-based
risk assessment which is performed during the next step. The main
objective of that step is the composition of risks as asset/threat/
vulnerability tuples, thedefinition of cost/benefitcategories and
the assignment of values to the identified risks and safeguards. To
achieve this objective stakeholders from different domains of the
organisation participate in workshop sessions performing risk as-
sessment. Finally, the most efficient and effective safeguards are
selected in order to be implemented, a decision which is based on
the output of the workshop-based risk assessment.

The works in introduce OPBUS, a risk-aware business process
modelling framework [101, 102]. The architecture of OPBUS is
layered with the first layer revolving around process modelling,
using BPMN with textual annotations cap- turing riskinforma-
tion. The same authors propose in security patterntem- plates to
facilitate the selection of risk treatment solutions which can be
utilised at the modelling layer [103]. The application layer maps
the risk-related information of the modelling layer to a constraint
model. This constraint model is used as an input for the fault tol-
erance layer where constraint programming techniques are used
for the retrieval of an optimal solution. The automation of secu-
rity configuration selection is further elaborated by the authors in
[104]. Finally at the service layer the optimal security configura-
tion is implemented as a series of services.

In a methodology for the analysis and evaluation of threat impact
is pre- sented [105]. This methodology aims to produce a set of
security requirements based on the identified threats, which will
guarantee a systems security level. In order to achievethatthe-
methodologybegins by capturingthebusiness processesusing UML
ADs. Next the process models are extended with the addition of
potential threats, as threatening actions interjected into the normal
activity flow. Next the produced model is translatedinto asset-flows
in theform of executablespecifica- tion written in the NuSMV in-
put language. The desired security properties of the system are also
encoded using formal languages understood by model checkers
(e.g., Linear Temporal Logic (LTL) or Computational Tree Logic
(CTL)). Finally, both the asset-flow and the encoded security goals

are automatically analysed by a model checker which is able to
identify potential violations of the defined se- curity properties.
Such violations are expressed as counterexamples which are po-
tential process sequences that can compromise the security of as-
sets. Such counterexamples can, thus, be used as the input for a
new iteration of the risk management process.

The focus of is on the alignment and integration of risk man-
agement (RM) elements in businessprocessmodelling, in order to
facilitate decision mak- ing based on the risk assessment of the
cloud-based process under development [106]. The main stake-
holders required for this are the cloud consumer, the cloud provid-
er and the cloud broker, the latter being an emerging role acting
as an intermediary between the other two. According to this work
the cloud broker matches the con- sumer’s process to the cloud
provider better equipped to fulfil its security needs, in order for
a risk-aware business process to be constructed and securely de-
ployed to the cloud. Once a suitable cloud provider is selected and
final adjustments are made to the process and the infrastructure
supporting it, the identified risks of the process are evaluated for
their effective treatment. If the risks are treated at a level deemed
satisfactory by the cloud consumer (“risk acceptance”) then the
business process is ready to be deployed to the cloud.

In an extension to BPMN is introduced aimed at risk handling.
This work aims to improve the specification of risks at BPMN pro-
cesses which by then was performed through textual annotations
(e.g., “error events”), therefore lacking in clarity and precision
[107]. In order to improve this aspect, they introduce a new mod-
elling element called “Risk Factor” which categorises identified
risks in terms of risk type and quantifies their likelihood and im-
pact in a five point scale. Each risk type is also represented at the
process model via distinct notation. Additionally, the concept of
“Risk Handler” is introduced, representing a risk mitigation meth-
od for handling the identified risks of a business process (i.c., re-
duce, retain, avoid, transfer, exploit or ignore risk).

Another attempt in the area of risk management in the context of
business process modelling is presented in [108]. As the authors
claim, this work does not attempt to introduce yetanother exten-
sion, but rather semantically align the well-established, security
related concepts of the ISSRM (Information Systems Security
Risk Management) domain model with the already existing no-
tation of the latest version of BPMN (v2.0). This alignment at-
tempt aims to explore how security concerns can be annotated, and
security requirements defined by business activities modelled by
BPMN, and how can BPMN, through the illustration of potential
risks, facilitate the reasoning about the defined security require-
ments. A mapping between ISSRM concepts (e.g., asset, threat,
risk, impact) and the BPMNconstructs used to expressthem, is
attemptedthrough a running example of a business process mod-
elled in BPMN, where a number of potential security risks (e.g.,
confidentiality, integrity etc.) have been identified and appropriate
countermeasures have been added. The potential risks and the ap-
propriate security requirements are identified at the process level
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by matching process fragments with security-risk patterns used
to capture common security requirements (e.g., confidentiality,
integrity, availability). Such patterns have been defined and clas-
sified in [109]. In the same authors introduce SREBP, a holistic
method to manage security risks in business process models by
combining the ISSRM and BPMN concept alignments, the defined
security-risk patterns and the pro- cess model security annotation
approach [110]. In SREBP is enriched with the application of the
enterprise model frame, which is based on the ArchiMate mod-
eling language in order to directly relate enterprise architecture
elements to specific BPMN elements [111, 112].

A similar attempt is presented in where the authors explore how
threats can be described in business process models by using the
capabilities offered by the latest version of BPMN (V2.0) [113].
The need for such research was motivated by the fact that the new
capabilities offered by the latest version of BPMN have not re-
ceived much attention concerning possible security or risk related
extensions.

According to this work threats can be modelled by special types
of events which mayresultinadeviationfromthestandardflow of
thebusinessprocess. Errorand escalation types of events, already
existing constructs of BPMN, can be used for such purposes in
collaboration diagrams. For higher abstraction types of BPMN di-
agrams (i.e, conversation and choreography diagrams) it is more
practical to represent threats in the form of textual annotations.
As observed by this work, BPMN already has a wide range of
constructs, so no extension is necessary for the representation of
threats. Nevertheless, the expression of threats via events in col-
laboration diagrams can increasetheir complexity thereby decreas-
ing their degree of comprehension. Additionally, this approach
for threat representation, focuses only on the potential effects of
threats at the workflow level of the process and does not deal with
the calculation of their impact or possibility, which is left to tradi-
tional risk assessment frameworks.

Finally, the work of presents a technique to model threat patterns
which can be used for threat identification in business process
models [114]. The technique is based on the transformation of nor-
mal scenarios, captured by UML sequence diagrams, to negative
scenarios where a threat can be realised by a mis-actor using a
threat pattern rule. These patterns are captured by the creation of
UML threat profiles based on information collected by different
international standards (e.g., Common Criteria).

Evaluation

An important aspect of the analysis, supported by the works iden-
tified through this literature review, is the extent of the coverage
they provide. The cover- age of the supported analysis can be eval-
uated in two ways, namely coverage of security- and risk-related
aspects and coverage of different abstraction levels (organisation-
al, operational and implementation level).

The first analysis criterion is the coverage provided for security-

and risk- related aspects, in more detail:

*  The security analysis aspect, coverstheelicitation of security
requirements (e.g., confidentiality, integrity, availability) at
theorganisational level, security policies or security-annota-
tedactivities at theprocess level andsecurity relatedservices at
thelevel of theimplementation. Privacy concerns are also in-
cluded in this category as they are often grouped together with
security related aspects in literature.

» the risk analysis aspect is concerned with the identification
of threats and the analysis of risks introduced by them at the
organisational and operational levels, as well as risk mitigat-
ing solutions at the implementation level. Concerning the dif-
ferent levels of abstraction where analysis is supported, we
differentiate between:

»  the organisational level, where concepts such as goals, actors
and resources can be captured using goals models,

»  the operational level, where sequences of activities performed
by different actors can be captured by means of business pro-
cess modelling,

» the implementation level, where the components of process
models are matched or assigned to services or other execution
level artefacts (e.g., code).

All works identified through this literature review have been cat-
egorised ac- cording to the above criteria as presented in Fig. 2.1.
Each circle represents an abstraction level and so works placed
within the intersection of two or more cir- cles provide support at
multiple abstraction levels. Moreover, works appearing in black
lettering support security-relatedanalysis, underlined works sup-
portrisk- based analysis, and works appearing in blue and under-
lined lettering support both aspects of analysis.
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Figure 2.1: Security- and risk-related analysis support by level of
abstraction
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It is apparent from Fig. 2.1 That only a small number of the iden-
tified ap- proaches are able to support system analysis throughout
all the dif- ferent levels of abstraction [51,54]. The majority of
the identified works focus on the operational level as theysolelyof-
fersupportforanalysis of businessprocessmod- els. Another useful
insight from the taxonomy presented at Fig. 2.1 is that the transi-
tionfromorganisational level models (e.g., goalmodels, UMLdia-
grams) to the operational level (i.e., business process models) is
much less represented in the literature of the area when compared
to the transition from process models to implementation level arte-
facts (e.g., service compositions).

Regarding thecoverage of thedifferent concernsgroupedunder the
umbrella of information security, Fig. 2.1 reveals that only a small
amount of identified works are able to holistically consider all dif-
ferent aspects of analysis (i.e., security and, risk) [78, 101-104,
115]. Instead most approaches specialise in one type of analysis,
with security analysis being the most represented in the identified
work.

Table 2.2 summarises the type of analysis provided by the identi-
fied ap- proaches which offer organisational level modelling capa-
bilities. Since the or- ganisational level capturesthe highest level of
abstraction, the works listed in the table provide a goal modelling
component used to elicit security requirements. Forthe require-
ments elicitation process, concepts such as goals, constraints and
policies can be used to identify high level security requirements
which can later be incorporatedintotheproducedprocessmodels at
theoperational level. While the elicitation of security requirements
is the main purpose of the approaches listed at Tab. 2.2, literature
suggests that it is also highly important and benefi- cial for them
to be able to also incorporate concepts able to capture risk related
aspects and mechanisms or countermeasures which deal with the
identified se- curity requirements [116]. Therefore, we have in-
cluded “Threat Modelling” and “Countermeasure Elicitation” as
criteria in our evaluation of works with an or- ganisational model-
ling component, as presented in Tab. 2.2.

Table 2.2: Requirements analysis support of organisational level approaches

Requirement Elicitation | Threat Modelling | Countermeasure Elicitation
[51] v
[52], [53] v v
[54] v
[55] v
[56] v
[57] v

Furthermore, Tab. 2.2 indicatesthatnone of theidentifiedapproach-
es is flexible enough at theorganisational level to provide cover-
agefor thecombination of threat modelling and counter measure
elicitation. More importantly the support for modelling risk related
aspects is absent from all the identified approaches while the elic-
itation of counter measures is only included as part of the PriS
framework which specialises in the aspect of privacyandoffers a
series of suggested privacy enhancing technologies matched to
specific types of privacy requirements [52, 53]. To evaluate the
operational level modelling support of the identified ap- proaches,
an overview of which is provided in Tab. 2.3, a number of criteria
have been introduced. The mapping of process activities to ele-
ments of the organisational level requirements model (i.e., goals)
is considered a valuable practice as it augments the traceability
of changes between system models of different abstraction levels
[57]. Additionally, since process models are not equipped to ade-
quately capture the rationale behind design choices, mapping their
compo- nents to requirement models helps provide justification.
As a result, the ability to map process elements to organisational
level artefacts is on of the criteriaused for the evaluation of the
approaches included in Tab. 2.3.

Another important criterion is the introduction of new sets of no-
tation at the processmodel level in order to visually communicate
security and/or riskrelated concepts. Modelling such concepts into

business process models in the form of notation facilitates model
comprehension by stakeholders of different domains and fosters
collaboration [3]. Additionally, it is also beneficial that new sets of
notation are expressive enough sothey can fully capture all thedif-
ferent aspects of analysis (i.e., security- and risk-concepts). Oth-
erwise, more than one approaches, complementary to each other,
may need to be applied at the same process model, thus introduc-
ing considerable overhead and complexity.

As illustrated in Tab.2.3, none of theidentifiedprocess modelling
approaches satisfies all the criteria previously discussed. In terms
of trace ability between requirements and business process mod-
els, frameworks with an organisational modelling component
(see Tab. 2.2) can provide concept mappings between goals and
process level activities. On the other hand, most of the identified
works do not perform requirements elicitation at theorganisational
level andthereforeare limited to simple security and risk-related
annotation of process models.

Regarding the process annotation capabilities of theapproaches
identified in this review, only the works of and introduce annota-
tions capa- ble of capturing both security and risk related concerns
[78, 108-112]. The vast majority of the identified works focus
mainly on securityrelatedannotation, eitherintroduc- ing new sym-
bols to mark security constrained process activities (e.g., padlock
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symbols) or use textual annotations to denote security concerns. A
smaller set of works introduce similar types of annotations but fo-
cused specifically on risk modelling. Therefore, a number of spe-

cialised approaches exist which support the analysis of individual
aspects of security and risk but only a small number of works is
able to cover both aspects.

Table 2.3: Process security modelling support of identified approaches

Mapping to Org. Goals

Security/Privacy Annotation

Threat/Risk Annotation
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Since our analysis focuses on model-driven approaches in thecon-
text of busi- ness process security, an important factor that needs to
be considered is the representational support provided by the iden-
tified works. The successfulrep- resentation of business processes
via business process models requires a set of explicit steps to be
followed for the creation of such models, notation capable of cap-
turing the main concepts necessary for their analysis (i.e., security
and risk) and a platform that supports all the above and facilitates
model development. By combining the guidance provided by rules
and the expressiveness provided by domain-specific notation, with
the ease-of-use offered by support tools (e.g., design platforms),
the design process can be streamlined and large parts of it can be
automated. The importance of an automated approach for the der-
ivation of business processes based on the overall business goals
of an organisation, has been identified as an important direction
for future research in the area of busi- ness process modelling, as
it enhances the usability and reduces the amount of effort required

[116]. Therefore, to evaluate the representational support of the
identified approaches, three evaluation criteria have been intro-
duced in Tab. 2.4 to represent the need for design steps, additional
notation and tool support.

Table 2.4 indicates that only a limited number of the identified
approaches satisfies all three aspects of representational support.
Most works introduce new concepts or notation to capture securi-
ty and risk-related aspects in process models but only a few also
develop modelling tools capable of supporting the creation of pro-
cess models with the newly introduced notation. The same can be
observed for theexistence of specific sets of rules or steps to sup-
portthecreation of process models, as the identified works usually
introduce sets of notation but, either do not specify specific steps
to be followed or leave the design process to the discretion of the
involved stakeholders.
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Table 2.4: Representational support of identified approaches

Design Steps/ Rules

Additional Concepts/ Notation

Tool Support
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Research Gaps and Challenges

From the evaluation of the works identified via the literature re-
view performed in this chapter the following research gaps and
challenges in the area of secure business process model design can
be identified:

* Need for holistic security analysis. Information security en-
compasses a multitude of aspects which can be categorised under
confidentiality, in- tegrity, availability, authenticity, accountability
and non-repudiation [117]. Nevertheless, there are other relevant
aspects related to information secu- rity that need to be reflected
at the process level such as authentication, authorisation as well as
privacy-related aspects [118]. Similarly, the inclu- sion of risk-re-
latedaspectsfurtherenhancestheanalysis of securebusiness process,

as they allow to capture potential threats, evaluate their impact and
propose mitigating configurations. Therefore, all aspects of secu-
rity and risk need to be taken into account in order to holistically
analyse secu- rity during thedesign of business processes. While-
ourreview of therelated literature identified a variety of attempts to
address individual aspects of security and risk, works that support
the holistic analysis of such areas are in short supply.

* Ch.2: Support for analysis at multiple levels of abstraction. As
previously discussed, different levels of abstraction are able to cap-
ture different aspects of security analysis. In order to understand
and represent user requirements in terms of enabling organisation-
al strategy to encompass business needs, we need to be able to de-
scribe the context of the system. The goalswhich an organisation
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aims to achieve by the execution of its business processes can pro-
vide highly relevant input during the systems designphase. Goal-
oriented requirements engineering (GORE) approaches use goals
to capture therationalebehinddesign-timedecisions at theorganisa-
tional level of ab- straction. Therefore, when paired with process
modelling approaches, they are a useful initial tool for the design
of the business processes [5]. Next, at the operational level of ab-
straction, business process models are capable of capturing a great
level of detail in regards to the flow of activities and information
and resource exchanges between the participating stakeholders. At
the operational level security implementing technologies, intro-
duced in response to security constraints identified at the higher
level of abstrac- tion via goal models, can now be mapped onto
specific process activities, thus facilitating the analysis of security
at the process level. Finally, at the lowest level of system analy-
sis abstraction, the implementation level, process activities can be
matched to specific IT systems and services which are capable of
implementing their functionality. Nevertheless, the identifi- cation
of processesandtheirmatching to services, whichshouldideallytake
place early during the system’s development, is a very important
and yet challenging and not well-understood activity [119]. There-
fore, this propa- gation of security analysis through the different
levels of abstraction, from high level organisational strategy to low
level services and security imple- menting technologies, allows for
a seamless transition from abstract security requirements to spe-
cificsecurity configurations. It is, consequently, a note- worthy
approach for the design of secure business process and as such it
should be further studied by researchers of the area.

e Ch.3: Ability to identify threats and elicit counter measures
during requirements analysis. For a more comprehensive analysis
of the different aspects of security at the organisational level it
is important that, besides the elicitation of security requirements,
threats are identified and counter measures are elicited. It is con-
sidered highly beneficial to incorporate such aspects of analysis
at the requirements level [116]. Since their earlyidentification and
inclusions at the analysis provides a more comprehensive view of
the systems security. Nevertheless, the evaluation of current ap-
proaches for the design of secure business process which include
a goal-oriented security re- quirements component as a starting
point, revealed very limited adoption of threat identification and
countermeasure elicitation. Thus, future attempts in this research
area should consider extending their analysis capabilities at the re-
quirements level to accommodate such aspects, as involving them
early during the analysis allows for a more accurate representation
of secu- rity for the system to-be.

* Ch.4: Decision support capabilities throughout the design pro-
cess. As al- ready discussed, the importance of connecting oper-
ational level elements with high-level goals bolsters the align-
ment between strategy and opera- tions. In the context of security,
linking specific process components with security constraints,
introduced at the organisational level, allows the pro- vision of
rationale for design choices at the business process modellevel.
Therefore, it is preferablefor approaches in the area of securebusi-
ness pro- cess modelling to not only provide the necessary notation
to annotate all aspects of security (requirements, threats, mecha-

nisms, countermeasures etc.), but also link the design choices to
specific goals to provide reasoning. Once security-constraint parts
of the process have been identified, annotated and mapped to spe-
cific organisational goals and/or security requirements, decisions
regarding the inclusion of security-implementing process activi-
ties need to be taken at the business process model. Therefore, de-
cision support should also be facilitated at the operational level of
analysis, allowing reasoning about security configurations based
on properties of the business process model (e.g., complexity of
the workflow, cost of implementation).

* Ch.5: Well-definedness and automation of design process. The
design of business process models can be a demanding and time
consuming endeav- our, especially as thescale of themodelledsys-
temsgrows. The considerable amount of effort required for such
a process can be significantly reduced if a wellefinedseries of
stepsand/orrulesguiding thedesign of securebusi- ness process
models exists. Another aspect which adds to the complexity of the
design process is the different security-oriented notations intro-
duced on top of the standards notation of graphical process model-
ling standards. Ad-hoc sets of notation with no explicit definitions
introduced by most of the current approaches to security-oriented
business process modelling, of- ten overwhelm the stakeholders
as they require effort and domain-specific knowledge to be fully
comprehended [3, 15]. Therefore, intuitive and ex- plicitly defined
security related notation can greatly improve the quality and read-
ability of the produced models and further reduce the effort re-
quired during the design stages. Finally, automated tool support for
the construction and analysis of business process models improves
the appli- cability of approaches for secure business process mod-
elling as it can easily facilitate the application of well defined
design steps, analysis rules and explicit notation [116]. Thus, the
focus of future attempts in the area of model-driven business pro-
cess modelling should be the creation of well- defined approach-
es, supported by software tools in order to improve the modelling
experience.

Therefore, the output of the research project presented in this
work is moti- vated by the research gaps and challenges identified
through the analysis of the literature of the area. The developed
framework for the design of secure business processes, presented
in Chapter 3, builds on existing approaches and modelling lan-
guages and introduces new components and artefacts in order to
address the identified challenges.

Chapter 3

Proposed Framework

The frameworkpresented inthiswork isdeveloped to assist in
thecreationsecure business process designs sourcing from high
level stakeholder requirements. More specifically, the final output
resulting from the application of this framework will be a busi-
ness process model which will contain both functional and secu-
rity implementing activities. Throughout the application of each
of the framework’s components, a variety of stakeholdersare to
be involved, eachproviding different types of input and executing
relevant modelling and analysis activities.
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During the initial stages of the framework application, the input
of high-level organisational stakeholders (e.g., upper management,
consultants) is required for the identification of the top-level strate-
gic goals the system under development should accomplish. Such
system objectives are captured via goal models, which constitute
the main initial artefact around which the analysis supported by
this framework is structured. In addition to theabovementioned-
stakeholders, infor- mation security analysts are also involved in
the initial stages of the framework’s application in order to identify
the system’s main security-related objectives us- ing goal-orient-
ed security requirements engineering. Through the propagation of
such analysis facilitated by security-oriented goal models, the se-
curity con- straints, threats and security implementing activities of
the system to-be are identified early during its development life-
cycle and connected to its strategic objectives, making security an
important cornerstone around which the business process support-
ing system to-be will be developed.

Next, the goal model, capturing participating actors, their goals,
tasks, re- sources and security concerns is utilised as a means of

automatically producing a business process skeleton via a set of
model transformation rules provided by the proposed framework.
Business process analysts and designers can utilise the automati-
cally generated business process skeleton and refine it into a com-
plete and secure business process model. During this step some
final design choices are made by business process designers in
collaborations with security engineers re- garding theoperational-
isation of thesystems security, guided by theframework’s compre-
hensive decision support component. The created business process
model can also be verified by the same stakeholders, in regards
to the satisfaction of the initially identified security requirements,
using the framework’s verification component.

According to ourfindingsfromtheliteraturereview, presented in
Section 2.4, a number of research challenges have been identi-
fied in the area of secure business process design. The developed
framework aims to work towards tackling the identified research
challenges by contributions presented in Tab. 3.

Table 3.1: Framework contributions mapped to identified research challenges

Framework Contributions Research challenge
(1) Support for the elicitation and operationalition of all aspects of security requirements. [CH.1, Ch.3] [CH.2]
(i1) Alignment between high-level goals and process-level configurations. [Ch2, Ch.5]

(iii) Seamless transition between different abstraction- level models via explicit mappings and model trans- | [Ch.3, Ch.4]
formation rules.

(iv) Support for stakeholder input during decision making both at the organisational and operational level. [Ch.4, Ch.5]

(v) An adaptable approach to process model instanti- ation, where a number of similar but slightly different | [Ch.5]

process designs can be derived from the same reference model, according to the specific situational needs of

each implementation.

(vi) A set of preconfigured security-implementing process fragments that guide the operationalisation of [Ch.5]

security at the businessprocess level in a structured manner.

(vii) Business process security verification capabilities via a structured, attribute-based approach, to identify

potential security shortcomings of the produced business process model.

(viii) Software tool support to assist and automate the application of the framework’s components. [Ch.5]

The above contributions highlight the information security ori-
entation of the framework that will be presented in this chapter.
Nevertheless, there are ad- jacent concepts that are often consid-
ered along with information security, such as privacy and trust.
The modularity provided by the components of the pro- posed
framework could allow the consideration of privacy and trust. To
achieve that, the components could be extended to include con-
cepts that could allow the elaboration of such aspects without
significantly altering the overall func- tionality of the rest of the
framework. Nonetheless, potential conflicts between security and
privacy or trust would also need to be identified, analysed and re-
solved. Since that would significantly increase the scope of this
work and add considerable overhead to the framework’s appli-
cation it has not been considered in the context of this project.
Therefore, information security shall be the central concern of the
proposed framework but the potential for its further extension to
cover security-adjacent aspects is recognised and its implications
to the quality and completeness of the framework’s outcome are
discussed in the Conclusion chapter (see Chapter 5).

The rest of this chapter focuses on presenting the different build-
ing blocks of the proposed framework. First a general overview
of the framework’s components and activities will be presented in
Section 3.1. Next each component will be individually introduced
and discussed. A running example will also be used throughout the
presentation of each component to provide a proof-of-concept of
the application of the proposed framework to a real life system.

Framework Overview

The mainbuildingblocks of eachcomponentanditsinterconnection-
withtherest of the proposed framework are presented in Fig. 3.1.
The blue nodesrepresent the main modelling artefacts produced
throughout the frameworks application. The grey nodes represent
the building blocks utilised by each component to sup- port the
creation of each modelling artefact. Furthermore, a high level
overview of the sequence of activities performed by each compo-
nent during the frame- work’s application, is presented in Fig. 3.2.
A more detailed breakdown of each component’s activities, inputs
and outputs will be individually presented at each component’s
corresponding section within this chapter.
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Figure 3.1: Components of proposed framework
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The Goal Modelling component is concerned with capturing the
organisational structure, strategy, and security concerns at a high
level of abstraction via the use of goal models by high-level or-
ganisational stakeholders (e.g., management, consultants). At the
same time it provides input, in the form of non-functional system
characteristics and potential security implementing technologies
by secu- rity experts, to support the decision making during the
later stages of business process design.

The Decision Support component provides a structured approach
to system designers and security experts for deciding the security
composition of the system to-be. Through this component, securi-
ty, risk and non-functional aspects of the system can be quantita-
tivelydefinedandevaluated. Satisfiabilitysolversarethen utilised for
theidentification of systemcompositions, which best fit the identi-
fied parameters. Based ontheoutput of thiscomponent, thesecurity-
implementation of thesystem to-be can be identifiedand later be
operatlonallsed by theproduced business process model.

Goal Modelling component ”‘
I
|

[ Greate GoalModel ]
1 [ty ecurey of )
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Figure 3.2: Proposed framework overview

The Model Transformation component is utilised for translating
the organi- sational level concerns captured by the goal modelling
component, to the oper- ational level of abstraction. Therefore, this
component links goal and business process modelling concepts
and uses this mapping to extract transformation rules. These rules

are then used to produce the hybrid reference process model from
the goal model. The hybrid reference process model uses both goal
and business process modelling concepts to create a process skel-
eton that encompasses the information captured by the goal model
diagram.

The hybrid reference process model is, therefore, the main artefact
used by process designers for the definition of the framework’s
final deliverable, the secure business process model by the Busi-
ness Process Modelling component. This com- ponent contains
a library of process patterns, which are used tooperationalise the
different security-implementing mechanisms identified at the goal
modelling level and selected using the Decision Support compo-
nent. The business process modelskeleton, automatically created
and captured by the hybrid reference business process model, is
manually refined to a complete BPMN 2.0 collaboration diagram.

Finally, the Security Verification component evaluates the degree
of satisfac- tion of the system’s security requirements by thecreat-
ed business process model. To achieve that a number of relevant
security related attributes are introduced at the business process
level which can be evaluated by security checking algorithms to
identify potential violations of the system’s security constraints.

In addition to the contribution of each component to the overall
functionality of theframework, most of thecomponents can alsobe
usedindependently of each other to achieve smaller specifiable
goals. The publications produced during the development of the
framework, listed in Section 1.6, include cases of individual com-
ponent applications. More specifically, in the model transforma-
tion com- ponent is used a standalone artefact for transforming
Secure Tropos goal models to business process skeletons [8]. In
the business process modelling com- ponent is used as a structured
approach towards the security instantiation of business process
models using security patterns [40, 44]. In the decision support
component is introduced as a means of optimising the security
configuration selec- tion of information systems [43, 45]. In the
security verification component is utilised in order to verify the
security properties of existing business process models [41].

Furthermore, combinations of framework components have be
used in con- junction with other approaches to a variety of areas
of interest. For instance, parts of theframework havebeen used for
eliciting security requirements for legacy business processes [9].
The framework has also been utilised for the creation of business
processes for software product lines in, and the design of secure
cloud-based information systems in [37, 38].

Goal Modelling component

Secure Troposis a security-oriented extension of Tropos, a
goal-oriented requirements engineering method. The main mo-
tivation behind the creation of Secure Tropos was the lack of a
methodology to support the capturing, analysis and reasoning of
security requirements from the early stages of the development
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process. As such, Secure Tropos, combines concepts from require-
ments engineer- ing for representing general concepts and security
engineering for representing security-oriented concepts, which are
presented in detail in [6, 25, 35].

The creation of security-oriented goal models for the elicitation of
require- ments, threats andimplementation mechanismalternatives
for thesystem to-be is the starting point of the framework proposed
by this work. The ability of Secure Tropos to capture and analyse
such concepts in an explicit and struc- tured manner is the main
reason for its selection as the method of choice for performing the
organisational level modelling required by our framework. More-
specifically, the advantages of Secure Tropos, compared to other
security-oriented GORE approaches are:

«  Its ability to perform social analysis during the early require-
ments stage by capturing actors, their goals, resources and in-
terdependencies,

e The simultaneous consideration of security along with the
other require- ments of the system-to-be, via the provision of
a number of different mod- elling views, each capturing differ-
ent aspects of the system’s design (e.g., organisational view,
security requirements view, security attacks view).

*  The support for not only the requirements but also the design
stages of the development lifecycle, through the mapping of
abstract security constraints and threats to specific implemen-
tation mechanism alternatives.

Goal Modelling Concepts

The subset of Secure Tropos concepts, as introduced in , used for
the organi- sational level analysis included in our proposed frame-
work are listed below [35].

* A Goal represents a condition in the world that an actor would
like to achieve [120]. In other words, goals represent the strategic
interests of actors. In Tropos, the concept of a hard-goal (simply
goal hereafter) is differentiated from the concept of soft-goal. A
Soft Goal is used to capture non-functionalrequirements of thesys-
tem, andunlike a (hard) goal, it does nothaveclearcriteriafordecid-
ingwhether it issatisfied or notandtherefore it is subject to interpre-
tation [120] (e.g., the system should be scalable).

* An Actor represents an entity that has intentionality and strategic
goals within the multiagent system or within its organisational set-
ting [120]. An actor can be human, a system, or an organisation.

* A Resource presents a physical or informationalentitythatone of
theactors requires [25]. The main concern when dealing with re-
sources is whether the resource is available and who is responsible
for its delivery.

* A Plan represents, at an abstract level, a way of doing something
[25]. The fulfilment of a plan can be a means for satisfying a goal,
or for contributing towards the satisfying of a soft goal. In Tropos
different (alternative) plans, that actors might employ to achieve
their goals, are modelled. Therefore developers can reasonabout
thedifferent waysthatactors can achievetheir goals and decide the
best possible implementation.

* A Dependency between two actors represents that one actor de-
pends on the other to attain some goal, execute a task, or deliver
a resource [120]. The depending actor is called the depender and
the actor who is depended upon is called the dependee. The type
of the dependency describes the nature of an agreement (called
dependum) between dependee and depen- der. Goal dependen-
cies represent delegation of responsibility for fulfilling a goal.
Soft-goal dependencies are similar to goal dependencies, but their
fulfilment cannot be defined precisely whereas task dependencies
are used in situations where the dependee is required to perform
a given activity. Resource dependencies require the dependee to
provide a resource to the depender. By depending on the dependee
for the dependum, the depender is able to achieve goals that it is
otherwise unable to achieve on their own, or not as easily or not as
well [120]. On the other hand, the depender be- comes vulnerable,
since if the dependee fails to deliver the dependum, the depender
is affected in their aim to achieve their goals.

* A Security Constraint is the main concept introduced by Secure
Tropos. Se- curity Constraintsareused, inthe Secure Troposmeth-
odology, to represent security requirements [17]. A Security Con-
straint is a specialisation of the concept of constraint. In the con-
text of software engineering, a constraint is usually defined as a
restriction that can influence the analysis and design of a software-
system under development by restricting somealternative de- sign
solutions, by conflicting with some of the requirements of the sys-
tem, or by refining some of the system’s objectives. In other words,
constraints can represent a set of restrictions that do not permit
specific actions to be taken or prevent certain objectives from be-
ing achieved. Often constraints are integrated in the specification
of existing textual descriptions. However, this approach can often
lead to misunderstandings and an unclear defini- tion of a con-
straint and its role in the development process. Consequently, this
results in errors in the very early development stages that propa-
gate to the later stages of the development process causing many
problems when discovered, if they are discovered. Therefore, in
the Secure Tropos mod- elling language security constraints are
defined as a separate concept. To this end, the concept of security
constraint has been defined within the context of Secure Tropos as:
A security condition imposed to an actor that restricts achievement
of an actor’s goals, execution of plans or availability of resources.
Security constraints are outside the control of an actor. This means
that, in contrast to goals, security constraints are not conditions
that an actor wishes to introduce but rather is forced to adhere to.
Se- curity constraints can also be grouped according to the security
objective the achievement of which they contribute towards. Se-
curity objectives are broader descriptions of security principles or
rules such as confidentiality, integrity, availability, authentication
and authorisation.

* A Threat represents circumstances that have the potential to cause
loss; or a problem that can put in danger the security features of
the system [121]. Threats can be operationalised by differentat-
tackmethods, eachexploiting a number of system vulnerabilities.
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* Security Mechanisms represent standard security methods for
helping towards the satisfaction of the security objectives [17].
Some of thesemethods are able to prevent security attacks, where-
as others are able only to detect security breaches. It must be noted
that further analysis of some secu- rity mechanisms is required to
allow developers to identify possible security implementations at
a technical level.

One of the modelling views introduced by the Secure Tropos ap-
proach is the security requirements view, which provides a de-
tailed analysis of the organisa- tional view of the system under
design. This view depicts node-link diagrams enclosed in circu-
lar containers representing system actors, with different types of
nodes and connections to model both organisational and security
related ele- ments.

Another modelling view of Secure Tropos utilised by this frame-
work is the security attacks view, which provides further analy-
sis of the threats identified at the security requirements view. A
uniquesecurity attacks view is createdfor each of the identified
threats which further illustrates how an attacker can harm the sys-
tem at hand via the manifestation of the threat. More specifically,
a series of Attack Methods are identified for each threat, which
represent the ways an at- tacker can utilise to harm the system
(e.g., social engineering attack method for an information leak
threat). Each attack method is linked to one or more system Vul-
nerabilities, which capture weakness of the designed system that
each attack can exploit (e.g., unpatched equipment, insecure com-
munication protocols). The identified vulnerabilities are linked to
specific system components (i.e., goals, plans, resources) which
can be directly compromised by each vulnerability. Ad- ditionally,
each of the security mechanisms proposed at the security require-
ments view can be connected to a vulnerability to indicate whether
it can protect the system against it. The Secure Tropos framework
provides CASE tool support which accommodates both the cre-
ation of the described modelling views and the automated model
analysis which is able to identify potential constraints and vul-
nerabilities for which countermeasures, in the form of security
mechanisms, have not been identified. A legend of all the Secure
Tropos concepts described in this section is presented in Fig.3.3.
The relationships between the concepts included in the security
requirements and security attacks view are captured at the partial
Secure Tropos metamodel illustrated in Fig.3.4.

Resource

Attack
Method

Figure 3.3: Legend of Secure Tropos concepts

Figure 3.4: Partial metamodel of relevant Secure Tropos concepts

Goal Modelling Component Application

The sequence of activities performed as part of the Goal Modelling
component application along with relevant inputs and outputs are
summarised in Fig. 3.5.

OO HM-::::.“ H = }Q ...... .
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Figure 3.5: Activities for the application of the Goal Modelling
component an example of a security requirements view diagram is
presented in Fig. 3.6.

It illustrates the security requirements view diagram of an elec-
tronic prescription system, which will be used as a running exam-
ple throughout this chapter to illus- trate the application of the dif-
ferent components of our framework. The purpose of this system
is to facilitate the creation and archiving of electronic prescription
created by medical practitioners and used by patients to receive
medication. The entities interacting within that system, namely the
“E-prescription system”, the “Medical Practitioner” and the “Pa-
tient” are represented as actors, each of which has a set of goals
that they are aiming to achieve by interacting with each other
throughdependency relationships. Their goalsaredecomposed to
sub-goals and in some cases plans which represent simple activ-
ities each actor has to perform (e.g., “Store new prescriptions”).
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Figure 3.6: Security Requirements view model of e-Prescription
system

The Patient’s top-level goal is to “Receive Medication” and in or-
der to achieve that depends on the Medical Practitioner through the
goal “Diagnose Patient” and on the E-Prescription System for re-
ceiving the “Prescription” document. Similarly, the Medical Prac-
titionerdepends onthe E-Prescriptionsystemforcre- ating and stor-
ing prescription documents, modelled through goal “Create new
Prescription” and “Maintain Prescription Records” and resource
(“Treatment Plan’and “Patient Records’) anddependencies. Soft-
goals can also be identified to capture non-functional concerns for
the system under design, for instance the soft goal “Efficiency of
Prescription creation” aims to ensure that a new pre- scription doc-
ument can be created by the least amount of actions possible by a
medical practitioner. Next, once the main actors, goals, resources
and dependencies have been identified, the security requirements
of the modelled system are to be identi- fied. More specifically,
security concerns are created and connected to goals and plans in
order to restrict their functionality (e.g., “Only authorised practi-
tioners can create prescriptions” categorised as an Authentication
constraint). Threats are also identified and connected to entities
they can impact. For instance, the “User Impersonation” threat in
our model can impact the “Create Prescription Document” goal
performed by the E-Prescription system. To achieve the sys- tems
security objectives and mitigateidentified threats, a number of al-
ternatives of security implementing mechanisms are introduced.
For example the security Authentication-relatedconstraint de-
scribedabove, can be satisfied by theimple- mentation of either
“2-Factor Authentication”, “Smart Cards” or “Username and
Password”.

To further elaborate on the security aspects of the modelled system,

Secure Tropos supports the creation of a Security Attacks view for
each of the identi- fied system threats. In our example the Security
Attacks views for the “User Impersonation” and “Data Leakage”
threats are presented in Figs. 3.7, 3.8. In those models, for each
threat a number of Security Attacks are identified (e.g., “Phising”
and “Keylogging” for the User Impersonation threat) and connect-
ed to system vulnerabilitiesthey can exploit (e.g., “Compromised
User Account”). The previously identified security mechanisms
can then be connected to one or more vulnerabilities they can (ful-
ly or partially) protect against. Therefore, security andsystemana-
lystscanhave a better overview of potentially unprotectedsystem
vulnerabilities and reiterate their security analysis to propose bet-
ter alternatives in terms of security mechanisms.

£y
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Figure 3.8: Security Attacks view of the Data Leakage threat

The Secure Tropos models created by the Goal Modelling compo-
nent of the framework for the e-Prescription system will form the
basis for the analysis pro- vided by the Decision Support compo-
nent, presented in Section 3.3. The rela- tionships captured in those
models provide valuableinformation regarding both the structure
and the security coverage of the modelled system. The Decision
Support component quantifies those relationships and, through an
optimisation process, identifies the security mechanism combina-
tion best fitting the system’s functional and non-functional needs.

Decision Support component
Before the transformation of the Secure Tropos goal model of the
system to a BPMN business process model can take place, deci-
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sions have to be made regard- ing its security composition. More
specifically, a combination of security mecha- nisms has to be
selected from the different alternatives that havebeen previously
introduced. The Decision Support component is introduced in this
section, in order to support a structured and quantitative decision
making process regard- ing the selection of security mechanisms
best fitting the system’s functional and non-functional goals.

Using the Decision Support component, different combinations of
security mechanisms for each security-constraint goal, plan or re-
source can be selected according to the specific needs of the system
at hand. The selection criteria influ- encing thefinaldecision can be
defined by thesystemstakeholdersanddesigners and can capture a
variety of security (e.g., risk reduction, constraint coverage) and
non-functional aspects (e.g., cost, performance) of the system. To
capture such aspects, a number of additional attributes are intro-
duced to existing Secure Tropos concepts and constraint goal mod-
els (CGMs) are utilised to select the optimal configurations.

Risk-oriented Extension of Secure Tropos

Secure Tropos introduces a conceptual basis which facilitates se-
curity trade-off modelling and analysis [24]. An inherent limitation
of all Tropos based approaches is their lack of precise semantics
for the quantitative evaluation of system be- haviours, including
security and risk coverage [122]. Additionally, concepts nec- es-
sary for the risk analysis process (e.g., risk) are missing. Attempts
to align it with risk-related concepts have been developed [123],
but they lack the ability to quantitatively perform risk assessment
and support a fine-grained security trade- off analysis. To that end,
we extend Secure Tropos with a number of concepts and attributes,
as presented in Fig. 3.9 in bold lettering.

prTe— o |
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Figure 3.9: Metamodel of Risk-Oriented Secure Tropos Extension

Risk Related Attributes

The concept of Risk is introducedintotheexisting Secure Tropos-
metamodeland connected to the concept of Threat, since any threat
introduces a certain amount of risk throughits associated Vulner-
abilities. Each vulnerability represent a po- tential weakness that

can be exploited by a threat and compromise the system’s security.

The impact of each vulnerability is captured by the attribute /m-
pact which can be evaluated using a number of different tech-
niques. A commonapproach is estimating the impact of vulnerabil-
ities using CVSS (Common Vulnerabilities Scoring System) [124]
and/or historical data. A semi-quantitative scale is often used for
value assignment of a vulnerabilities impact using discrete values
(e.g., [10, 50,100] to represent low, medium, highimpact) [125].
However, in thiswork we estimate the impact of a vulnerability as
the relative impact with respect to that of all other vulnerabilities
of the system. In other words, the higher the value of the impact
the more important a vulnerability is. Therefore, to estimate the
impact of each vulnerability we apply Analytic Hierarchy process
(AHP), a common prioritisation approach in software engineering
[126-128]

The probability of a vulnerability being exploited for the manifes-
tation of a security attack is captured by the Likelihood attribute.
Similar to the estima- tion of a vulnerability’s impact, likelihood
in our work quantifies how much more probable is the exploita-
tion of a vulnerability by a certain threat compared to another one.
Therefore, likelihood represents a different prioritisation of vulner-
abilities with respect to their probability of being exploited and is
also estimated using AHP. In contrast to its impact value, which
is unique for its vulnerability, the likelihood value depends on the
combination of a threat-vulnerability pairing, as the same vulnera-
bility can be exploited by more than one threat but with a different
likelihood. The initial amount of risk introduced by a threat is an
aggregation of the risk introduced by each of the vulnerabilities
exploited by the threat and is captured by the Inherent Risk at-
tribute of the Risk concept. The amount of risk remaining after
risk treatment is applied is captured by the Residual Risk attri-
bute. Additionally, the attribute Residual Risk Threshold captures
the maximum accepted amount of residual risk for each threat by
the system stakeholders. The concept of the Security Mechanism,
which Secure Tropos uses to model technologies utilised to imple-
ment the system’s security objectives, is extended with a number
of attributes. These attributes will allow us to evaluate the con-
tribution of each security mechanism towards the achievement of
each of the system’s soft-goals (Soft Goal Contribution) and the
mitigation of each identified vulnerability (Vulnerabilityt Mitiga-
tion). Finally the Coverage attribute has been added to the Soft
Goal concept to capture the total coverage provided to each by the
selected sets of security mech- anisms.

Risk Calculation

The newly introduced concept of Risk and additional attributes
to the existing Secure Troposconcepts facilitate the definition of
functions which can be used to guide the risk-based adaptation
process. More specifically:

Definition 1 Let V, . . ., V, denote the vulnerabilities of the sys-
tem, and let L,IeR with 0 <L, [ < 1, denote the Likelihood ofV,.
being manifested and its
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Impact, respectively. Let V, € {0, 1} indicate the exploitation of
vulnerability V, by a threat V, = I, or not V, = 0.

The Inherent Risk, R, introduced by a threat is defined by:

|n_

Ry = (Li X I; x V).

i=1
Definition 2 Let m, € N be the number of security mechanisms
mitigating vul- nerability v, and let Mﬁ € R, with 0 < Mjl. <1, de-
note the Vulnerability Miti- gation of the j-th security mechanism
towards a vulnerability V. The Mitigated Risk of a threat, RM , is
defined by:

o= L L ' _ ImiMj'
M = X Jt X Vi X mi
i=1 j=1

The residual risk of each threat is the remainder of its inherent risk
when the mitigated risk is redacted.

Definition 3 The Residual Risk of a threat, RR is defined as:
) 1
i Mji

(Lixlixvi)x 1— mi
i=1 j=1

. —
3.1),(3.2
RR=RI_RM( 262

Constraint Goal Models

Goal models often present high variability, expressed by multiple
alternative so- lutions to fulfil one or more goals. One of the tasks
of GORE is to decide which of these alternatives should be imple-
mented or not in the system-to-be. Given the nature of goal mod-
els, each goal represents a predicatethatrelates with other predi-
cates through AND/OR relationships. Therefore such relationships
between goals can be used to construct first order logic formulas.

In order to elaborate on complex aspects of system designs, cap-
tured by goal models, additional attributes can be assigned to dif-
ferent components of themod- els. As previously discussed, in this
work we introduce a number of attributes to quantitatively capture
aspects of risk, security coverage and non-functional goals. Thus,
each alternative solution in terms of security mechanism leads to a
goal model with different total values for each of the variables cap-
tured by the newly- introduced attributes. Hence, goal reasoning in
our approach means finding a solution to a maximum satisfiability
(MAX-SAT) problem.

To solve such problems we turn our attention to the field of sat-
isfiability and optimisation modulo theories (SMT/OMT). There,
the combination of the differentvariablesarecaptured by formula-
sassociatedwithlinearequationsthat must be optimised by any solu-
tion found for the satisfiability problem. The integration of SMT/
OMT with goal models has been implemented be Constrained
Goal Models (CGMs) [129]. Such goal models allow the definition
of a) multiple variables associatedwiththemodelledgoalsandb) lin-
earequationscomposedby these variables that should be optimised.
Therefore, along with the satisfiability problem that is native to
goal models, a multi-objective optimisation problem should be

solved in parallel. This is done with the use of a scalable external
reasoner, OptiMathSAT [130], which is invoked to find optimal
solutions over CGMs.

The use of such a reasoner allows for flexibility to the optimisa-
tion process as system designers and stakeholders can decide both
which variables capture critical aspects of the system and should,
therefore, be included in the formulas, and the priority of each of
the selected variables in the optimisation process. As a result, the
application of the reasoner can produce a number of system con-
figurations depending on the selected variables and their prioriti-
sation. This allows for constructing a number of scenarios during
the decision support stepof the approach, each of which produces a
different system configuration in terms of selected security mecha-
nisms. Each of the resulting configurations can be used to produce
a different business process instance by following the rest of the
framework’s steps.

Decision Support Process

The aim of the Decision Support component is to support the se-
lection of the sys- tem’s security implementation. The input re-
quired is a Secure Troposgoal model where a multitude of security
mechanisms and threats have been identified, as a result of the
system’s security analysis via the application of the Goal Model-
ling component. The output is a combination of such mechanisms
that best satisfy the system properties defined by its stakeholders.
The steps followed to perform the decision support process are as
follows:

* Optimisation Variables Selection: The variables capturing rele-
vant system aspects, based upon which an optimisation process will
be performed, are selected by the system stakeholders. Since the
optimisation process intro- duced in this work is security-oriented,
the selection focuses on the Residual Risk variable for each of the
identified system threats, as defined in For- mula 3.3. The coverage
provided by each security mechanism towards the satisfaction of
each security constraint is another relevant security-related aspect
and is, therefore, used as another optimisation variable. Other than
the security and risk-related variables, a number of non-functional
goals may be relevant in the decision making process. Therefore,
variables re- flecting such system aspects (e.g., cost, performance)
should be defined as system soft-goals, towards which each of the
proposed security mechanisms contribute.

* Value Assignment: The selected variables, expressed as attributes
of components of the system’s goal model have to be instantiated.
The instanti- ation process includes assigning values for securi-
ty constraint coverage, in a scale of zero (0) to one (1), for each
proposed security mechanism, ac- cording to estimations provided
by security experts. In a similar manner, the soft-goal coverage
values are instantiated, in a scale of zero(0) to one hundred (100),
to indicate the contribution of each proposed mechanism toward
the achievement of the identified system soft-goals. For the in-
stantiation of the risk-related variables, the formulas introduced
in Section 3.3.1 have to be evaluated. First,the calculation of the
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Inher- ent Risk (see Formula 3.1) for each of the system’s threats
is performed by instantiating the Likelihood and Impact values of
each threat’s vulnerabil- ities using AHP. Next, the Risk Mitiga-
tion (see Formula 3.2) provided by each of the proposed security
mechanisms is instantiated according to the estimations of security
experts.

* Variable Prioritisation: Once all relevantvariables havebeenas-
signed with numerical values, the optimisation process has to be
defined. Such a process, supported by the OptiMathS ATsatisfiabil-
ity solver, allowsthedefinitionof both hard and soft cap values for
each variable. This means that the system stakeholders can option-
ally assign a specific value which a variable cannot exceed (hard
cap) (e.g., S Conf > 75%), a min/max optimisation direction

* (soft cap) (e.g., Performance— > MAX, Residual Risk (RR)— >
MIN ) or a combination of both. The solver also facilitates the pri-
oritisation of variable satisfiability, therefore each of the variables
can be assigned a priority in the satisfiability problem. As a result,
a variable with a higher priority will be optimised before a vari-
able with a lowerpriority. OptiMathSAT also allows complex con-
straints to be defined as functions of the selected variables (e.g., T
otalResidualRisk = 0.5 * RR(T 1) + 0.3 * RR(T 2) + 0.2 * RR(T 3))
and prioritised in the same way as the rest of the variables.

* Security Implementation Generation: Once all variables have
been selected, instantiated and (optionally) prioritised, the satis-
fiability solver can now generate a combination of security mech-
anisms that optimally satisfies the defined optimisation problem.
It can be the case that the problem cannot be solved, therefore, it
may be requiredthat Step 3 is repeated and different priorities and/
or caps are defined. Nevertheless, if the optimisation problem can
be solved a combination of the selected mechanisms is provided
by the solveralongwiththeoverallvalues of thevariablesproduced
by thesolution (e.g., Total Cost, Total Risk Mitigation).

o Security Implementation Selection: The decision support process
usually involves the definition of multiple optimisation scenarios
during Step 3, in order to represent different optimisation priorities
of the system’s stakehold- ers(e.g., lowercost, highest riskmitiga-
tion). During thisfinalstepandonce combinations of security mech-
anisms that satisfy each of the defined sce- narios has beengen-
erated, the system’s stakeholdersselectthemechanism combination
that will be implemented in the system to-be.

Decision Support Component Application
The steps for the application of the Decision Support component
are overviews in Fig. 3.10 and applied to the example e-Prescrip-

tion system to support the stakeholders in the definition of its se-
curity composition.

Select Security Mechanisms

Select Optimisation Aszign Values to Prioritise Selected
Variables Selacted Varables Variables

~
.

Generate Security K- Select Security

Com binations Com bination

Figure 3.10: Activities for the application of the Decision Support
component The first step of the decision support process, the Secu-
rity Analysis, has already been performed by the Goal Modelling
component and resulted in the Security Requirements and Security
Attacks models presented in Figs. 3.6, 3.7 and 3.8. The next step
involves the selection of the variables along which the op- timisa-
tion process will take place. Since two threats have been identified
during thesecurity analysis of the e-Prescriptionsystem, theresid-
ualrisk of each of such threats forms the first set of optimisation
variables (i.e., R, ) and R, ,, ). An- other set of variables captures
the satisfaction of each identified security constraint by each of the
proposed security mechanisms (i.e., SAuth, SInt, SConf'). Further-
more, the soft-goals identified at the Security Requirements mod-
el of the system identify non-functional system aspects which the
stakeholders consider an impor- tant part of the system’s design.
Thus, the variables of Cost and Efficiency are also introduced as
aspects of the optimisation process.

Since all variables, around which the decision making process is
built, have beenidentified, thenext steprequirestheir valueassign-
ment. Forthecalculation of the residual risk values, as indicated
by Formula 3.3, we first need to calculate the individual Impact
and Likelihood values for each vulnerability of each threat using
AHP, in order to capture a quantitative ranking of each vulnerabil-
ity. The pair wise ranking approach of AHP allows security experts
to assign Impact values by comparing all three of the identified
vulnerabilities. Similarly, the Likelihood values are calculated by
ranking each threat-vulnerability pairing (i.e., T1-V1, T1-V2, T2-
V3 as modelled in Figs.3.7 and 3.8), as the same vulnerability can
be exploited by morethanone threatbutwith a different likelihood.
The impact and likelihood values for each threat, instantiated as a
proof-of-concept for thespecific example, are used to calculate the
inherent risk for each threat, as presented in Tab. 3.2.
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Table 3.2: Threat - Vulnerability value assignment for the e-Prescription system The security mechanisms proposed in Fig. 3.6
also require the value assignment of their attributes which capture the mitigation percentage of each vul- nerability ( M|, ) and
their contribution towards the satisfaction of each security constraint S, . and soft-goal. Security experts and system analysts
need to assign suchvalues to each of the proposed security mechanisms. Forthe example e-prescription system such values are
assigned as shown in Tab. 3.3.

Threat Vulnerability Impact Likelihood Inherent Risk
T1 V1 0.25 0.75 0.3125
V2 0.5 0.25
T2 V3 0.25 1 0.25

Table 3.3: Security mechanism value assignment for the e-Prescription system

Security MV1 MV 2 MV 3 SInt SAuth SConf Cost Effic.
Mechanism

MD5 0 0 0.25 0.4 0 0 15 80
SHA2 0 0 0.70 0.75 0 0 20 80
SmartCard 0.4 0.5 0 0 0.75 0 75 70
2FA 0.6 0.7 0 0 0.9 0 70 30
User/Pass 0.2 0.3 0 0 0.6 0 30 50
HTTPS 0 0 0 0 0 0.6 10 80
Private VPN | 0 0 0 0 0 0.8 40 50

The nextstep in the decisionsupport processrequires the stake
holders to prioritise the variables involved in the prioritisation. For
the example e-Prescription system three different scenarios have
been defined, each of which involved different priorities and caps
for the identified variables. Each scenario was provided as an input
to the OptiMathSAT satisfiability solver which produced a differ-
ent security mechanism combination to satisfy each scenario’s pa-
rameters. The scenarios created for this example are the following:

Scenario 1 : This scenario represents a system composition where
the top priority of the stakeholders is the minimisation of the re-
sidual risks of the two identified threats. The next priority is the
maximisation of the security constraint satisfaction followed by
the minimisation of costs and the max- imisation of the system’s
efficiency. No hard cap limits were set for any of the variables.

Scenario 2 : This scenario represents a system composition where
the top priority is the minimisation of costs, followed by the max-
imisation of efficiency, the maximisation of constraint satisfaction
and finally the minimi- sation of residual risks. Once again, no

hard cap limits were set for any variable.

Scenario 3: In this scenario, hard caps have been set for both the
residual risks of the two identified threats and the for the satisfac-
tion of each security constraint. More specifically, each residual
risk must be less than 50% of the initial (inherent) risk and each se-
curity constraint must be at least 50% satisfied. The cost has been
set to be minimised and the efficiency to be maximised.

An overview of the priorities and caps of each variable for each
of the three scenarios is provided in Tab. 3.4. The security mecha-
nism combinations that satisfy the initial conditions for each sce-
nario, as identified by the optimisation solver, are presented in Tab.
3.5. System stakeholders should, at this point, be able to select the
security mechanism combination resulting from thescenario best
representing their needs. The selected mechanisms will be later
used to instantiate the business process model during the applica-
tion of the process mod- elling component of the framework. For
the purposes of this example we will select the security mecha-
nisms combinations resulting from Scenario 3.
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Table 3.4: Variable values and thresholds per adaptation scenario

Variable Scenario 1 Scenario 2 Scenario 3

Ry minf1] min[6] <50%

Reia, min[2] min[7] <50%

Sint max/3] max/[3] > 50%

SAuth max[4] max[4] > 50%

SConf max[5] max/[5] > 50%

Cost min[6] minf1] min

Effic. max[7] max[2] max

Table 3.5: Resultingsystemconfigurations perscenario

Scenario SHA-2 2-FactorAuth. Private VPN
Scenario 2 MD5 User/Pass HTTPS connection
Scenario SHA-2 2-FactorAuth. HTTPS connection

Therefore, the role of the Decision Support component is to guide
the selection of the security counter measures that will be imple-
mented in the system to be. To achieve that it quantifies the con-
tribution of each of the proposed security mechanisms towards the
satisfaction of a number of different system properties such as risk
mitigation, security constraints satisfaction and non-functional as-
pects (e.g., performance, cost). The prioritisation of the satisfac-
tion of such system properties creates a number of optimisation
scenarios, each of which can be satisfied by a different combina-
tion of security mechanisms. Therefore, the system’s stakehold-
ers can make an informed decision regarding the system’s security
composition, by selecting the optimisation scenario best represent-
ing their needs.

Model Transformation component

The components of the proposed framework introduced thus far
facilitate the elaboration and analysis of functional and non func-
tional aspects of the system to-be at a high level of abstraction (i.e.,
organisational level). Due to this high abstrac- tion level it is easier
for non-technical stakeholders (e.g., management, business ana-
lysts) to be involved in defining the objectives, high-level require-
ments and constraints of the system to-be and capture and refine
them using goal-oriented requirements engineering approaches.
In order to transfer such elements of the organisational structure
to the operational level at which business processes op- erate, a
linkage between the two levels of abstraction needs to be created.
This linkage is a crucial step for the creation of operational level
artefacts (i.e., busi- ness process models) as it provides a blueprint
for business process designers who are able to built business pro-
cesses which are aligned with organisational level artefacts of the
system (e.g., goals, requirements, constraints).

To achieve that, during the model transformation phase, we intro-
duce an intermediate model called ybrid reference process model.

This model includes concepts from both goal and process models
(hybrid ) and captures all the security- related information elicited-
fromthe Goal Modelling and Decision Support components of the
framework. The model produced as a result of the application of
the Model Transformation component can be later instantiated into
a number of similar but slightly different business process models
(reference model ), according to the specific security needs of each
instance.

The process related concepts (i.e., lanes, activities, data objects) in-
cluded in the hybrid reference process model are transformed from
their corresponding goal model concepts (i.e., actors, goals, plans,
resources) and also inherit the Secure Tropos concepts capturing
security-related analysis (i.e., constraints, objectives, mechanisms,
threats). By capturing such connections between goal and process
model level concepts via the hybrid reference process model we
can trace changes at the high-level requirements of an organisation
to specific parts of its business processes and vice-versa.

Concept Mappings and Model Transformation Steps

To identify conceptual similarities between goal and process mod-
elling concepts and create explicit transformation rules we use the
meta-models and concepts definitions provided by Secure Tropos
[6] and BPMN 2.0 [7]. More specifically, a lane in BPMN 2.0 is
described as a container for organising and categorizing activities
[7], usually performed by a specific entity (e.g., process partici-
pant, informationsystem). Since an Actor is alsoused as a contain-
erfor goalsandplans to be achieved by an entity in the context of
goal models, we can transform the actorsincluded inthegoalmodel
to lanes of thesame nameinthehybridreference process model, as
described in Fig.3.11. Therefore, information regarding the par-
ticipants and stake holders of the system, originallycaptured in-
thegoalmodel can be transferred to the business process via this
concept mapping.
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Actor 1 1 Lane

+name: String
ransforms into

+name: String

Figure 3.11: Actor to lane concept relationship

In a similar manner, we can map the goals of each actors and the
plans used to achieve them, as included in the metamodel to pro-
cess activities. An Activity, according to the definition of BPMN
2.0, is a generic container for work performed by an entity [7]
and can take two distinct forms, a Sub-Process and a Task. The
difference between sub-processes and tasks is that the former can
be broken down into a finer level of detail while the latter captures
atomic activities that cannot be further decomposed. Similarly, in
goal models, goals are used as containers for capturing the inten-
tions of system actors and can be further decomposed to a finer
level of detail, while plans express atomic actions that need to be
performed for the achievement of a goal. Thus, as illustrated in Fig.
3.12, by transforming goals to sub-processes and plans to tasks in
the hybrid reference process model, we can transfer information
regarding the intentions of each actor and use them to generate the
main activities to be included at the business process level.

$
Goal 1 Activity

transforms into

+deccription: String +description: String

~hasSubgoals. Boolear

1.0

helps achieve

1.#

Plan Sub-Process Task

+ description: String = description: String

| |1 {T 0.1

Figure 3.12: Goal and plan to activity concept relationships

+ descripfion: String

+hasSubprocass: Boolean

transforms into

The exchange of information assets in physical or digital form is
one of the fundamental components of a business process. For this
purpose the concept of Data Objects is included in BPMN 2.0 and
defined as entities providing infor- mation about what activities
require to be performed and/or what they produce [7]. Similarly,
at the goal model level resources are used to capture information
entities which are required for or created from the fulfilment of a
goal or the performance of a plan. Therefore, due to the conceptual
similarities between thetwo concepts, the resources included in the
goal model can be transformed to data objects at the hybrid refer-
ence process model, as shown in Fig. 3.13. This way information
captured at the goal model regarding such assets can be transferred
to the business process model.

Resource 1 1 Data Object

> +description: String

+owner: Lane

+description: String

transforms into

+owner: Actor

Figure 3.13: Resource to data objects concept relationships

As mentioned earlier, apart from the business process model con-
cepts, the hybrid reference process model inherits a number of
concepts from the Secure Tropos goal model. More specifically,
concepts used to capture security aspects (i.e., security constraints,
security mechanisms, threats), connected with goals, plans and re-
sources of the goal model are transferred to the hybrid reference
process model and connected to the corresponding activities and
data objects. An overview of the concepts and relationships in-
cluded in the hybrid reference process model are provided at the
metamodel, illustrated in Fig.3.14, where the concepts inherited by
Secure Tropos are included in the dashed-line container.

—

Activity Lane
String ﬁas

+name; String

reates /
equires

Sub-Frocess Task

+hasSubprocess: Boolean

Data Object

implements

impacts

Threat

+description: String *

mitigate:

Figure 3.14: Metamodel of the hybrid reference process model

A series of transformation steps have been defined in Tab. 3.6 for
guiding the process of creating a hybrid reference process model
starting from a secu- rity oriented goal model. The mappings be-
tween concepts of Secure Tropos and BPMN 2.0 introducedabove,
arethebasisuponwhicheach of thetransformation steps is built.
Each of the transformation steps are to be applied iteratively for
each of the components included in the security requirements view
of the Secure Tropos goal model created by the application of the
previous components of this framework.
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Table 3.6: Steps for the goal-to-hybrid reference process model transformation

Step 1 V(ac) (actor) of the goal model:

A(l(ac)) (1ane) in the hybrid model.

Step 2

V(g) leaf-level (goal) of the goal model:

A(sp(g)) (sub-process) in the hybrid model.

V(p) leaf-level (plan) of each goal (g) the goal model:

A(t(p)) (task) within (sp(g)) in the hybrid model.

Step 3 V(r) (resource) of the goal model:

3(d(r)) (data object) in the hybrid model.

Step 4

V(c) (security constraint), V(m) (security mechanism) and V(7)

(threat) connected to a goal (g), plan (p) or resource (r) of the goal model:

Transfer it to the hybrid model.

Connect it to the corresponding activities (sp(g)||t(p)) or data ob- jects (d(r)).

Model Transformation Component Application

The application of the transformation steps of Tab. 3.6 to the
e-Prescription system’s goal model produces the hybrid reference
process model illustrated at Fig.3.15. More specifically, the actors
introduced during the organisational level analysis of the system
(i.e., Patient, Medical Practitioner and E-Prescription System) are
transformed into business process lanes according to Step 1 of the
transformation rules. Next, according to Step 2, activities, in the
form of sub- processes and tasks, are created and placed in the cor-
responding lanes, originating from the leaf-level goals and plans
of each system actor. Goals participating in dependency relation-
ships are to be placed as sub-processess only within the lane rep-
resenting the dependee actor, in order to avoid duplicate activities
appearing in multiple lanes. During Step 3, the relevant resources
(e.g., Patient Information and Prescription), previously introduced
at the goal model, are now data objects at the hybrid reference pro-
cess model connected as inputs or outputs to the activities that cre-
ate or require them. For instance, since the “Prescription” resource
is created by the plan “Issue Prescription” at the goal model, a data
resource with the same name is the output of the corresponding
task at the hybrid reference process model. In contrast to goals, re-
sources participating in dependency relationships in the goal mod-
el, create data objects in both the lanes representing the depedee
and depender actors.

ety 7 estrvent Pian

Figure 3.15: Hybrid reference process model of the e-Prescription
system

After all the concept transformations have been completed, a basic
process skeleton capturing the main participants and activities of
the system has been created. To also capture the security related
aspects of the system on this process skeleton we apply Step 4
of the transformation rules. According to that step, the constraints
connected to a goal, plan or resource of thegoalmodelaretrans-
ferred in the hybrid reference process model and connected to the
corresponding sub- process or task. In case of a constraint placed
at a non leaf-level goal at the goal model, connections arecreated
to all activities stemming fromthatnonleaf-level goal at the hy-
brid reference process model. For instance the constraint “Only

J Eco Res & Reyv, 2022

Volume 2 | Issue 3 | 285



authorised practitioners canissue prescriptions” originally con-
nected to the goal “Create Prescription Document” at the goal
model presented in Fig. 3.6, will be connected to allthree of the-
activitiescreatedfromtheleaf-level nodes of thatgoal (i.e., “Insert
Patient Info”, “Insert Treatment Plan” and “Issue Prescription’)
at the hybrid reference process model. The same process is fol-
lowed for transferring the threats identified at the goal model to
the corresponding activities and data objects in the hybrid refer-
ence process model level. The security mechanisms identified for
the satisfaction of each of the constraints are also transferred and
connected to thecorrespondingconstraint. Tomaintain themaximu-
mamountof information at the hybrid reference process model lev-
el, all proposed mechanisms identified at the goal model level are
transferred. The mechanisms selected as a result of the Decision
Support component application are distinguished by their bold
border, while the rest mechanisms are included in case of future
system redesigns, which may lead to the selection of alternate se-
curityconfigurations. The resulting hybrid reference process model
for the e-Prescription system is illustrated in Fig. 3.15

Business Process Modelling component

The business process modelling component uses the hybrid refer-
ence process model as input in order to produce secure business
process designs. For each security-constraint activity or resource
of the hybrid reference process model, a security mechanism has
been selected to be implemented using the Decision Sup- port
component, as presented in Section 3.3. The Business Process
Modelling component handles the operationalisation of the select-
ed implementation mech- anisms and their integration within the
final business process model. To provide a structured approach to-
wards security operationalisation for process designers, the Busi-
ness Process Modelling component introduces a set of security
design patterns in the form of process fragments. Such patterns
are instantiated and in- tegrated to theprocessskeleton, captured by
thehybridreferenceprocessmodel, which is then manually refined
to create a complete BPMN business process model.

Business Process Design Patterns

Forthe operationalisation of security implementing mechanisms in
thebusiness process model we introduce a series of business pro-
cess design patterns. A pat- tern, inthecontext of softwaredevel-
opment, is a reusablepackagewhichincorpo- rates expert knowl-
edge and represents a recurring structure, activity, behaviour or
design[131]. Specificallyforthearea of informationsecurity, a com-
monobsta- cle in thedesign of secureinformationsystems is thedis-
connect betweensecurity expertsandthesystemdevelopers[132].
Sincethemainconcern of systemdevel- opers is functionality, secu-
rity is underprioritisedandimplemented in an ad-hoc manner during
the later development stages. Security patterns are often utilised
as a way to overcome such issues, as they are able to provide to
non-experts stan- dardised and proven solutions to common secu-
rity-related issues [133]. Patterns can encapsulate security exper-
tise and standardise provensolutions to recurring problems [132],
which can facilitate a systematic and structured approach towards

the operationalisation of security by non-experts [134]. A security
pattern is a well-understoodsolution to a recurringinformationse-
curity problemand can be categorised in structural patterns, which
incorporate designs that can be imple- mented in the final product
and procedural patterns, which represent high-level directions for
improving theprocess of development of security-critical software
systems [132].

During the requirements and analysis phases of the system devel-
opment lifecycle, the majority of the proposed design pattern focus
on security attacks while patterns for implementing countermea-
sures are few [131]. Therefore, as part of this work a number of
structural process design patterns are introduced, aiming to mod-
el the implementation of countermeasures for the main types of
security requirements (e.g., confidentiality, integrity, availability)
at a business process level of abstraction. Such patterns are at a
mid-level of abstraction and are, therefore, generic enough to be
implementation-agnostic but able to specify a basic sequence of
activities and interactions between process participants which lead
to the satisfaction of the system’s security requirements.

The basic structure of each of the proposed patterns is captured
using BPMN collaboration diagrams [7] and includes the activities
required for the operational- isation of a security implementing
technology. Definitions from international standards [117], [135]
for each type of security requirement (i.e., authentication, au-
thorisation, confidentiality, integrity, availability) were utilised to
identify the basic functionality that each pattern should describe.
Furthermore, literature sources (i.e., [64], [136]) were utilised to
identify how such functionality can be expressed in the context of
a business process model.

The security-implementing activities included in each pattern are
annotated with a padlock symbol at their top left corner to visually
communicate their security-oriented nature. Corresponding activ-
ities exist at the user’s lane describ- ing any required interaction
with the system’s security implementing activities (e.g., input of
user credentials). The security-constrained activity or data ob-
ject, which created the need for the implementation of security, is
marked with a bold black border in order to be easily distinguish-
able from other activities or objects. A series of message exchanges
between the twolanes are also included to capture thecommunica-
tionbetweentheuser andsystem sideduring theinteractionwith the
various mechanisms and for communicating the success or failure
of the oper- ation (e.g., “Access Granted”). Finally relevant start
and end events along with gateways that split the process flow are
also modelled within each pattern. An overview of the BPMN 2.0
concepts utilised for the construction of the patterns is presented
in Fig. 3.16
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Figure 3.16: Overview of BPMN 2.0 elements used in patterns

The activities contained within each pattern are not dependent on
the imple- mentation of a specific mechanism but rather on the
type of the security require- ment at hand. Therefore, the pattern
operationalising a specific type of security requirement (e.g., au-
thentication) can be instantiated by a number of different mecha-
nisms (e.g., smartcard, biometrics, username/password). It is also
the case that one pattern can be reused within another pattern. For
instance, the pattern for Authentication is reused within the Au-
thorisation pattern since its function- ality is required for the com-
pletion of the authorisation process.

The instantiation and contextualisation of each pattern for its intro-
duction to a specific business process model is a semi ad-hoc pro-
cess performed by the process designer, guided by a set of steps.
More specifically:

1. An activity or data object with an attached security constraint is
selected from the hybrid reference business process model.

2. The type of security constraint (e.g., confidentiality, integrity)
restricting the selected activity or data object is identified from the
hybrid reference processmodelandthecorresponding security pro-
cesspattern is selectedto be further instantiated.

3. The security mechanism(s) attached to the selected security con-
straint at the hybrid reference process model is used to instantiate
the security- implementing activities included in the security pat-
tern. For instance, a security-implementing activity such as “Re-
quest Authentication Details” which is present in the non-instanti-
ated Authentication pattern is altered by the process designers into
a more explicit declaration (e.g., “Request 2- Factor Authentica-
tion Details”) to reflect the implementation of a specific security
mechanism, which has been selected by the stakeholders via the
application of the Decision Support component.

4. The activity or dataobjectselectedfromthehybrid referencepro-
cessmodel during Step 1, is used to instantiate the security-con-
straint activity or data object field of the selected security process
pattern, visually represented with a bold black outline.

5. The instantiated security pattern is manually connected to the
rest of the business process by the process designer. More specif-
ically, the control flow, gateways and events contained within the
pattern have to be connected with the control flow of rest of the
business process model according to the syntax rules of BPMN
2.0. The position of the pattern with the business processmodel is

relative totheposition of thesecurity-constraintactivityor data ob-
ject. For instance, the pattern for Authentication is placed before
the execution of an authentication-constraint activity, while the
pattern for integrity is placed after the creation or transmission of
an integrity- constraint data object.

While the above steps provide the process designers with a set
of predefined steps for the instantiation and integration of the se-
curity patterns within a busi- ness process model, there are still
design choices that have to be made depending on the context of
the business process at hand. More specifically, the appropriate
connection of an instantiated pattern within the control flow of a
business pro- cess model can require some fine-tuning under cer-
tain conditions. Forinstance, if a constraint activity is located with-
in a looping control flow, or a number of constraint activities are
present in succession, then a pattern has to be correctly placed so
unnecessary repetition is avoided. Such cases of complex control
flows prevent the complete automation of the security pattern in-
stantiation and thus require the intervention of a process designer
who can adjust the process according to the context of the model
at hand. Nonetheless, the security process patterns presented in
therest of thissection, along withthestepsdiscussedabove, provide
a structured way for process designers to integrate security during
the design of business processes.

Regarding the different types of security requirements, patterns are
created for operationalising confidentiality, integrity and availabil-
ity countermeasures. Requirements suchareauthenticationandau-
thorisationareoftenalsogrouped un- der security, therefore theau-
thentication and authorisation patterns areintegral parts of the rest
of the security design patterns presented below.

Authentication

Authentication, in the context of a business process, entails the
verification of a credential of a subjectusing security mechanisms
[64]. Therefore, a process par- ticipant is required to have a ver-
ifiedidentitybeforeperforming a specificactivity or accessing a re-
source. To realize the authentication requirement, as illustrated in
Fig. 3.17, every time a user submits a request to the system for
accessing an authentication-constrained resource or activity, the
system should check that request and ask for the user’s authenti-
cation data. Once the user submits the authentication data in the
appropriate form (e.g., username/password, biometric data) the
system should check its validity and, if valid, allow the user to
access to the constraint resource or activity.
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Figure 3.17: Authentication pattern
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Authorisation

Authorisation, in terms of a business process model, requires the
restriction of access to assets based on certain business or security
requirements of an entity [117]. Therefore, only process partici-
pants with the appropriate permissions can access a resource or
perform an activity that is authorisation-constrained. As shown
in Fig. 3.18, to realise the authorisation requirement, first a user
requests access to authorisation-constrained activities or resourc-
es and the authentication processtakesplace in order fortheuser’s
identity to becomeknown to thesystem. After the successful au-
thentication, the role and/or the permissions attached to the user’s
account are checked and, if appropriate, the user gains access to
the constraint activity or data object.
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Figure 3.18: Authorisation pattern

Confidentiality

Confidentiality, in terms of business process models, is a prop-
erty of a data object and involves the identification of authorised
entities that can access it [136]. As shown in Fig. 3.19, to achieve
confidentiality in a business process, if the user is not already au-
thorised, the authorisation process takes place as previously de-
scribed. Next, a secure communication channel is created between
the user and the systemthrough whichthe confidentiality-con-
strained data object can be transferred.

Figure 3.19: Confidentiality pattern

Integrity

Integrity is concerned with ensuring that information is protected
from improper modifications so as to avoid intentional or acciden-
tal unauthorised changes to sys- tem data [135]. As illustrated in
Fig. 3.20, to achieve integrity, after an integrity- constrained data
object has been transferred to the system, the system’s copy of the
resource needs to be compared to the original by data validation
techniques.
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Figure 3.20: Integrity pattern

Availability

Availability describes the property of system resources being ac-
cessible and usable upon demand by an entity [117].Therefore, the
pattern for availability, presented in Fig. 3.21, is utilised to ensure
that critical resources are always available to process participants.
To realise that requirement, when a requested resource is not avail-
able, the system has to maintain backups, using a number of avail-
able implementationtechnologies, fromwhichthedataobject can be
retrievedandbe made available to the user.

Figure 3.21: Availability pattern

Business Process Modelling Component Application
Other than containing the business process design pattern library,
the Business Process Modelling component is also where the final
business process model is created. The stepsfollowed for theappli-
cation of the Business Process Modelling component are present-
ed in Fig. 3.22 and applied to the e-Prescription system running
example. More specifically, the process skeleton captured by the
hybrid reference process model is refined with the introduction
and instantiation of the security process patterns, followed by the
creation of the process control flow.

Instantiate Business Process Model

Integrate Security Instantiste Security
Process Pattems into Process Pattems ‘:::::;::;I .
. Hybrid Referance with Security e L ] .
Process Model Machanisms o
. "\

Figure 3.22: Activities for the application of the Business Process
Modelling component

Figure 3.23 presents the final business process model originating-
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fromthe hy- brid reference model of the e-prescription system (see
Fig.3.15). In the “Medical Practitioner” lane the process fragment
for the implementation of “Confiden- tiality” (see Fig. 3.19) has
been introduced and instantiated with the “HTTPS Connection”
mechanism, as selected by the Decision Support component. As
a result the activities “Establish Secure Communications Chan-
nel via HTTPS” and “Transmit Resources” havebeenintroduced
in theprocessmodel beforethe confidentiality-constraint resources
“Patient Records” and “Treatment Plan” are transmitted to the “E
Prescription System” lane.

In a similar manner, in the “e-Prescription System” lane two pro-
cess patterns havebeen introduced for the operationalisation of the
“Authorisation” and “Integrity” security constraints. More specif-
ically, the process fragment for “Au- thorisation” (see Fig.3.18) is
introduced and instantiated with the “2-Factor Au- thentication”
mechanism and placed before the authorisation-constraint activi-
ties “Insert Patient Info”, “Insert Treatment Plan” and “Issue Pre-
scription”. There- fore, activities and messages of the authorisation
pattern which were abstractly defined, such as “Request User In-
put” are instantiated into more explicit declarations (i.e., “Request

Patiant

hecial Practticrer

2-Factor Authentication Details”) in the final business process
model to reflect the implementation of the selected security mech-
anism. Follow- ing a similar set of steps, theprocessfragmentfor
“Integrity” (see Fig.3.20) is also introduced and instantiated with
the “SHA-2” security mechanism. It is placed after the “Receive
Resources™ activity so it can check the integrity-constraint re-
sources received from the “Medical Practitioner” lane.

Other than the introduction of the instantiated business process
design pat- tern for the operationalisation of the identified secu-
rity constraints, start and end events have been manually added
at each lane of the final business process diagram to denote the
beginning and end of each of the contained sub-processes. Addi-
tionally, message exchanges have been added between lanes for
transferring relevantdata objects and the activitiescontained within
each of themodel’s lanes have been ordered and connected with
each other to create a control flow. The ordering and connecting
of activities is also a manual task since the goal model, which pro-
vided us information regarding the basic structure of the system, is
inherently not equipped to capture information regarding temporal
dimensions of the system, such as the ordering of its plans.
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Figure 3.23: Business Process Model of the e-Prescription System
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Security Verification component

The variability introduced by the numerous available process
modelling lan- guages, combined with the subjectivity and arbi-
trariness of manually created business process models, creates the
need for formal approaches to verify the pro- duced process de-
signs [137]. Additionally, the verification of the compliance of an
organisation’s internal business processes to certain restrictions,
internally (i.e., organisational standards and policies) and external-
ly (i.e., laws and regulations) imposed, is often a legal requirement
[138]. Since information security is a com- mon source of such
restrictions, the verification of the security aspects of business pro-
cess models is an emerging area of research. A common approach
for check- ing the security properties of business process models
involves the specification of the process model as a formal graph,
the definition of the security properties using formal propositional
languages and the use of an automated model checker, which takes
as input the graph and the formal property definitions to perform
the model checking.

The formalisation approach appears to be widespread in the area of
secu- rity verification of business process models (i.c., [64], [83],
[139—144]), but its adoption and applicability remains limited due
to its overwhelming complexity for non-expert users[138],[145].
One important drawback of such approaches is their limited
support for modelling techniques, as most of them require pro-
cess modelsto be transformedina specificmanner(e.g., Petri-nets,
FSMs) beforethey can be used as input for a specific model check-
er. This contrasts with the variety of modelling languages used in
practice and introduces a considerable overhead in terms of time
and expert knowledge [146], as large numbers of processes need
to be remodelled using a specific modelling technique. In contrast,
the approach pre- sented in this work uses BPMN 2.0, the “de-fac-
to” standard for business process modelling [3], without the need
to further translate neither the process model, nor the security
requirements in formalspecifications. Additionally, the range of
compliancerulessupported by works in the area of security verifi-
cation is limited [138], as mostapproachesspecialise to asubset of
securityproperties, such as role assignment and user permissions
(e.g., separation of duty, access control). Our work shifts the focus
towards traditional security requirements (authentication, authori-
sation, confidentiality, integrity, availability), which can be veri-
fied by the structure of the workflow of the process.

The security verification component, introduced in this work,
takes as input the business process model, as created by the previ-

ous components of the frame- work, in order to verify its security
properties. In order to facilitate the security verification of busi-
ness process models, this component introduces an attribute- based
security verification approach, which aims to provide increased
usability and broad coverage for the traditional types of security
requirements(authen- tication, authorisation, confidentiality, integ-
rity, availability). To achieve that, existing BPMN 2.0 concepts
[7] are extended with a series of attributes in order to capture in-
formation relevant to the analysis of the security properties of the
process model. Using such attributes, conditions that need to apply
in a pro- cess model, for the satisfaction of each type of security
requirement are defined. Finally, for each type of security require-
ment, an algorithm is introduced, for verifying the compliance to
such conditions.

Security Related Attributes

The modelling of security related aspects is not natively supported
by contempo- rary graphical process modelling languages such as
BPMN]J3]. Nevertheless, the ability to reason and verify the secu-
rity properties of a business process model requires concepts able
to capture security related aspects of its elements. To that end, we
propose new attributes to be added to concepts of BPMN collab-
oration diagrams, which will then be used for security verification
purposes. A partial metamodel containing the BPMN concepts rel-
evant to our work, along with their newly introduced attributes is
presented in Fig. 3.24.
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Figure 3.24: Partial BPMN metamodel with security-related at-
tributes

The newly introduced attributes, an overview of which is provided
in Tab. 3.7, capture information regarding properties of the busi-
ness process elements which are essential for the verification of
their security. The type of informationthey
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Table 3.7: Overview of BPMN security-related attributes used for security verification capture can be categorised in two groups,

workflow related and security related information.

Attribute of BPMN Type Description

id Lane, Activity, Data Object String A unique identification text that describes each element of the process
model.

authenticated Lane Boolean A flag indicating whether a lane has been successfully authenticated.

authorisation level Lane Integer The authorisation level of the lane.

owner Activity, Data Object Lane The lane in which the activity or data object is contained.

source Activity, Data Object Lane The lane which contains the activity that triggers the execution of the
activity at hand or creates the data object as output.

target Activity, Data Object Lane The lane, the execution of which is triggered by the activity at hand or
uses the data object as input.

authentication required | Activity, Data Object Boolean A flag indicating whether authentication is required for to the execution
of the activity or the modification of the data object.

authorisation required | Activity, Data Object Integer The level of authorisation required for the execution of the activity or
the mod- ification of the data object.

security objective Security Implementing Activity | Enum. The type of security objective implemented by the activity.

integrity required Data Object Boolean A flag indicating whether the integrity of the data object needs to be
ensured.

integrity checked Data Object Boolean A flag indicating whether the integrity of the data object has been ver-
ified.

confidentiality required | Data Object Boolean A flag indicating whether the confidentiality of the data object needs to
be ensured.

secure channel[Lane] Data Object Boolean A flag indicating whether a secure channel exists for communicating the
data object to Lane.

availability required Data Object Boolean A flag indicating whether the availability of the data object needs to be
ensured.

The workflow-related information is captured by the owner, source
and target attributes, attached to the concepts of Activity and Data
Object. These attributes aim to capture information regarding the
position of each instance of activities anddataobjectswithinthe-
workflow of a businessprocessmodel. More specifically, for the
concept of Activity, the owner attribute indicates the lane of which
this activity is part of, thus relating information regarding the enti-
ty in charge of the activity’s execution. For instance in the example
process fragment of Fig. 3.25, the attribute instantiation 4/.owner
should return the value L/, since the activity with id 4/ belongs
to the lane L/. The source and farget attributes capture the lanes
which, respectively trigger or get triggered by the execution of the
activity at hand, as dictated by the workflow of the business pro-
cess. An example of the use of such attributes can be shown based
on the process fragment of Fig. 3.25, where for the activity with id
A3 the attribute dec- laration 43. source returns L1. Similarly, for
the activity with id A2 the attribute declaration A2.target returns
L2. As indicated by the multiplicity of the source and target attri-
butes of the Activity concept in Fig. 3.24, there can be no source
or target for an activity, in case it does not trigger or gets triggered
by another lane (e.g., 41.target = NULL). It can also be the case
that multiple sources or targets exist in case of workflow splits or
joins due to gateways.

Lz
'@1 e
-

Figure 3.25: Example process fragment

By comparing the owner attribute of an activity with its source
or target, we can deduce whether the workflow of the process is
transferred from one lane to another, which is information of high
relevance for the analysis and verification of security properties.
Forinstance, in theexample of Fig. 3.25, if the lane wherethe work-
flow leads after the execution of activity 42 needs to be identified,
we can compare the attributes 42.target and A2.owner. The first
part of this comparison (i.e., 42.targef) returns lane L/, while the
next part (i.e., A2.owner) returns L2 as the lane that contains the
activity which is triggered following the execution of 42.
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The same applies for the owner, source and target attributes of the
Data Object concept, with the only difference being that the source
and target represent the lanes that contain activities that create the
data object as output or use it as input. For instance, D1.source
in Fig. 3.25 should return L2, since the activity which creates D1
belongs to lane L2 while D1.target should return both L/ and L2 as
D1 is input for both activities A4 and A5 which respectively belong
to lanes L2 and L1.

The second group of attributes captures security needs and prop-
erties of the Lane, Activity and Data Object elements. More spe-
cifically, the attributes in- troduced in the Lane concept indicate
whether the entity represented by such a lane has been authenticat-
ed and what is its level of authorisation. Such properties of a lane
are vital for the verification of security properties, as they indicate
whether the entity modelled by the lane can access certain activ-
ities or data objects. The Data Object concept includes a number
of attributes in order to capture different types of security needs
(e.g., authentication required, authorisation required, confidenti-
ality required). The attributes relating to the need of authentication
and authorisation are also included in the Activity concept. Such
attributes are used for identifying which types of security needs
must be checked during the security verification. Other than attri-
butes used to capture needs, the Data Object concept also includes
attributes for capturing certain security-related properties, such
as the existence of secure channels between the data object and a
lane. Such properties are an important component of the security
verification process, which will be presented in the next section.

Finally, other thanthe introduction of attributes to existing con-
cepts, we have also introduced a new type of BPMN activity
called Security Implementing Activity. Such a type of activity is
concerned with the operationalisation of security at the process
level by the implementation of security mechanisms and counter-
measures. The type of security objective fulfilled by each security
implementing activity is captured by its security objective attri-
bute, while a set of methods are available for allowing such activ-
ities to interact with the attributes of other process elements. The
selection of appropriate security mechanisms is considered to be
outside the scope of this work and so security implementing activi-
ties are considered as “black boxes”. The security verification pro-
cess proposed in this work is, therefore, implementation agnostic
and mainly concerned with the effect thatthestructuralproperties
of a businessprocessmodelhave on thesatisfaction of the security

requirements of the process.

Attribute Instantiation and Security Verification
Theattributespresentedin Section3.6.1areutilisedfortheverification
of security objectives. The process for the instantiation of such at-
tributes and the algorithm used for the verification of each security
objective will be presented in the rest of this section.

Authentication

Authentication is defined as the provision of assurance that a
claimed characteris- tic of an entityis correct[117]. In thecontext of
businessprocesses, authentication entails the verification of a cre-
dential of a subject using security mechanisms [64]. The subjects
of a business process are its participating entities, which can be,
among others, individuals or groups of human participants, soft-
ware systems or organisations. (Swim) lanes are used in BPMN
2.0 as a graphical representation of a participant in a business pro-
cess model [7]. Therefore, authentication is a security objective
associated with the lanes of a business process model.

To capture the authentication property of a process participant, the
attribute authenticated has been introduced at the Lane concept,
as illustrated in Fig. 3.24. Security implementing activities which
operationalise the authentication security objective, as indicated
by the value of their security objective attribute, can access the
authenticated attribute of a lane I and set it to TRUE using their
set authentication(l) method. The attribute authentication required
has been introduced to the Activity and Data Object concepts to
capture whether they require participants to be authenticated be-
fore accessing them.

Algorithm 1 defines the steps for the verification of the authen-
tication property of activities and data objects. The procedure
AUTHENTICATION CHECK a takes an activity as input (line 1)
and identifies all lanes that trigger the execution of the lane con-
taining the activity (line 2). If such lanes are different from the
lane in which activity at hand is contained and if such lanes are
authenticated (line 3), then the authentication constraint of the ac-
tivity is considered satisfied. Similarly, the procedure AUTHEN-
TICATION CHECK DO takes a data object as input (line 9) and,
for each of lanes having the data object as input (line 10), checks
whether they are different than the lane which creates the data ob-
ject and whether such lanes are authenticated (line 11).
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Algorithm 1 Algorithm for authentication checking

1: procedure Authentication check A(Activity)

2:  for all Activity.sourcedo

3: if Activity.owner = Activity.source  and
(Activity.source).authenticated == TRUE then return TRUE
4: end if
5: end for
6: end procedure
7.
8: procedure Authentication check DO(DataObject)
9:  for all DataObject.targetdo
10: if  DataObject.owner = DataObject.target  and
(DataObject.target).authenticated == TRUE then
11: return TRUE
12: end if

13: end for
14: end procedure

Authorisation

Authorisation requires the restriction of access to assets based on
certain business or security requirements of an entity [117]. In the
context of a business process model, authorisation involves a lane,
representing the entity that wants to access an asset, the authorisa-
tion level of that entity, and the asset itself, which can be either an
activity or a data object [64].

A number of attributes have been introduced, as shown in Fig.
3.24, for the instantiation and checking of the authorisation ob-
jective. More specifically, the attribute authorisation level is used
for capturing the level of authorisation of each process lane. The
attribute authorisation required is used to capture the minimum
level of authorisation required by an entity for accessing an ac-

tivity or data object. Finally, security implementing activities with
the security objective attribute set to authorisation, perform the set
authorisation(l, v) method to set the authorisation level of a lane
1 to a value v.

In the context of a business process model, authorisation check-
ing, performed using Algorithm 2, involvesfollowingtheworkflow
of theprocesstoidentifyallthe entitiesthatinteract with theauthorisa-
tion-constraint process elements. In case of an authorisation-con-
straint activity, procedure AUTHORISATION CHECK A identi-
fies each lane that contains activities that trigger the execution of
the activ- ity at hand(line 2). If suchlanesaredifferentthantheown-
erlane of theconstraint

Algorithm 2 Algorithms for authorisation checking

1: procedure Authorisation check A(Activity)

2:  for all Activity.sourcedo
3: if Activity.owner = Activity.ownerthen
4: if (Activity. source).authorisation level >
Activity.authorisation required then B
5 return TRUE
6: end if
7: end if
8 end for
9: end procedure
10:
11: procedure Authorisation check DO(DataObject)
12 for all DataObject.targetdo
13: if DataObject.owner = DataObject.ownerthen
14: if (DataObject.target).authorisation level >
DataObject.authorisation required then B
15: return TRUE
16: end if
17: end if

18: end for
19: end procedure
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activity (line 3) and their authorisation level is greater or equal to
the minimum authorisation level required by the constraint activity
(line 4), the authorisation constraint is satisfied. In the case of a
data object, a similar authorisation check- ing process is followed
using the procedure AUTHORISATION CHECK DO but, in this
case, each lane using the data object as input is identified (line
12). If such lane is different than the data object’s owner lane (line
13), then the au- thorisation level of such lane is compared to the
authorisation level required by the constraint data object (line 14)
and if it is greater or equal the authorisation constraint is consid-
ered satisfied (line 15).

Confidentiality

Confidentiality refers to the protection of information from disclo-
sure to unautho- rised entities [136]. Therefore, in terms of busi-
ness process models, confidentiality is a property of a data object,
which is the concept BPMN 2.0 utilises to cap- ture information
assets. Defining confidentiality also requires the identification of
authorised entities that can access the information [137]. Thus, the
concept of a swimlane is, once again, required for the definition of
confidentiality in the context of business processes.

Algorithm 4 Algorithm for integrity checking

1: procedure Integrity_check(DataObject)

2:  for all DataObject.targetdo

= DataObject.target  and

3: if  DataObject.owner
DataObject.integrity checked == TRUE then

4: return TRUE

5: end if

6: end for

7: end procedure

A number of attributes have been introduced for reasoning about
confiden- tiality in business process models, as shown in Fig. 3.24.
The attribute confidentiality required introduced in the Data Ob-
ject concept indicateswhether the confidentiality objective has to
be met for accessing a data object. The attribute secure channel
[Lane], also introduced in the data object concept, indi- cates
whether a communication channel capable of confidential data
transmission exists between the data object and a specific entity,
modelled as a lane in the business process. In order to establish
confidentiality, appropriate security im plementing activities need
to be introduced in the business process. To that end, security im-
plementing activities operationalising the confidentiality security
ob- jective (i.e., security objective attribute is set to confidentiality
) have the method set confidentiality(). That method takes as input
a confidentiality-constraint data object and a lane and, if a secure
connection exists between them, assigns the value TRUE to the
secure channel [Lane] attribute of the data object.

Algorithm 3 verifies whether the confidentiality objective of a data
object is met by a business process model. The algorithm takes a
data object as input and checks all the outgoing workflows using
that data object (line 2). For each outgoing work flow leading to
alane that is different than the one currently owning the data object
(line 3), the authorisation level of that lane is compared to the min-
imum authorisation level required by the data object (authorisa-
tion required attribute of dataobject) (line 4). Finally, theexistence

of a securecommunication channel between any authorised target
lane and the data object is checked via the secure channel [Lane]
attribute of the data object (line 5). If the attribute has a value of
TRUE for each target lane then the confidentiality objective is sat-
isfied.

Integrity

Integrity is concerned with ensuring that information is protected
from improper modifications so as to avoid intentional or acci-
dental unauthorised changes to system data [135]. Similar to con-
fidentiality, the entities relating to integrity, in terms of business
process models, are the data object, which models the data handled
during the process execution, and the lane which models the enti-
ties exchanging said data. As shown in Fig. 3.24, to capture aspects
relating to integrity, the integrity required and integrity checked
attributes have been introduced in the dataobject concept. When
the integrity required attribute has a TRUE value, an integrity con-
straint exists on the data object at hand, while if integrity checked
attribute is set to TRUE the integrity of the data object has been
confirmed by appropriate security mechanisms. The activities
modelling the operationalisation of such integrity implementing
mechanisms are modelled as security implementing activities with
their security objective attribute set to integrity. To signify that the
integrity checking has been performed, such activities include the
method check integrity(), which takes a data object as input and
changes the value of its integrity checked attribute to TRUE.
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Algorithm 4 Algorithm for integrity checking

1: procedure Integrity check(DataObject)

2:  for all DataObject.targetdo

= DataObject.target  and

3: if  DataObject.owner
DataObject.integrity checked == TRUE then

4: return TRUE

5: end if

6: end for

7: end procedure

For the verification of the integrity objective of data objects in a
business process model, Algorithm 4 has been developed. The al-
gorithm takes as input a data object and identifies the lane of each
activity that consumes the data object (line 2). If the data object’s
source lane is different than its target lane (line 3), which indicates
that a data transfer between lanes has taken place, the integrity
checked value of the data object is checked (line 3). If thevalue
is, TRUE a successful integrity checking is assumed to have been
executed, thus signifying the satisfaction of the integrity objective.

Availability

Availability describes the property of system resources being ac-
cessible and us- ableupondemand by an authorised entity[117].
Therefore, in terms of a business processmodel, a system resource,
modelled as a dataobject, needs to be available to an authorised en-
tity, modelled as a lane. To capture aspects relating to avail- ability,
the extended metamodel of Fig. 3.24 introduces the availability
required attribute in the concept of Data Object, which indicates
that such an element has an availability constraint placed upon it,
if its value equals TRUE.

Algorithm 5 Algorithm for availability checking

1: procedure Availability-check(DataObject)

2:  for all DataObject.targetdo

3: if DataObject.owner = DataObject.targetthen

4: if

(DataObject.target).authorisation level

v

DataObject.authorisation required then

5:
6: return TRUE
7: end if
8: end if
9: end if

10: end for

11: end procedure

if DataObject.source = IS UNIQUE then

The satisfaction of the availability constraint relates to the struc-
ture of the workflow of a process model. Since a data object needs
to be available upon demand, there is a need for redundancy built
into the workflow in order to en- sure that there is always more
than one ways to reach the availability-constraint process ele-
ment. This means that an availability-constraint data object, for
in- stance, should be able to be produced as the output of more
than one activity. Therefore, to check the satisfaction of an avail-
ability-constraint data object we introduce Algorithm 5. This algo-
rithm first checks if each activity requiring the data object (line 2)
belongs to a lane different than the owner of the data object (line 3)

and whether that lane has the appropriate authorisation for access-
ing it (line 4). Finally, it checks whether the constraint data object
sources from more than one activity (line 5). If a value of TRUE is
returned, the availability objective for said data object is satisfied.

Security Verification component Application

The business process model of the e-Prescription system, pro-
duced by the appli- cation of the previous steps of the framework,
will be used as the input of the Security Verification component.
The steps followed for the application of the Security Verification
component are presented in Fig. 3.26.
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The previous analysis of the system has identified three types of
security requirements, namely confidentiality, integrity and au-
thorisation. Security process patterns have also been introduced
and instantiated within the created process model to satisfy such
requirements. The application of the Security Verification compo-
nent will examine whether the produced process model indeed sat-
isfies the identified requirements. Figure 3.27 presents a fragment
of the produced process model including the instantiated attributes
of its relevant components.
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Figure 3.27: Process Fragment of e-Prescription Systemwith Instantiated Verifi- cation Attributes

More specifically, the data objects “Patient Records” and “Treat-
ment Plan”, which are constrained by confidentiality and integrity,
have their attributes in- stantiated to reflect such constraints (i.e.,
confidentiality required = TRUE, authorisation required = 1 and
integrity required = TRUE) and also capture their owner (Medical
Practitioner), source (Medical Practitioner) and targets (Med- ical
Practitioner, E-Prescription System). Similarly, for the authorisa-
tion con- straint activities “Insert Patient Info”, “Insert Treatment
Plan” and “Issue Prescription”, their security requirements have
been captured (i.e., authorization required= 1) and their own-
er(“E-Prescription System”), source (“Medical Practitioner”) and
target, if applicable (i.e., “Patient” for the “Issue Prescription”
task) have also been instantiated.

The next part of the attribute instantiation process deals with the
manip- ulation of the attributes of various components by the se-
curity-implementing activities introduced in the business process
model. In detail, the “Establish Secure Communication Channel
via HTTPS” activity of the “Medical Practitioner” lane operation-
alises the HTTPS security mechanism to achieve the objective of
confidentiality and, as a result, establishes a secure communication
channel between the data objects owned by “Medical Practitioner”

and the “e-Prescription System” lane. To reflect that in the model’s
attributes the security implement- ing activity uses the methods
set confidentiality(Patient Records, e-Prescription System) and set
confidentiality(Treatment Plan, e-Prescription System) to in- stan-
tiate the attribute secure channel [E-Prescription System]= TRUE
for both confidentiality-constraint information resources.

Similarly, the “Compare Resource Copy to the Original via SHA-
2” activity of the “E-Prescription System” satisfies the integrity
objective for the two data objects, using the methods check integ-
rity(Patient Records) and check integrity (Treatment Plan) to set
the integrity checked attribute of both resources to TRUE. Finally,
the “Implement Authorisation” sub-process of the “e-Prescription
Sys- tem” lane, uses the method set authorisation(Medical Practi-
tioner, 1) to assign the appropriate authorisation level to the “Med-
ical Practitioner” lane (i.e., au- thorisation level=1 ).

After the instantiation of all the relevant attributes, the verification
algo- rithmsforeachsecurityrequirement can be applied at thepro-
cessmodel to check whether its current composition satisfies the
identified security requirements. For theverification of theconfi-
dentiality constraint satisfaction, Algorithm 3 was ap- pliedfor-
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dataobjects “Patient Records” and “Treatment Plan”(i.e., CON-
FIDEN- TIALITY CHECK(Patient Records, Treatment Plan)). In
both cases the procedure did not return a TRUE result as theau-
thorisation level of the E-Prescription System lane has not been es-
tablished through a security-implementing activity and, as a result,
it was not greater or equal to the authorisation level required for
handling such data objects (Line 4 of Algorithm 3). Therefore, to
fully satisfy the confidentiality constraint, authorisation has to be
obtained for the e-Prescription system by the addition to the pro-
cess model of an appropriate security-implementing mechanism.

The integrity checking algorithm (see Algorithm 4) was also ap-
plied for the same data objects (i.e., INTEGRITY CHECK(Patient
Records, Treatment Plan)), as there was an integrity constraint
placed upon them at the E-Prescription sys- tem lane. The proce-
dure returned TRUE as a result, therefore the satisfaction of the in-
tegrity constraint was verified. Finally, the authorisation-constraint
ac- tivities of the e-Prescription system lane were used as input
to the authorisation checking algorithm (see Algorithm 2) to ver-
ify thesatisfaction of their constraint. The procedures for all three
activities (i.e., AUTHORISATION CHECK A(Insert Patient Info,
Insert Treatment Plan, Issue Prescription)) all returned a TRUE
result, as their source lane (“Medical Practitioner”) had the appro-
priate autho- risation level and therefore the constraint is consid-
ered as satisfied.

The application of the verification algorithms identified some se-
curity-related issues at the business process model of the e-Pre-
scription system. The identi- fication of such issues will prompt
the system designers to update the business process design by re-
applying the previous components of the framework. Thus, the Se-
curity Verification component provides valuable insights to system
design- ers regarding the security of the process model during its
design time. The com- ponent’s contribution is not limited to its
ability to identify potential security violations but to also pinpoint
their location within the workflow of the process. Therefore, the
Security Verification component can provide a structured way for
ensuring the security of the process design produced through the
application of the rest of the framework’s components.

Software Support

The existence of software tool support is a critical aspect for the
adoption of modelling approaches for the design of securebusiness
processes, as highlighted by the evaluation of the literature of the
area (see Section 2.4). To that end, both existing and purpose-built
software tools are used to support the application of different parts
of the framework presented in this chapter.

The software tools presented in the rest of this section either au-
tomate func- tionalities of the framework (e.g., model transfor-
mations, security mechanism selection) or provide the tools and
graphical editors necessary for the creation of the intermediate and
final modelling outputs (e.g., goal and business process models).
The coverage provided by each software tool to each main activ-

ity of the framework is illustrated in Fig. 3.28. Despite the cover-
age provided by the software tools, certain aspects of the process
supported by the proposed frame- work still require manual effort
from users, as the software tools are not able to communicate-
witheachother andsharethecreatedartefacts. Nonetheless, since the
development of deployable software tools is not within the scope
of the cur- rentresearchproject, holisticsoftwaretoolcoveragefor
theproposedframework will be a direction for future work.
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Figure 3.28: Software tool coverage of framework components

Goal Modelling and Automated Transformation

SecTrol is a Security Requirements Engineering CASE tool built
to support the construction of Secure Tropos models. SecTro sup-
ports the modelling and anal- ysis of all of the different types of
diagrams necessary for the application of the Secure Tropos ap-
proach. It provides a graphical editor for creating Secure Tro- pos
models, automated analysis functionalities for verifying the con-
sistency of the created models and an automated report generator
for summarising the cre- ated models in textual format. Therefore,
it is selected as the software tool of choice since it is able to ful-
ly accommodate the creation of the Security Require- ments and
Security Attacks modelling views of Secure Tropos, which are
central artefacts created by the application of the Goal Modelling
component of our framework.

The functionality of SecTro was extended, as part of this work, in
order to also support the application of the Model Transformation
component of our frame- work [2]. More specifically, a hybrid pro-
cess view was introduced in the tool to accommodate the handling
of hybrid reference process models. The BPMN 2.0 concepts,
necessary for the creation of the hybrid reference process model
sup- ported by the newly created view (e.g., lanes, activities, data
objects), were created and connected to the already existing meta-
model within the SecTro tool. This way the proper modelling syntax
(e.g. allowed connections between available modelling concepts)
can be ensured when users create new models. An additional func-
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tionality was also added, allowing users to automatically create
hybridrefer- ence process models based on the Secure Tropos goal
models they have already built in the Security Requirements view
of the tool. To create that functional- ity, the transformation steps,
as presented in Section 3.4.1, were implemented as algorithms
developed in Java, which scanned the created Security Require-
ments view model and transformed the appropriate concepts into
their hybrid reference process model counterparts. The complete
transformation process was also bun- dledinto a single toolcom-
mandwhich, when selected, automatically updatesthe structure of
the hybrid reference process model according to the structure of
the goal model of the Security Requirements view.

Therefore, the extended prototype of the SecTro tool fully auto-
mates the model transformation required for the application of our
framework. Thus, a user can create a Secure Tropos goal model at
the Security Requirements view of the tool by applying the Goal
Modelling component of the framework and then automatically
create a hybrid reference process model by selecting the transfor-
mation command introduced into the tool without the need of any
additional manual input.

Prioritisation and Reasoning Tool Support

CGM-Tool3 supports modeling and reasoning on Constraint Goal
Models. It is a freely distributed CASE tool which encodes con-
straint goal models using the OptiMathSAT satisfiability solver
[130]. Its functionalities include a graphical editor for the creation
of constraint goal models, automated model consistency analysis
and automated reasoning functionalities by encoding the model
into an SMT formula which is solvable by OptiMathSAT. The
CGM-Tool is selected due to its ability to support the application
of the Decision Support component of the presented framework
as it allows the definition of multiple variables (e.g., risk mitiga-
tion, cost, performance) that can be associated with nodes of the
goal model (e.g., security mechanisms) and the definition of linear
equations composed by such variables that can be optimised. This
is done with the use of a scalable external reasoner, OptiMathSAT,
which is invoked by the tool to identify optimal solutions for the
linear equations over the modelled CGMs.

Therefore, a user can apply the Decision Support component by
reconstructing the Secure Tropos goal model at the graphical edi-
tor of the CGM-Tool. Next, the variables associated with the selec-
tion of the security mechanisms (e.g., threat mitigation, constraint
coverage, cost) can be defined and instantiated for each nodetha-
trepresents a security mechanismfromthe same graphicaleditor.
Next, the optimisation scenarios can be created by defining and
instantiating global variables within the created goal model (e.g.,
ResidualRisk < 50%). Such global variables can also be prioritised
by the user interface of the CGM-Tool and a model composition
that satisfies them can be automatically generatedby selecting the
“Generate” command. Once the optimisation solver completes
its execution on the background, the selected nodes (i.e., security
mechanisms) are highlighted in the graphical editor and the final

values of the global variables are presented to the user.

Business Process Modelling Editor

A wide range of business process modelling editors, support-
ing BPMN 2.0, are freely available to users. For the purposes of
this work, the ARIS Express mod- ellingplatform4 hasbeenused
to supportthe Business Process Modellingcompo- nent due to its
ease-of-use and comprehensive support of the BPMN 2.0 mod-
elling language. The Aris Express platform provides a graphical
editor which fully sup- ports the creation of BPMN 2.0 business
process models. The security process patterns, developed as part
of the Business Process Modelling component of our framework
(see Section 3.5.1), have been modelled using this tool and are
avail- able as templates [5]. Moreover, all BPMN 2.0 business pro-
cess models included in this work have been modelled using this
platform.

The application of the Business Process Modelling component of
the presented framework can be fully accommodated by ARIS Ex-
press. A user can recreate the hybrid reference process model using
the graphical editor provided by the tool and introduce the appro-
priate security process pattern from the provided pattern templates.
Each pattern can be manually instantiated to reflect the selected
security mechanism and integrated to the constructed business
process model. Finally, the user has to manually create the con-
trol flow of the process by connecting activities, creating message
exchanges and introducing gateways and events, according to the
syntax of BPMN 2.0 which is enforced by the ARIS Express tool.

Chapter 4

Evaluation

The developed framework has been evaluated throughout its de-
velopment follow- ing an iterative “build and evaluate” approach.
The development of a prototype of each framework component
has been followed by its application to at least one real-life case
study as a proof of concept. Such proof of concept applica- tions,
presented in Section 4.1, facilitated the incremental refinement of
each component beforeitsintegrationwithintheoverallframework.
Additionally, the security process patterns of the Business Process
Modelling component were also evaluated via a workshop-based
modelling exercise to assess their usability and comprehensibil-
ity, as presented in Section 4.2. The additional evaluation effort
for that component was undertaken since it was developed from
scratch as part of the current research project and as such, no pre-
vious attempt for its evalua- tion had been performed. Finally, at
the later stages of the research project a large-scale evaluation of
the overall framework was performed via a case study, presented
in Section 4.3. An e-government system was selected and the dev-
el- oped framework was applied, in close cooperation with system
stakeholders, for the development of a secure business process.
Both quantitative and qualitative insights from the large-scale
framework application through the case study were collected via
previously defined metrics and stakeholder interviews. The rest of
this chapter presents the different evaluation efforts undertaken as
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part of this research project and concludes with discussion regard-
ing the lessons learned from such attempts.

Proof of Concept Applications

A number of proof of concept applications of the framework’s
components have been performed through the publications (see
Section 1.6) produced during this researchproject. These publica-
tions presenttheevaluation of prototypes of indi- vidual framework
components through their application in small-scale examples.
These proof of concept applications facilitated the identification
of limitations which led to gradual refinements of the studied com-
ponents. An overview of the small scale evaluation of the frame-
work’s components will be provided in the rest of the section while
a discussion for the overall lessons learned will follow in Section
4.4.

An initial version of the model transformation process, which in-
volves the Goal Modelling, Model Transformation and Business
Process Modelling components was introduced in [8]. A fragment
of the e-Prescription system was used to illustrate its functionality
which was mainly focused in theapplication of an early version of
the transformation steps. The same components were also applied
in the context of legacy business processes in [9], where the trans-
formation steps were utilised to produce an updated and secure
version of the business processes supporting a personal financial
application. Through those initial proof of con- cepts applications,
focusing on the transition between goal and business process mod-
els, thetransformationstepswereincrementally refined andlater uti-
lisedin the context of software product lines in [37], where the
process model produced by the transformation of a Secure Tropos
goal model was used as the main input for extracting variable, run-
time service configurations for a water management system. The
same version of the model transformation process was also includ-
ed in [38], where the produced business process model was used
as the input for a framework that produced secure, cloud-based
system used by a University for conducting graduate surveys.

The collection of security processpatterns used by the Business
Process Mod- elling component, presented in Section 3.5.1, was
introduced in the work pre- sented in [40]. An initial version of
the security process patterns was presented and applied to the
e-Prescription system example. Additionally, the introduced set of
patterns was evaluated via a workshop modelling session, as part
of this work, as discussed in Section 4.2. The feedback received
fromthis work led to the further refinement of the patterns, fol-
lowed by a second round of workshop-based evaluation to further
solidify our findings, as presented in [44]. The Decision Support-
componentwasfirstintroduced in[43] andapplied in the e-Prescrip-
tion system example. The same work was later extended to in-
clude a refined version of the risk calculation formulas in [45].
Finally, the Security Verification compo- nent was introduced in
[41] where it was also applied in a simplified version of a public
swimming pool administration system. As a result of this applica-
tion the verification algorithms were further refined to the version

presented in this work (see Section 3.6).

While the proof of concept applications of the different compo-
nents, performed through the above publications, do not constitute
a large-scale and exhaustive evaluation, they provided useful in-
sights for the further development of the overall framework. The
lessons learned from each of the above works facilitated the further
refinement of individual aspects of the framework, before it was
evaluated as a whole through a large-scale case study (see Section
4.3). Moreover, these small-scale applications of the framework
proved its ability to provide meaningful support and analysis ca-
pabilities in a diverse range of real life contexts. Finally, the com-
bination of the developed framework with works in the areas of
software product lines and cloud-based systems, highlighted its
flexibility, as it was able to produce useful artefacts that were used
as input for the application of other specialised approaches.

Workshop-based Modelling Exercise

A workshop-based modelling exercise was conducted for the
evaluation of the newly developed security process paterns (see
Section 3.5.1). More specifically, theexerciseaimed to i) evalua-
tetheperceivedunderstandability and ease-of-use of the proposed
security process patterns and ii) compare their implementation to
ad-hoc security integration in business process models.

Exercise Setup

Overall, thirty(30) post graduate students (MSc and PhD level)
from two different universities(i.e., University of Brighton, UK
and Pantheon-Sorbonne University, France), in the areas of infor-
mation systems design and information security, participated in
two separate supervised workshop sessions, each with a duration
of approximately thirty minutes.

A brief introduction to familiarise the participants with business
process mod- elling concepts and BPMN diagrams was provided
at the beginning of each session. Next, a brief business process
model, shown in Fig. 4.1, was presented to the participants.
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Figure 4.1: Business Process Model of Evaluation Experiment

During the first scenario, the participants were asked to redesign
the provided process model by introducing any activities they con-
sidered necessary, in an ad- hoc manner, in order to satisfy the
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authentication constraint “Only registered medical practitioners
can create a new prescription”. Only after the first scenario was
completed, the participants were presented with the authentica-
tion pattern, as introduced in Fig. 3.17. For the completion of the
second scenario, they were asked to instantiate and introduce the
pattern to the business process model of Fig. 4.1, in order to, once
again, satisfy the same security constraint.

Exercise Results

After both parts of the exercise were completed, a short question-
naire was dis- tributed in order to capturethe opinions of thepar-
ticipants regarding their expe- rience. The questionnaire entries
were phrased as statements accompanied by a 5-point Likertscale,
rangingfromstronglydisagree to stronglyagree, fromwhich the
responders selected the option best reflecting their opinion. The
statements provided to the participants were the following:

*  “I found it difficult to identify whichactivities I needed to add
to theprocess model (Fig. 4.1) in Scenario 1.”

*  “Ifound it easier to create a business process model in Scenar-
io 2 than in Scenario 1.”

*  “Thecontentsandstructure of thebusinessprocesspattern (Fig.
3.17) were easy to understand.”

«  “I found it easy to integrate the business process pattern into
the business process of Fig. 4.1.”

At the end of the questionnaire form there was also the option of
providing free- form comments and remarks [1].

The participants’ responses to the above statements are sum-
marised as fol- lows:

* 10 outof 30 (33%) either agreed (9) or strongly agreed (1) that
it was difficult to identify the security related activities needed
to be added in the process, in an ad-hoc manner.

e 15 out of 30 (50%) either agreed (10) or strongly agreed (5)
that it easier to create a secure business process model using
the provided process pattern compared to the ad-hoc security
implementation.

* 20 out of 30 (66%) either agreed (15) or strongly agreed (5)
that the pro- vided process pattern was easy to understand,

* 18 out of 30 (60%) either agreed (13) or strongly agreed (5)
that the pro- videdprocesspattern was easy to integrate to the-
providedbusinessprocess model.

The modelling exerciseallowed us to get an indication of theper-
ceivedusabil- ity and understandability of the proposed process
patterns. It also indicated that such patterns are a preferable al-
ternative to ad-hoc approaches, thereby confirm- ing the literature
consensus that patterns provide more structure and guidance to
process designers. Another insight gained from this modelling ex-
ercise was that even non-experts in the area of information security
were able to sensibly make use of the provided patterns in order
to create consistent models within a reasonable timeframe. This
indication is also aligned with literature findings, suggesting that

patterns facilitate reusability and model consistency while also re-
ducing the overhead for process designers in terms of time and
prerequisite domain knowledge.

Threats to Validity

The main threat to the validity of the workshop-based evaluation
of the security process patterns is concerned with the generalis-
ability of the modelling exercise’s results. Since the participants
only worked with a small subset of the proposed patterns and a
simple process model the generalisability of the workshop’s con-
clusions is limited. Another aspect that has to be considered is the
potentialof bias introduced by learning effects, since the partici-
pants familiarised themselves with the process model of Fig. 4.1
during the first scenario, thus, potentially making it easier for them
to apply the pattern in the same model during the second scenario.
Other threats to validity include the diverse backgrounds of the
participants, since their information security and business process
modelling experience varied, while also English was not the native
language of a number of participants. Nonetheless, to minimize
the effects of such factors, the work- shop sessions, during which
the exercise was performed, were supervised and any participant
enquiries regarding the modelling exercise were answered.

Case Study

Case studies constitute a common approach for empirical evalu-
ation in the field of information systems research [33]. The ob-
jective of the case study presented in this chapter is to identify
whether the use of the developed framework is able to facilitate
the creation of secure business process designs that describe a
real- life, large scale information system. Even though individual
components of the framework havealready been applied at small
scale examples throughout the de- velopment process (see Section
4.1), a large scale empirical evaluation will provide us with unique
insights regarding its overall applicability and effectiveness.

Case Study Process
According to [34] the process for designing and executing a case
study involves five basic steps.

1. Case Study Design, where objectives are defined and the case
study is planned. In this case the overall objective of the case study
is to iden- tify whether the developed framework is able to produce
secure business process designs when applied to a real life infor-
mation system. The se- lectedsystemandthe stakeholdersinvolved
in thiscasestudy are discussed in the next section.

2. Preparation for Data Collection, where the data collection pro-
cedures are defined. In our case data is collected during the appli-
cation of the frame- work’s component to the studied system. This
is performed in close cooperation with some of the system’s stake-
holders following a specific set of steps for the application of the
developed framework. In addition to that, a number of quantitative
metrics are also defined to provide us with con- clusions regarding
the framework’s effectiveness, as presented in the next section.
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3. Collecting Evidence, where data is collected from the studied
system during theexecution of thecasestudy. Forthepurposes of
thecasestudy presented in this work, this step involves the appli-
cation of our framework to the studied system for the creation of
different system models, as presented in Section 4.3.3.

4. Analysis of Collected Data, where the data is analysed for the
extraction of conclusions. In this case study this step includes a
qualitative evaluation of the framework’s application through a
semi-structured interview with the involved stakeholders, as well
as the evaluation of certain quantitative metrics.

5. Reporting, where the results of the case study are summarised
in order to drawconclusions. In our case, thereporting consists of
a brief discussion of the main points raised by the stakeholders
during their exit interview and the results of the metrics evalua-
tion, as presented in Section 4.3.4.

Case Study Settings and Design

The case study selected for the application of the developed frame-
work involves an e-government system of the Municipality of
Athens, Greece. More specifically, the selected system is used for
the administration of swimming pool facilities used by Athenian
citizens and has been a part of the VisiOn 2 European project, in
which the lead supervisor of this work participated. The author
was not a part of the project but gained access to some of its par-
ticipants and deliverables towards the later stages of the project for
the purposes of this case study.

The case study was developed and performed in close cooperation
with two analysts of DAEM S.A,3 the organisation in charge of
developing all information systems for the municipality of Athens.
Both of them were experts in system analysis and design, while
one of them was also a security expert. Both of them were fa-
miliar with goal modelling, security requirement elicitation with
Secure Tropos and process design using BPMN due to their pre-
vious participation at the VisiOn project. The communication of
the stakeholders with the author initiated during June of 2017 and
regular teleconferences were performed until the completion of the
case study in September of the same year. Since the case study
participants were also occupied in other professional engagements
during that period, the teleconferences were held twice or three
times per month with some attended only by one of the two par-
ticipants, with the exception of Au- gust when no meeting was
held. Supplementary communication was performed via email in
order to exchange information, answer short questions and arrange
further teleconferences. A semi-structured interview was held af-
ter the end of the case study, in October of 2017, to document the
experiences and insights of the participants. The deliverables pro-
duced in collaboration with the case study participants throughout
the application of each step of the proposed framework are avail-
able as supplementary material in the Appendix section at the end
of the document. The rest of this section presents only the final
deliverables of each step.

The steps followed in order to elicit information about the system
and apply the framework steps during the course of the case study,
are as follows:

1. An initial discussion was held with the stakeholders to pro-
vide them with a high-level overview of the framework, ex-
plain the goals of the case study and initiate communications.

2. A description of the studied system is provided by the stake-
holders via teleconferencing, providing details about the par-
ticipants of the system, their main goals and their interdepen-
dencies.

3. Aninitial draft version of a Secure Tropos goal model is creat-
ed andsub- mitted to the stakeholders for feedback.

4. The goal model is refined according to the received feedback,
until an accurate system representation is captured, as per the
stakeholders’ instructions.

5. The security requirements of the system are elicited after com-
munication with the stakeholders, threats and security mech-
anisms are identified in coordination with the security expert
and the Secure Tropos goal model is updated accordingly.

6. The decision support process is performed with the stakehold-
ers via tele- conferencing, the security expert assists in the
quantification of the different parameters while the system
analyst is in charge of selecting the final secu- rity implemen-
tation scenario.

7. The transformation of the final Secure Tropos goal model to a
hybrid refer- ence process model is automatically performed
by the SecTro CASE tool.

8. The refinement of the hybrid reference process model to a
complete business process model is performed in cooperation
with the system analyst via teleconferencing. After some iter-
ations a final business process model is created and presented
to both stakeholders for their approval.

9. The security properties of the created business process model
are verified by the application of the verification algorithms.
The verification results are presented to the stakeholders.

10. Final adjustments are made to the business process model in
order to suc- cessfully pass the security verification process.

The data collected through the use of the framework was then ana-
lysed both qualitatively and quantitatively. The exit interview with
the involved stake- holders of DAEM provided us with qualitative
insights regarding the perceived applicability and effectiveness of
the framework. Additionally, a series valuesfor metrics were cal-
culated to provide quantitative insights regarding the framework’s
performance in this case study.

Morespecifically, thequantitative metrics, whichwill be calculat-
ed at theend of thecasestudy, willmeasuretheconformance of the-
producedbusinessprocess model to the specifications of the initial
goal model. In more detail, the specified metrics are the following:

* Functional Conformance will be used to evaluate the function-
al elements of the goal model which have been also captured in
the final business process model. More specifically the maximum
functional conformance will be achieved if (i) each actor of the
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goal model is captured by at least one lane in the business pro-
cess, (ii) all goals of each actor are operationalised by ac- tivi-
tieswithinitscorresponding lane, and(iii) allresources of each-
actorare captured by data objects within its corresponding lane.
Such measurements willprovide an indication of theconformance
of theproducedbusinesspro- cess model to the goal model, which
contains the information initially used to identify the structure of
the system.

* Security Conformance will be used to evaluate the security-relat-
ed informa- tion elicited at the goal model which was also oper-
ationalised at the final business process model. More specifically,
the metric will take into account (i) whether each of thesecurity
constraints elicitedfor each actor of thegoal model was operation-
alised in the actor’s corresponding lane, (ii) whether all of the ac-
tors’ security-constrained elements (i.e., goals, plans, resources)
werealsomodelled as securedelements(i.e., activities, dataobjects)
within the actor’s corresponding lane, and (iii) the amount of secu-
rity constraints that were successfully verified at the first iteration
of the business process model. The above comparisons will reveal
the conformance of the final business process model to the securi-
ty-related aspects elicited at the initial goal model.

The quantitative metrics defined above will help us evaluate how
well the proposed framework deals with transferring information
between the different levels of abstraction. If the business process
model, produced as a result of the application of the model trans-
formation process, conforms to the structural and security-related
information captured at the goal model level, then we can assume
that the framework can reliably transfer relevant information from
the organisational to the operational level of abstraction. Other
metrics could be considered to evaluate relevant aspects of the
produced business process model (e.g., complexity, size) but sin-
cethestudiedsystem is yet to be implementedthere is no baseline
to compare them against. Thus, the information that could result
from such metrics would offer no meaningful conclusions in the
context of this case study. Nonetheless, as discussed in Section 5.3,
in future research attempts, if theframework is evaluatedusing a
legacyinformationsystem, suchmetricscan be used to compare the
business process produced as a result of the framework’s applica-
tion against an existing baseline. Therefore, for the purposes of

the case study presented in the rest of this chapter we will use the
quantitative metrics discussed above to evaluate the completeness
of the model transformation process and the qualitative feedback
provided by the involved system stakeholders to extract further
insights regarding other aspects of the proposed framework (e.g.,
ease-of-use, understandability).

Framework Application

Over the rest of this section, the application of our framework to
the swimming pool administration system will be described in full
detail, along with the pro- duced intermediate and final modelling
outputs.

System Description

The Swimming Pool Administration (SPA) system aims to sup-
port the registra- tion of Athenian Citizens to municipal swimming
pool facilities. In order for a citizen to complete the registration
process a number of documents have to be issued by different enti-
ties. A local clinic has to issue a medical certificate after examining
the citizen. The issued certificate is then forwarded by the clinic to
the Municipality of Athens Citizen Support (MACS) information
system. The MACS system is accessible by registered Athenian
citizens and allows the stor- age, issuing and distribution of citi-
zen certificates to different municipal agencies. Using the MACS
system, a citizen can issue a birth and residency certificate, which,
bundled with the medical certificate, can be forwarded to the
Sports Fa- cility Information system for the registration process to
begin. An administrator of the sportsfacilities manually checksthe
validity of the received certificates and authorises the creation of
a citizen account in the sports facilities’ information system. Once
the registration is completed, a badge is issued and delivered to the
citizen, which can be used for accessing the sports facilities.

Security Requirements Elicitation

The security requirements of the SPA system, as presented in Tab.
4.1 Were elicited in the form of sets of security constraints and
security objectives, as identified by the system’s stakeholders and
captured in collaboration with the experts of DAEM. All the re-
sulting Secure Tropos modelling views were created using the
SecTro* CASE tool.
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Table 4.1: Security requirements of the Swimming Pool Administration System

Security Constraint Security Objective Affected System Elements

Citizen data shall remain confidential Confidentiality AMKA, Bank Account Details

Medical certificate contents shall remain confidential Medical Certificate

Certificate contents shall not be be disclosed during transfer Citizen Certificate Certified Copies

Certificate copies shall not be modified after issuing Integrity Medical Certificate, Citizen Certificate Certified Copies
Certificate copies shall not be modified Citizen Certificate Certified Copies

Request shall originate only from authorised users Authorisation Receive request for certificates

Personal data shall be accessed only by authorised citizens Retrieve citizen data

Citizen info shall be handled only by authorised personnel Registration Approval Form, Bank Account Details

For each of the identified constraints, the security expert of DAEM
initially proposed a high-level type of security mechanisms (e.g.,
Encryption, File Verifi- cation). Next, after some further refine-
ment, alternatives in the form of specific security mechanisms
were identified for each of the types of security mechanisms (e.g.,
HTTPS or Private VPN for Encryption). The final Security Re-
quirements view diagram of Secure Tropos, containing all actors,
their goals, resources and in- terdependencies as well as these cu-
rity related concepts(i.e., security constraints and mechanisms) for
the SPA system are illustrated in Fig. 4.2, while early draft ver-
sions of the same diagram are included in the Appendix section.

In addition to the security constraint and mechanism identification,
threats were also identified during the security analysis. More spe-
cifically, in cooperation with the security expert, three threats were
identified (i.e., Man-in-the-Middle, Data Tampering and Account
Hijacking) and connected to the elements of the system they can
impact. Using the Security Attacks view of Secure Tropos, we were
able to further analyse each threat and identify its attack methods
and con- nect security mechanisms with the system vulnerabilities
they protect against. The Security Attacks view diagrams in Figs.
4.3,4.4 and 4.5 illustrate that analysis.

Figure 4.2: Security Requirements view model of the SPA system
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Figure 4.3: Security Attacks view model of threat T1 of SPAsys-
tem

Figure 4.4: Security Attacks view model of threat T2 of SPA sys-
tem
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Figure 4.5: Security Attacks view model of threat T3 of SPA sys-
tem

Decision Support Process

In order to select, the security mechanisms that will be operation-
alised at the final business process model, the decision support
process was performed in co- operation with the system analyst
and security expert of DAEM. The CGMS5 CASE tool, which uti-
lises the OptiMathSAT satisfiability solver was utilised for sup-
porting the whole process.

First, theparametersaccording to which the mechanism selection
will be performed were identified by the system analyst. In ad-

dition to the standard security and risk related parameters(i.e.,
security constraint satisfaction and risk mitiga- tion), we also
included the implementation cost and performance as additional
non-functional parameters. Next in cooperation with the security
expert values were assigned for the impact and likelihood of each
threat’s vulnerabilities us- ing AHP. More specifically, an accurate
ranking of the vulnerabilities’ impacts and likelihoods was created
by consulting various online resources (e.g., CVE6, CVSS7), in
cooperation with the security expert of DAEM. Next, following
a sim- ilar process, constraint coverage, vulnerability mitigation,
cost and performance coverage values were assigned to each of the
identified security mechanisms.

Since all parameters were defined and all mechanisms instantiated
with val- ues, the next step required the definition of the optimis-
ation process. To provide a wider range of choices for the system
stakeholders, it was decided that different optimisationscenarioss-
hould be created. An overview of thevariablethresholds and pri-
orities for each scenario is provided in Tab. 4.2. In that table, the
RR(T ) values represent the residual risk of each identified threat,
the S values repre- sent the percentage of satisfaction of each se-
curity constraint and the Cost and Performance variables represent
the non-functional system goals.

Table 4.2: Overview of optimisation scenarios for the SPA sys-
tem

Variable Scenario 1 Scenario 2 Scenario 3
L — <50%][3] <33%[1] <50%][3]
Riry <50%[4] <33%[2] <50%[4]
Rirs <50%]5] <33%[3] <50%][5]
S, > 50%][6] > 50%][6] > 50%][6]
S > 50%][7] > 50%][7] > 50%][7]
Seon > 50%][8] > 50%]8] > 50%]8]
Cost min[1] min[4] min[2]
Perform. max[2] max/[5] max[1]

Superscripts next to variable values (e.g., [1], [2]) indi- cate their opti-
misation priority.

The resulting security mechanism combinations for each scenario
are presented in Tab. 4.3.

* The first scenario represents a system configuration where cost
reduction is the top priority, while a mid-level risk mitigation (i.e.,
residual risk is at least 50% less than the inherent) and security
constraint satisfaction are achieved.

» The second scenario is focused on risk reduction, therefore strict-
er thresh- olds are set for accepted risk (i.e., residual less than 33%
of inherent risk) and the residual risk values of each threat are set
as the top optimisation priority. The rest of the parameters havethe
same thresholds and priorities as in the first scenario.

« Finally, the third scenario represents a system configuration where
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perfor- mance maximisation is the top priority of the stakeholders.
The thresholds for accepted residual risks and security constraint
satisfaction are set at mid-level, similar to the first scenario.

The stakeholders of the SPA system selected the first optimisation
scenario, as the overall implementation cost was their most im-
portant concern and the risk reduction provided by that scenario
was deemed adequate for the specific system. Therefore, the se-
curity configuration described in the column “Scenario 1” of Tab.
4.3, will be implemented in the SPA system.

Table 4.3: Security configurations per scenario for the SPA sys-
tem

Scenario 1 Scenario 2 Scenario 3
Encryption HTTPS PrivateVPN HTTPS
Access Control Host IDS Host IDS Firewall
File Verif. Checksums Checksums Checksums
Identity Mgmt. SmartCard SmartCard Password

Cram

Model Transformation

To transition from the high level of system analysis provided
by the SPA sys- tem’s goal model to an operational level of ab-
straction, we applied the model transformation component of our
framework.

The model transformation component uses the security require-
ments view dia- gram of the system (see Fig. 4.2) as input and
creates the hybrid reference process model of Fig. 4.6 as output.
The transformation is automatically performed using the SecTro
CASE tool, so no additional input from the system’s stakeholders
was required. The hybrid reference process model, produced as the
output of this step, is the skeleton upon which the final business
process model describing the SPA system’s functionality, will be
built by applying the next components of the framework.
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Figure 4.6: Hybrid reference process model of the SPA system

J Eco Res & Rev, 2022

Volume 2 | Issue 3 | 305



Business Process Model Refinement

The BPMN 2.0 Collaboration diagram that describes the SPA
system was con- structed in close cooperation with the analysts
of DAEM. The automatically generated hybrid reference process
model allowed us to identify:

i) the basic structural characteristics of the process (lanes, activi-
ties, information objects),

ii) thetypes of security constraints andthe specificprocess element-
stheyrestrict and,

iii) the security mechanisms to be implemented to satisfy each
constraint. First, the business process design patterns, presented
in Section 3.5.1, were made available to the analysts. Next, we
matched each security constraint to its corresponding pattern. The

Integrity pat- tern (see Fig. will operationalise for instance the se-
curity constraint “Certificate copies shall not be modified after is-
suing” 3.20) which will be instantiated by the Checksum security
mecha- nism, as selected during the decision support process. The
instantiated patterns weremanually introducedintothebusinesspro-
cessdiagram, for eachconstraint activity or data object.

Next, a manual refinement of the process model was performed
which focused on introducing control flow elements, such as start
and end events, gateways, additional activities and message ex-
changes between lanes. After some iterations which are available
at the Appendix section, a final version of BPMN 2.0 collab-
oration diagram describing the functionality of the SPA system,
as presented in Fig. 4.7, was delivered to the system analysts of
DAEM for their final approval. The creation of the model was per-
formed using the Aris Express modelling tool.
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Figure 4.7: Business process model of the SPA system

Security Verification

The finalstep of the frame work application used the latest iteration
of the created business process model for the application of the se-
curity verification component. The business process model of Fig.
4.7, after being approved by the analystsof DAEM, was used as in-
put for the verification process. The relevant concepts of the model
(constraint activities, data objects and lanes) had their security- re-
lated attributes manually instantiated (e.g., source, target, owner),
as described in Section 3.6. A similar instantiation process also

took place for the security- implementingactivities, whichwerepre-
viously introduced into the model via the process design patterns.

Next the verification algorithms were executed for each constraint
activity and data object. The confidentiality verification algorithm
(see Algorithm 3) revealed non successful implementation of con-
fidentiality for the exchange of the AMKA data object between
the citizen and the MACS system, since no secure channel had
been established between the two lanes. The same issue was iden-
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tified for the exchange of the citizen’s Bank Account Details with
the Swimming pool information system. The confidentiality of the
exchange of the Medical Certificate between the Clinic and the
MACS system could also not be verified due to the lack of the
appropriate authorisation level of the MACS lane. The same issue
was identified during the application of the authorisation algorithm
(see Algorithm 2) for the “Receive request for certificates” and
“Retrieve Citizen Data” activities of the MACS system lane. The
source of both activities (Citizen lane) did not have theappropria-
teauthorisation level for their execution. The security propertiesof
the rest of the constraint elements of the business process model
were successfully verified.

After the execution of the verification algorithms an improved ver-

sion of the business process model was created. More specifically,
a confidentiality- implementing process fragment was added at
the citizen lane for its data ex- changes with the MACS lane and
another for the Swimming pool lane and an authorisation-imple-
menting process fragment was added at the MACS lane.

After such modifications, the algorithms that returned a false re-
sult in the previous stepwere, onceagain, executedfor therefined
version of themodel, this time verifying the security properties of
the model elements in question. Finally, the now security-verified
business process model, as presented in Fig. 4.8, was delivered to
the DAEM analysts and system stakeholders as the final output of
the framework’s application.
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Figure 4.8: Post-verification Business process model of the SPA system

Case Study Results

The insights gathered from the application of the framework to
the SPA system will be discussed in this section. First, quantita-
tive values will be calculated for the metrics introduced in Section
4.3.2, based on the intermediate and final out- puts of the frame-
work. Next, the exit interview of the involved stakeholders will be
summarised to extract some empirical conclusions regarding their
experience during the framework’s application.

Metrics Evaluation

The metrics specified in Section 4.3.2 for assessing the confor-
mance of the pro- duced business process model of the SPA system
to the initial requirements cap- tured in the goal model, will be
evaluated. The Security Requirements view of the Secure Tropos
goal model of the system included five (5) actors, all of which
were represented by the five (5) lanes in the final business process
model. The goals of each actor, as captured at the goal model lev-
el, were all successfully operationalised by the activities included
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in the corresponding lanes of the busi- ness process model. For
instance, the “Patient” actor included five (5) leaf-level nodes in
the goal model, three (3) of which were delegated to other system
actors for their achievement through dependency relationships. All
five (5) goals were operationalised by corresponding activities at
the business process level, either contained within the “Patient”
lane or within the lanes corresponding to the de- pendee actors.
Similarly, ten (10) unique resources were elicited at the system’s
goal model delegated between the different system actors. As a
result, thepro- ducedprocess modelcontained twelve(12) data ob-
jectswithsome duplicatedata objects resulting from the elicited re-
source delegations of the goal model.

Therefore, according to the Functional Conformance metric eval-
uation, the business process model was able maintain the totality
of the information intro- duced at the goal model level. As a re-
sult of the application of the transformation steps introduced by
the framework, a process model that conforms to the high level
structure of the system, as captured by organisational goal models
can be constructed. Thus, a goal model can provide a substantial
source of information regarding the contents of a business process
model.

Next, the metric related to the Security Conformance will be eval-
uated by comparing the security-related activities of the final busi-
ness process model to the security constraints elicited at the ini-
tial goal model. There were eight (8) different security constraints
identified for all five (5) system actors in the goal model of the
SPA system (see first column of Tab. 4.1). The produced busi- ness
process model included six (6) security-implementing activities
connected to elements within the five (5) lanes corresponding to
the system actors. Never- theless, some of the security-implement-
ing activities operationalised more than one security constraints,
therefore providing complete coverage of the identified security
requirements at the business process level. Next, seven (7) differ-
ent security-constraint elements were identified in the goal model
(see third column of Tab. 4.1), some of which being placed with-
in more than one actor containers and being constrained by more
than one constraints. As a result of delegated resources leading to
the creation of multiple copies of the same data object to different
process lanes, nine (9) security-constraint elements were identified
in the business process model, fully corresponding with their secu-
rity-constraint coun- terpart at the goal model level. Finally, from
the nine (9) security-constraint elements of the business process
model, six (6) were able to be verified by the application of the Se-
curity Verification component at the first iteration of the business
process model of Fig. 4.7.

Thus, according to the Security Conformance metric, the created
business process model was able to fully operationalise the se-
curity related aspects that were captured at the goal model level
and verify the majority of them. This highlights the ability of the
developed framework to successfully support the capturing and
transfer of security-related information across the different levels

of abstraction. In terms of security verification, thefirst iteration
of theproduced business process model was able to be successful-
ly verifiedfor themajority of the identified security constraints. In
conclusion, the above metrics highlight the ability of the frame-
work to use the security analysis at the goal model level and suc-
cessfully translate it to verifiable security implementations at the
business process level.

Stakeholders Interview

A short interview was performed with the participating DAEM
analysts to:

(i) capture their experiences regarding the design of the SPAbusi-
ness process using the developed framework and

(i1) identify what they perceived as its contributions and shortcom-
ings. The Goal Question Metric(GQM) template [147] was utilised
to structure each question of the interview as it allows us to spec-
ify: (i) the focus of the question, (ii) the objective of the question,

(iii) the variable measured, (iv) the subjects participating and (v)
the context of the question.

The first point of discussion was focused on the complexity and
understand ability of the modelling languages used by the frame-
work, as indicated by the GQM template of Tab. 4.4. The partic-
ipants noted that their familiarity with both Secure Tropos and
BPMN helped them to create and comprehend the mod- elling
outputs of the different steps of the framework. Despite the large
size and information density of the created models, the modelling
languages used were clearandeasilycomprehensibleand, since no
major extensionsweremade to any of them, the analysts could use
them without the need of further instructions.

Table 4.4: Goal-question-metric template for question 1 of
stakeholder interview.

Analyse the developed framework

for the purpose of quantitative evaluation

with respect to the perceived complexity and understandability of the
utilised modelling languages

from the point of view of the system designers and security expert

in the context of creating and understanding Secure Tropos and BPMN
2.0 models

As indicated by Tab. 4.5, the second interview question focused
on the experiences of the participants using the decision support
componenent. Regarding the application of the decision support
component for the selection of the se- curity mechanisms to be
implemented, the participating analyst commended its flexibility
but noticed that due to its complexity they required some guid-
ance for its comprehension and application. More specifically, the
ability of the compo- nent to allow the definition and prioritisation
of variables, which can capture a wide range of functional and
non-functional system characteristics, adds to the adaptability of
the mechanism selection process. The analysts also identified the

J Eco Res & Reyv, 2022

Volume 2 | Issue 3 | 308



ability to generate different prioritisation scenarios as a “very posi-
tive” feature of the component, as it provided them with flexibility
during decisionmaking. Nevertheless, the number of quantitative
values that needed to be instantiated and the specialised tool sup-
port required for the application of the decision support process
added to its complexity and required some guidance for its suc-
cessful application. The security expert, whose input was critical
for the application of that component, also indicated that some
further guidelines or resources for the identification of numerical
values for variables related to information secu- rity risks (e.g.,
likelihood, impact) would greatly improve the effectiveness of the
component. Nevertheless, he recognised that the subjectivity in-
volved in the identification of quantitative values for such aspects
is an inherent limitation of all risk management frameworks and
that the structured and organised approach provided by the devel-
oped component is a step towards the right direction.

Table 4.5: Goal-question-metric template for question 2 of
stakeholder interview

Analyse the developed framework

for the purpose of quantitative evaluation

with respect to the perceived complexity and applicability of
the Decision Support component

from the point of view of the system designers and security
expert

in the context of selecting the security mechanisms to be imple-
mented using the component

Next, regarding the output of the Model Transformation compo-
nent, as contextualised by the GQM template of Tab. 4.6, the an-
alysts indicated that the hybrid reference process model proved
to be a valuable artefact since it provided a solid baseline around
which the final business process model can be constructed. The
transformation of the goal model to the hybrid reference process
model was intuitive and, since it was automatically performed by
the same modellingtool that was used to construct the goal model,
was also effortless.

Table 4.6: Goal-question-metric template for question 3 of
stakeholder interview

Analyse the developed framework

for the purpose of quantitative evaluation

with respect to the perceived usefulness of the Model Transfor-
mation component

from the point of view of the system designers and security
expert

in the context of understanding and utilising the hybrid refer-
ence process model

As per the GQM template presented in Tab. 4.7, the process
patterns were also useful to the analysts since they provided a
structured and predefined way to implement the different types

of security constraints. They were also at an appropriate level of
abstraction which matched the abstraction level of the final busi-
ness process model. Some concerns regarding the patterns were
focused on their placement within the processmodel, which was
not alwaysobvious, and the additional complexity they introduced
to the final process model, which led to the analysts preferring to
introduce them as collapsed sub-processes to keep the model man-
ageable. Finally, when asked about the refinement required for the
creation of the final business process model, the analysts indicated
that it was not considered as a major endeavour since the hybrid
reference process model combined with the security patterns had
already solidified the larger part of the final process structure.

Table 4.7: Goal-question-metric template for question 4 of
stakeholder interview

Analyse the developed framework

for the purpose of quantitative evaluation

with respect to the perceived usability and complexity of the
Business Process Modelling component

from the point of view of the system designers and security
expert

in the context of refining the hybrid reference process model to
a complete business process model

Since the application of the verification component did not involve
the analysts of DAEM, theircommentsweremainlyfocused on the-
outcome of theverification process as indicated by the GQM tem-
plate in Tab. 4.8. They indicated that it was “very important” that
the verification process was able to identify, not only the existence
of violations of security properties, but also their exact location
within the process, as well as what is required for them to be fixed.
They also noted that the integration of the security verification
component to a business process modelling tool would be of great
benefit in terms of ease-of-use and real- life applicability.

The interview with the involved analysts concluded with some fi-
nal remarks regarding their overall experience with the usage of
the developed framework. They indicated that the produced busi-
ness process model will be “a very useful” artefact for the fur-
ther development of the SPA system, since it was the output of a
structured and, at large parts, quantitative process which will allow
them to provide justification regarding design choices to the sys-
tem’s stakeholders. They also noted that the connection between
high level goals and operational level processes is an important
contribution resulting from the application of the framework, as
it promotes alignment between strategy and operations. They in-
dicated that the overall application of the process can be, at times,
demanding in terms of time and complexity, but the available tool
support can helpreduce that overhead.
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Table 4.8: Goal-question-metric template for question 5 of
stakeholder interview

Analyse the developed framework

for the purpose of quantitative evaluation

with respect to the perceivedusefulness of the Security Verifi-
cation component

from the point of view of the system designers and security
expert

in the context of understanding and utilising the output of the
security verification process

Threats to Validity

The case study performed to evaluate the framework proposed in
this work in- volvedtwoparticipantsfromtheorganisation in charge
of developing thestudied system. The participants were selected
due to their relevant background (i.e., information security and
system modelling) and their knowledge of the studied system.
Nevertheless, the generalisability of the outcomes of the specif-
ic case study can be considered limited due to the involvement
of a small number of stakeholders using the proposed framework
and its application to a single real- life information system. The
limited generalisability issue was partially mitigated by the pre-
vious smaller scale applications of the framework, as described in
Sec- tion 4.1, the findings of which were in accordance with the
outcomes of the large scale case study presented in this section.
Furthermore, the detailed design and protocol of the case study,
as presented in the beginning of this section, can fa- cilitate its
replication in other large scale information systems in future work
to further solidify our findings.

The involvement of the author throughout the application of the
proposed framework during the presented case study can also in-
troduce bias to the pro- cess. In order to reduce such effect, the
participation of the author was limited to providing an overview
of each framework component prior to its application by the case
study participants and address any of their inquiries during the pro-
cess. After the completion of each step the participants and the
author communicated to discuss their experience and identify po-
tential aspects of the deliverables in need of further refinement.
The only exception to the above process was the ap- plication of
the Security Verification component, which wasthe final compo-
nent of the framework to be developed and tested. The Security
Verification com- ponent, which was developed in the later stages
of this research project, is not currently supported by a software
tool and was, therefore, manually applied to the business process
model produced by the case study by the author. Nonethe- less, the
results of the component’s application were presented to the case
study participants and their implications towards the final deliver-
able were thoroughly discussed with them.

Finally, eventhoughsomequantitativemetricswereidentifiedfor the-
evalua- tion of the results of the case study, the majority of the in-
sights originated from the interviewing the case study participants

and, therefore, were qualitative in nature. While the quantitative
metrics were able to capture the conceptual and security-related
completeness of the produced artefacts, they were not able to pro-
vide any further indication of their quality as there was no pre-
vious baseline to compare them against. Thus, the opinions and
experiences of the involved system stakeholders, while potentially
subjective, were the main source for the evaluation of the proposed
framework’s application to the studied system. To mitigate such is-
sues in future work, researchers could identify legacy information
systems which can be redesigned using the proposed framework
and compare their new design with the previous baseline. Alter-
natively, if a similar approach for the design of secure business
processes is identified in future literature, it can be applied to the
same system selected for our case study and have the results of
both applications compared in a quantitative way.

Lessons Learned

The different evaluation activities, presented in this chapter, facil-
itated the re- finement of the developed framework to its current
state. The proof of concept applications of parts of the framework,
performed in the earlier stages of this research project, provided
valuable insights which led to the improvement of each component
in an iterative manner. Next, the case study, which constituted the
last step of the framework’s evaluation process, facilitated the cre-
ation of the final version of the different framework components.
This was due to the nature of the selected system, as it allowed us
to observe the application of the different framework components
in a relatively large-scale and complex real life scenario and thus,
identify potential shortcomings.

In further detail, several versions of the transformation steps,
which is the central artefact of the Model Transformation compo-
nent, have been produced throughout the lifecycle of the current
research project, as presented in [8], [9], [37], [38]. The final ver-
sion, as described in Section 3.4.1, includes the trans- formation
of only leaf-level goals and plans to process activities, as opposed
to earlier versions which transformed all goals and plans to pro-
cess activities. The decision to only transform leaf-level nodes was
reached in order to reduce the complexity of the process model
by minimising the number of nested activities (i.e., tasks and/or
sub-processes nested within higher level sub-processes). This ver-
sion of thetransformationrules was implemented by theextended
SecTrotool (see Section 3.7) in order to automate the model trans-
formation process. There- fore, it facilitated the creation of man-
ageable process models, especially when dealing with large scale
systems, as was the case for the SPA system of thecase study.

Regarding the Decision Support component, when first concep-
tualised, the evaluation of impact and likelihood values for the
identified threats was per- formed in an ad-hoc manner. That pro-
cess entailed the instantiation of values for thevariables involved
in the riskcalculation from a continuous zero(0) to one (1) scale
and was left at the complete discretion of a security expert. During
the refinement of that component, AHP was selected for the as-
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signment of impact and likelihood values, as it allows theranking
of theidentified vulnerabilities rel- ative to each other, therefore
reducing the subjectivity and arbitrariness of the value assignment
process. Thus, AHP provides a more applicable and intuitive struc-
ture to support decision making and, as a result, is a popular choice
among practitioners[148]. Thatdecisionshapedthefinalversion of
thedecisionsupport component, as introduced in [43] and Section
3.3. The same version of the com- ponent was also used during the
case study and provided useful support to guide the selection of
the final security composition of the SPA system by the involved
stakeholders.

A similar refinement process was followed for the security pro-
cess patterns, which are used for theintegration and instantiation
of security countermeasures during the application of the Business
Process Modelling component. The earliest version of such pat-
terns, as introduced in [40], could only be applied to process lanes
existing within the same pool. The latest version of the patterns,
as presented in [44] and Section 3.5.1, were extended to include
message exchanges across process lanes, allowing them to be ap-
plicable in a broader range of scenar- ios, where the participating
lanes do not belong in the same pool. As a result, the latest version
of the process patterns could be easily integrated within the busi-
ness process model of the SPA system used in the final case study.

The Security Verification component, introduced in [41], was ini-
tially only able to verifythesecurityproperties of processmodels-
withlanescontainedwithinthe same process pool where the process
flow was continuous across different lanes (i.c., one start and one
end point). When applied to the SPA system during the case study,
it was initially not able to handle the independent control flows of
each lane and the message exchanges used for cross-lane commu-
nications. As a result, the attributes used to capture the structure
of the control flow had to be adjustedandtheverificationalgorithm-
hadto be modified, inordertosupportthe verification of the security
properties of larger and more complex process models. Such re-
finement, initiated as a result of the large-scale case study, created
the final version of the Security Verification component, as pre-
sented in Section 3.6.

Chapter 5

Conclusion

In this work we presented a framework for the design of secure
business pro- cess models originating from high-level organisa-
tional goal models. The pro- posed framework is comprised of
different components with varying functional- ities which, when
applied in sequence, are able to produce a complete business pro-
cess model, compliant with high-level security requirements. The
developed framework demonstrated potential when applied to a
e-governance system under development as it provided a struc-
tured sequence of steps, which led to the de- velopment of a se-
curebusinessprocessmodelthatdescribedone of theprocesses which
will be executed by the studied system, upon its implementation.

As the first step to the framework’s application, the Goal Mod-

elling compo- nent is used to capture the organisational level of
abstraction of the system to-be, using the Secure Tropos goal-ori-
ented requirements engineering framework. Af- ter the initial se-
curity requirements, threats and security mechanisms havebeen
elicited and captured on the organisational goal model, the De-
cision Support component is utilised for the selection of the most
fitting security mechanism combinations, which will be oper-
ationalised in the final business process model. The application
of that component allows the system’s stakeholders to define the
evaluation criteria they consider most important and, based on
their input, it au- tomatically evaluates all of the alternative secu-
rity implementing configurations to identify the optimal solution.
Next, the Model Transformation component of the framework is
utilised for transitioning to the operational level of abstraction.
The centrepiece of the model transformation component is the hy-
brid reference process model, which is created using a series of
transformation rules, in order to transfertheinformationincluded in
theinitialgoalmodel to thebusinessprocess level of abstraction. As
a result, thehybridreferenceprocessmodelusesconcepts from both
the Secure Tropos modelling language and BPMN 2.0, which is
the most established business process modelling standard, in order
to create a mid- way process reference model that captures both
functional and security related aspects of the system to-be. The hy-
brid reference model along with the opti- mal security mechanism
configurations areused as input to the Business Process Modelling
component, which uses a set of security process design patterns to
in- tegrate security-implementing activities in the business process
skeleton created by the transformation of the goal model. After
some manual refinement a BPMN 2.0, secure business process
model is created from the the hybrid reference pro- cess model,
enhanced by the instantiated process patterns. Finally, the Security
Verification component utilises the created business process model
as input in order to verify its adherence to the elicited security re-
quirements, using a set of security verification algorithms.

As a result of the application of the proposed framework, the
stakeholder elaboration of the system to-be, which is performed
on a highly abstract level and is mainly influenced by organisa-
tional aspects and strategic objectives, is transformedinto an op-
erational level businessprocessmodel, able to capturethe sequence
of activities required for achievement of such organisational ob-
jectives. The transitionbetweensystemmodels of different levels
of abstractionallows the shift from a high- to a low-level view of
the system without information loss, due to the explicit mappings
between the concepts belonging to different abstraction levels. An-
other important aspect is the ability of the framework’s artefacts to
capture a widerange of alternative systemconfigurations in terms
of security and support the selection of the one best-fitting to the
system stakeholders’ needs. Thus, an alternate business process
configuration can be produced without the need to apply the whole
design process from scratch, when contextual changes in the sys-
tem’s environmentoccur. Moreover, theintroduction of a securi-
typrocess pattern library providesfurther structure to theprocess of
security integrationat the operational level of abstraction, reducing
the overhead required in terms of security-related expertise and
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effort by the process designers. Finally, the secu- rity properties
of the produced business process design can be explicitly verified
through the application of the developed verification algorithms,
thus providing further assurance of the alignment of the final
framework’s output to the organi- sational level security require-
ments. Therefore, the proposed framework provides a flexible and
structured approach towards the design and verification of secure
business process models which are aligned with high-level organi-
sational strategy and comply with the functional and non-function-
al constraints of the system’s environment.

The capabilities of the presented framework make it a beneficial
instrument for system and business process designers in need of
producing secure business processmodels. Itsprerequisites interms
of knowledgearelimitedtothebasicsof goal-oriented requirements
engineering, business process modelling and high-level informa-
tion security concepts. The involvement of information security
experts can further refine the output of the framework’s applica-
tion as some of their input is important for the elicitation of se-
curity constraints, threats and coun- termeasures. As already dis-
cussed, the framework is geared towards supporting the design
phases of the business process management lifecycle. Therefore,
its contributionconcludesupontheproductionandverification of a
securebusiness process model. Nevertheless, a business process
model produced as the output of the framework’s” application can
be used as a blueprint for the later stages of the business process
management lifecycle by other specialised approaches for service
identification and orchestration and process execution andmoni-
toring frameworks. Furthermore, since sociotechnical systems are
the starting point of the analysis supported by the framework, it is
better equipped to deal with the design of systems operating in a
multi-agentenvironment rather thandescribing highly detailed and
technical processes of individual system components.

Apart from the contributions of the developed framework, which
are discussed in detail below (see Section 5.2), there are assump-
tions and limitations worth of critical discussion. The design sci-
ence research approach followed for the devel- opment of the
framework is a popular choice when developing artefacts in the
subject area of information systems. Its wide-spread adoption, in
combination withthewell-definedresearchsteps it provides, led to
itsselection as theresearch method of choice for this project. None-
theless, that choice was not a result of exhaustive comparison
between design science and other research approaches but rather
resulted from the fact that the research steps already undertaken in
the early stages of the project matched with the guidelines of this
specific research approach (i.e., gap identification through litera-
ture, develop and evaluate feed- back loop of initial framework
components). Thus, it may be beneficial for future similar research
attempts to thoroughly examine available research methodolo-
giesbeforeinitiatingthedevelopment of artefacts. Another resear-
chassumption made during the lifetime of this project was to limit
the scope of the study to model-driven information security for
business processes. This decision directly affected the scope of the
literature review (see Chapter 2) as it led us to the ex- clusion of

works whicheither dealtwithsecurity-adjacentconcepts (e.g., priva-
¢y, trust, access control) or dealt with security in a formal and non
diagrammatic manner (e.g., formal languages, rule-driven). This
choice inevitably narrowed the bodyof literature that was studied
to extract research gaps but also allowed us to focus the scope of
the project and thoroughly analyse the works which fitted within
that scope. The trade-off between the width of a project’s scope
and the depth of the analysis provided is, therefore, an important
aspect to consider during the early stages of a research project.

Another aspect of this research project worth of further discussion
is the eval- uation of the developed framework (see Chapter 4. As
already discussed, both individual components and the complete
framework were evaluated and itera- tively refined as a result of
their application in real life information systems. The large scale
evaluation of the complete framework was performed via the case
study described in Section 4.3. The application of the framework
in collaboration with real life practitioners, performed during this
case study, yielded useful insights but with limited generalisabili-
ty. This was mainly due to the fact the developed framework was
applied as a whole only to a singular real life information sys-
tem, which at the time was still under development. Therefore,
there was no bench- mark against which the produced business
process model could be compared to, in order to gather quantita-
tive data. Instead, the conclusions reached after the completion of
the case study were based on the semi-structured interviews with
the participating stakeholders and some ad-hoc metrics designed
specifically for the context of the system at hand. Therefore, there
are still aspects of the de- veloped framework which could benefit
from further evaluation in different real life contexts with varying
size and complexity. For instance, in regards to the scalability of
the framework, the different components were able to be utilised
as intended both during small-scale individual applications (see
Section 4.1) and during the large scale application of the complete
framework at the case study (see Section 4.3). Nonetheless, fur-
ther applications of the framework to other information systems of
similar or greater size and complexity could strengthen the gener-
alisability of such conclusions.

Research Outputs

The contributions of the different framework components can be
matched to the objectives and research questions this research
project aims to tackle (see Sec- tions 1.3 and 1.2). More specifi-
cally, in regards to the first research question, the combination of
the Goal Modelling, Model Transformation and Business Process
Modelling components facilitate the creation of a business process
model aligned

with the requirements and constraints captured at the goal model
level. The hy- brid reference process model, which is the main
artefact produced by the model transformation component, can be
considered a skeleton of a business process model which maps the
actors, resources and goals of the goal model to the cor- respond-
ing business process level concepts (i.e., lanes, data objects, activi-
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ties). Therefore, through the concept mappings and transformation
rules introduced by the Model Transformation component, struc-
tural information, captured by goal models at the organisational
level of abstraction, dictates the structure of the re- sulting busi-
ness process design. Furthermore, the integration of security-relat-
ed elements, elicitedfromthegoalmodel, intotheproducedbusiness-
processmodel isalsoachieved by thecombination of theapplication
of thethreeaforementioned components. The Goal Modelling-
componentfacilitatestheelicitation of security constraints and po-
tential implementation mechanisms, the Model Transformation
component maps such elements on the appropriate parts of the
business process skeleton and the Business Process Modelling
component integrates them into the final process model via the
use of the process design patterns, developed as part of this work.
Therefore, security-related information captured by goal models
at the organisational level of abstraction is also transferred to the
operational level of abstraction to shape the final secure business
process design. This com- bination of components also leads to
the achievement of the first two objectives of this research project
(i.e., “Obj.I: Create an approach that uses high-level, functional
and non-functional organisational goals as input for the design of
busi- ness processes.” and “Obj.2: Develop a structured way for
producing business process designs able to operationalise the iden-
tified organisational goals.”). Fur- thermore, via the security pro-
cess patterns introduced by the Business Process Modelling com-
ponentshelps achievethe fourthobjective of thisresearchproject
(i.e., “Obj.IV: Provide a structured way for integrating predefined
security con- figurations into business process models.”).

Regarding the second research question, the Decision Support
component of the proposed framework facilitates the decision
making process regarding design choices at the business process
level. The aspects that need to be taken into consideration during
the selection between the alternatives in terms of security mech-
anisms, are defined by the system stakeholders and expressed as
optimisation variables during the initial steps of the decision sup-
port process. Such variables reflect both security and risk-related
coverage provided by each candidate secu- rity mechanism, while
also being able to capture their contribution towards the achieve-
ment of non-functionalsystemgoals. Moreover, theability of the-
component to allow the prioritisation of each variable’s prioriti-
sation and definition of soft and hard-caps for their values, allows
the definitions of optimisation scenar- ios able to accurately reflect
the needs of the system’s stakeholders. Finally, the identification of
optimal solutions for each scenario, through the automated appli-
cation of satisfiability solvers provides further structure for the de-
cision-making process regarding the security configuration of the
business process designs under development. The introduction of
such component into the proposed framework also helps achieve
the third research objective of this project (i.e., “Obj. III: Provide
a new approach to support the selection of appropriate security
configu- rations to be implemented at the business process level,
according to situational needs and constraints.”).

Finally, regarding the third research question, the compliance of
the final busi- nessprocessdesign to theinitialsecurity constraints is
verified by theapplication of the Security Verification component.
This component provides model checking capabilities in order
to ensure that the business process model produced as the result
of the framework’s application has specific properties which will
make it compliant with the security requirements elicited from the
initial goal model. To achieve that a series of attributes have been
defined to capture properties of pro- cess elements related to their
security needs and their position within thecontrol flow of thepro-
cess. Additionally, verificationalgorithmshavebeendevelopedfor
each of the main types of security requirements, which check the
values of cer- tain instantiated attributes of security-constraint
process elements and identify potential security violation. There-
fore, the application of that component can pinpoint the location
of security violations within the process model for each se- cu-
rity requirement elicited by the organisational level goal model.
Furthermore, suchcomponent contributes towardstheachievement
of thefinalobjective of the research project (i.e., “Obj. V: Develop
an approach that enables the verification of the compliance of the
security properties of a business process model to the security con-
straints identified at the organisational level.”).

Main Contributions

The framework presented in this work contributes towards a multi-
tude of differ- ent areas of interest, including security requirements
engineering, risk manage- ment, business process modelling, or-
ganisational and operational level alignment and decision support.
More specifically, themajor contributions of the proposed frame-
work can be summarised as follows:

* The extension of the already established Secure Tropos mod-
elling language, allowing it also cover risk related concerns via
the introduction of new concepts (e.g., risk). In addition to that,
new attributes have been introduced to existing concepts, such as
mechanisms and soft goals, to allow for a more accurate and quan-
tifiable description of the relationships with each other (e.g., con-
tribution of mechanism towards soft goal, degree of mechanism’s
threat mitigation).

* The introduction of concept mappings between Secure Tropos
and BPMN 2.0 which allow entities from the organisational per-
spective to be trans- formed to their process-level counterparts
based on their conceptual sim- ilarities. Such concept mappings
play a major role in the construction of an intermediate business
process model skeleton, known as hybrid reference process model
within our framework, which essentially acts as a bridge connect-
ing the organisational with the operational level of abstraction.

* Transformationrulesbuilt on top of theconcept mappings in order
to guide the construction of the hybrid reference process model,
using the organisational goal model as input. The explicitness of
these rules offers the potential to automate the model transfor-
mation process by computer-aided software engineering (CASE)
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tools in order to minimise the manual inter- ventionrequired to cre-
ateandtransitionbetween thedifferent modeltypes supported by this
framework. Such automated functionality has been in- troduced
into an existing software tool which supports the construction of
Secure Tropos goal models and their automatic transformation to
hybrid reference process models.

* The introduction of the hybrid reference process model, created
by the application of the transformation rules as an intermediate
artefact, aiming to transfer the information captured in an organ-
isational security oriented goal model and express it in business
process terms. Through the use of the hybrid reference process
model, high level goals of the organisation can guide the design
of its business processes, creating an alignment between organisa-
tional strategy and operations.

* The development of a Decision Support component which re-
ceives stake- holder and expert input concerning a number of
functional and non-functional aspects of the system and uses it to
identify optimal combinations of secu- rity implementing technol-
ogies. The decision support process component provides flexibil-
ity by allowing stakeholders to select and prioritise the as- pects-
theywantto be takenintoaccount duringthedecisionmakingprocess
(e.g., soft goals) and experts to evaluate the coverage that different
imple- mentationtechnologies provide towardssuch aspects (e.g.,
contributionof a mechanism towards a soft goal).

* The introduction of a processdesignpatternlibrarywhichincludes-
generic, predefined process fragments which are able to express
the operationalisation of different types of security requirements.
By creating a process designpattern toeachtype of securityrequire-
ment(i.e., authentication, au- thorisation, confidentiality, integrity,
availability) in a technology-agnostic manner, a useful collection
of reusable business process fragments is es- tablished, which can
be easily integrated to new or existing CASE tools to minimise the
manual effort required for the creation of secure business process
designs.

* The ability to extract a number of similar but slightly different
business process models from the same hybrid reference model.
The variation in the final process model originates fromthe alter-
natives in terms of security implementing technologies, which
thestakeholders can select from the hy- brid reference process
model, assisted by the decision support framework. The hybrid
reference process model has the ability to maintain informa- tion
regarding all the different alternatives and therefore, can be re-used
to produce a newbusiness process design if the stakeholders’ deci-
sion criteria or the context in which the system operates is altered.
Thus, the frame- work offers a flexible and adaptable approach via
the re-use of the hybrid reference model artefact.

* The security verification capabilities provided by the introduc-
tion of process elementattributes and security verification algo-
rithms. Such security verificationcapabilities provide a structured
way of verifying thecompliance of the produced business process

model to the security requirements initially elicited by Secure Tro-
pos goal models and the identification of the type and location of
security violations within the control flow of the process model.

Future Research Directions

The development and evaluation of a framework for the creation of
secure business process designs, undertaken through this research
project, also revealed directions for future research attempts. More
specifically, even though this work focused on security, the ex-
tension of the developed framework to support aspects related to
other security-adjacent concepts, such as privacy and trust, can be
explored in future work. Privacy and trust are often treated as an-
other type of security requirement during the design of informa-
tion system that support the execution of business processes. Nev-
ertheless, research in the area of privacy and trust requirements
engineering reveals that there are multiple, discrete aspects worth
of analysis in such areas of research. Some preliminary efforts to
incorporate privacy concerns into the developed framework have
already been undertaken during this research project, as a set of
privacy process patterns have been developed in [36] and [39].
Nevertheless, potential conflicts between privacy and security re-
quire further consideration, which even though is outside the scope
of this research project, is worth considering in future research ef-
forts in the area.

Another direction for future work is the connection of the output
of this work to service level compositionsthat can supporttheexe-
cution of theproducedbusi- ness process designs. Since the scope
of this work was focused at the design level, such aspects have
not been considered during this research project. Nevertheless, the
output of the application of our framework can assist in the iden-
tification of implementation level artefacts to support the process
execution, since the pro- duced process designs can capture a de-
tailed description of their functional and security related aspects.
Steps towards that direction have already been un- dertaken in [37]
and [38] were the developed framework has provided input for im-
plementation-level efforts in the development of software product
lines and secure cloud service compositions.

Simultaneously to the development of the framework, a comput-
er-aided soft- ware engineering (CASE) tool was also extended to
support and automate the creation and transition between the dif-
ferent models of the proposed framework. The CASE tool is able
to provide users with a graphical environment in which they can
create goal models using the Secure Tropos modelling language
and au- tomatically transformthemintohybridreferenceprocess-
models. Otherexisting tools were also identified to support other
framework functionalities, as discussed in Section 3.7. The CGM
tool is used for the application of the Decision Support component,
while a variety of business process modelling tools can be used
for the application of the Business Process Modelling component.
Nevertheless, since thedevelopment of deployablesoftwaretools
was outsidethescope of thecurrent research project, future work
can extend the coverage of software tools for the developed frame-
work. More specifically, the transition between the different tools
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can be automated by forwarding the output of one tool to be used
as input for the next. Finally, the security verification attributes and
algorithms, introduced by the Security Verification component of
the framework, can be implemented to a new or existing business
process modelling tool which could allow users to instantiateth-
erelevantattributes of differentcomponents of a processmodeland
automatically execute the verification algorithms to identify po-
tential security violations.
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