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Annotation

Control of a drone swarm as a unity requires decentralization and hierarchy. Decentralizing control of drone swarms
is necessary to free the human operator from having to constantly control the behavior of the drones within the swarm.
Hierarchical control of a drone swarm is necessary so that human operators can adjust the activity of the swarm as a unit.
The following separate roles have been identified for the implementation of decentralized hierarchical control of swarm
activity: the activity of a separate drone, the activity of a drone- coordinator, and the activity of a human operator. The
control hierarchy consists of a human operator who controls the change in the behavior of the drone coordinator. The
drone coordinator controls the changes in the programmed behavior of individual drones. This approach is an analog of the
management of human workers who perform assigned work, which opens up several possibilities. First, it is possible to use
formal models of performance people’s behavior in social teams. Second, formal models can be used for decision-making and
optimization for controlling a drone-coordinator in a swarm. Thirdly, computer modeling can be applied to the behavior of a

drone swarm, which will allow choosing the optimal behavior of the swarm for different conditions of its activity.
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1. Introduction

The areas of drone application have been growing rapidly in recent
years. Autonomous drones that perform tasks in automatic mode
are increasingly being used. The industry of unmanned drones for
the transportation of both goods and people is developing. The
drones themselves are being improved. Software tools are being
improved for controlling the activity of drones both in the human-
operator control mode and in the autonomous mode.

Today, the world has accumulated a lot of experience in using
drones in various situations. However, this experience is usually
limited to either the control of the drone/drones by a human
operator or the use of drones in automatic mode. Therefore, there
is increasing attention to the use of swarms of drones that can work
cooperatively to achieve a goal. This requires moving to a new
level of drone control design.

This next stage is the transition to social systems that will consist
of people and drones. At the same time, they will perform a
joint task. However, the formation of such systems requires new
approaches, especially to the organization of management of joint
activities. Thus, in the review article, attention is focused on ideas

and concepts that may be promising for the development of swarm
robotics, especially with specific tasks [1]. As the most promising
areas for the development of swarm robotics, the authors identify
"an increasing need for a swarm engineering, that is, a need for
methods for (1) requirement modeling and specification, (2)
design and implementation, (3) verification and validation, and
(4) operation and maintenance". The authors identify three areas
as important. The first is the requirements for both models and
drones/robots. The second is the creation of universal approaches
to the design and implementation of collective behavior, based on
the behavior of the drone itself and ending with the behavior of
the swarm as a whole. Thirdly, the problem of communication and
cooperation between people and drones.

One of the main challenges is that it is necessary to develop new
approaches to modeling the distribution of control for drone
swarms. First, many individual elements of drone behavior must
be performed individually. Secondly, drones must perform a large
array of behaviors together, as part of a single swarm. Thirdly, it
is important to manage the communication between humans and
drones for such a social system aimed at the joint achievement
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of goals [2]. The problem of controlling a swarm of drones is
considered in a large number of articles today. Thus, an algorithm
for organizing a collective movement based on the movement of
a swarm “behind the leader”, which is identified quite randomly,
is considered [3,4]. In several works, for example, the attention
of researchers is focused on the development of collision
avoidance models in a moving swarm [5-7]. A quantity of work
is devoted to the transition from the local movement of the drone
to the organized movement of the swarm as a whole. Drones with
limited sensory capabilities are considered, which “feel” only a
few nearest neighbors and “know” only one constant direction
of movement [8]. The control model proposed by the authors is
very promising, but before application, it needs to be improved.
However, this indicates one direction for further development. In, a
control model is presented for the distribution of a swarm in space
to achieve a given density of the number of drones [9]. It also relies
on information about the local position of the drones in the swarm.
In, a decentralized problem is also considered [10]. Attention in
this work is focused on studying the effect of internal noise or
interference on collective motion. To overcome interference, it
is proposed to use the availability of communication channels
between drones. In, optimized flocking of drones in a confined
environment with multiple conflicting objectives is proposed [11].
The considered objectives are collision avoidance (with each other
and the wall), speed, correlation, and communication (connected
and disconnected agents).

In, the influence of drone characteristics on the tasks that can be
assigned to the swarm is considered [12]. An example is a swarm
of aquatic robots designed to remove harmful algae from the
water. This is a rather promising approach, moving from drone
parameters to swarm parameters. At the same time, there is an
inverse approach from the required characteristics of the swarm
behavior to the characteristics of the drone that are necessary to
implement such behavior. In, it is proposed to use the patterns of
coordination for interacting agents for observations of the evolution
of the swarm density over time to describe a swarm [13]. As a
result, the swarm is described by macroscopic parameters. This
approach is motivated by the analysis of large biological swarms.
In it is proposed to calculate the trajectories of each of the drones
in the swarm, considering the presence of conflicts between drones
[14]. This allows for considering the ability of individual robots
to make quick turns. Within the framework of the trajectory tube
models proposed in our article below the topological solution for
them completely solves this problem already at the level of "ready-
made fragments", which are then connected like Lego.

In, the requirements for the interface of an operator controlling
drones in a swarm are considered [15]. However, the operator must
still pay attention to each of the drones in the swarm. In the authors
proposed “a two-step scheme which consists of task partitioning
and autonomous task allocation to address these issues. In the
first step, the original task is partitioned into simpler subtasks to
reduce the complexity of designing fitness functions [16]. In the
second step, evolutionary approaches are adopted to synthesize a

composite artificial neural network-based controller to generate
autonomous task allocation for the robotic swarm.” To do this, the
task is laid out at the hardware level of the drone itself.

In, the situation is considered when the swarm is divided into
groups with the same number of drones [17]. Drones have both
firmware (fixed, built-in programs) and regular programs for their
traffic. A group of drones is controlled from the command center.
In the models proposed in our article below, individual clusters in
a swarm can consist of a different number of drones. In addition,
a drone coordinator, rather than a human operator, can be used as
a cluster control center. In, a swarm model with a central control
agent is described [18]. In the model, several drones are located
above the swarm and serve as repeaters to control the swarm.
This model allows for solving a narrower class of problems than
is proposed below in our article. In, a comparison of centralized
and distributed control for a swarm of drones is studied. It was
revealed that centralized control is more profitable than distributed
one [19]. However, centralized management has significant
scalability limitations. The results obtained in our article below
combine centralized and distributed control to achieve a high level
of scalability.

We think that further development of research in the area of swarm
robotics can be carried out in the direction of developing models in
which not a person, but a special drone controls a group of drones
(or a separate swarm). And, of course, the particular interest is
the development of models for the implementation of both joint
and coordinated behavior of several swarms containing a different
number of drones and swarms with the ability to exchange drones
with each other.

The purpose of the article is to describe the perspective approaches
to modeling the organization of distributed human control over
the behavior of drone swarms, each of which has a hierarchical
structure.

2. Concept

There are two main approaches to modeling drone swarm behavior.
The first approach is based on the fact that existing drones need to
be combined into a single structure. Today each drone, as a rule, is
either controlled by a person or has uniquely programmed behavior
(and therefore highly specialized). As a result, the behavior of a
drone swarm, in the final case, will be defined as the control of one
or several drones by a person. The other drones in the swarm mimic
(in one sense or another) the behavior of the human-controlled
drones. As a result, the majority of the swarm should consist of
drones that are arranged in the same way, and that have practically
unambiguous behavior. All this significantly reduces the stability
of the swarm’s adaptation to the changing environment.

The second approach is based on the fact that drones should form
a certain “social system”. Here, each of the drones can show a
kind of “personality”, that is, show unique behavior and have
unique capabilities. In such a “social swarm of drones," there can
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be a “leader” (ringleader, superintendent, coordinator, etc.), who
directs the behavior of the entire swarm. But even when fulfilling
a joint goal, individual drones in a swarm show a certain level of
individual behavior and carry out their adaptation to the changing
environment. At the same time, the stability and adaptive properties
of the swarm will be sufficiently high. The predictability of the
behavior of an individual drone in a flock under these conditions
sharply decreases.

Below will be considered one of the possible options for
implementing the second approach. At the same time, the swarm will
have a drone-coordinator (thus the swarm will have a hierarchical
structure). Its task is to manage the methods and technologies of
achieving a given goal, set before the swarm as a single entity. The
behavior of an individual drone will have individual features that
will distinguish one drone from another. This makes it possible to
also create drone swarms, which differ from each other in methods,
technologies, and tools for the manifestation of their activity. Such
a swarm can perform tasks in autonomous (offline) mode. The
human operator will influence only the drone coordinator, and
during the operation only in exceptional cases.

Note. This organization of control of swarm behavior corresponds
to the management of human teams. They consist of workers
who perform simple work. As a rule, a human worker is taught
to perform a certain set of simple actions for a long enough time.
It is the simple and “programmed” actions of people today that
are increasingly becoming automated. Each team has a person
who performs the functions of managing workers and work. This
person is focused on management functions, that is, his activity is
to make decisions adjust, and change the program of activities for

R(t) = D(r,t) + d(7,t)
V(R t) = V(#t) + B(d)

In some cases, it is possible to allow the boundary of the tube to be
set also statistically.

Note that, in the general case, the trajectory of the drone in the
swarm will be in the given “drone trajectories tube (D77)” (which
may have loop-intersections, depending on the drift speed).

* Avoiding collisions with other drones can be done as follows.
First, the drone may have an automatic that warns of a collision
[5-7]. At the same time, the trajectory and speed of the drone may

B(# t) =< D(#1), V(% t), TTD(d), W(R(Y)) >

4. The drone informs the drone coordinator about changes in its
state and behavior characteristics that occur due to internal and
external causes.

Note that the presence of a stochastic component in the drone’s
motion can be important for some tasks. For example, it can be a
countermeasure against the identification of a drone (radar or laser)
in a swarm. As a result of the presence of a stochastic component,

individual people. This person coordinates the activities/behavior
of the workers in such a way that the goal of the joint activity is
achieved as a result. Examples include an officer/sergeant in the
military or a lower-level manager in an industry or enterprise. This
is distributed and hierarchically organized management.

The article will consider the behavior of the swarm directly during
the operation. Getting the swarm to the location of the operation
is a fairly obvious task (however, some aspects of this will be
discussed below).

2.1 The behavior of an individual drone in a swarm

An individual drone during operation can be characterized by such
a set of parameters.

The trajectory of the drone during the operation is given as
follows. The trajectory D(r¢) and speed V(r¢) of the general drift
of the drone in the swarm are set in space. Then a curvilinear (open
or closed) tube of trajectories 7(7¢) (for example, a torus) is set,
beyond which the drone’s trajectory must not go. The diameter d
of such a tube of trajectories can change along the axis and change
with time (within the given limits). The drone moves chaotically
within such a curved cylinder (one can set the distance d(#¢) and
the speed v(d) from the axis of such a cylinder). Also, the speed of
the drone changes randomly (within the given limits). Therefore,
as a result, the trajectory and speed of the drone are divided into
the drift and stochastic components.

* The trajectory tube is required to consider statistical changes of
1) random changes in the environment (gust of wind, stone under
the manipulator, etc.) and 2) random deviations of the drone from
the axis of the tube due to internal changes (for example, during
the operation: shots, missile launches, etc.).

(1)

have a stochastic additive. Second, to avoid a collision, the drone
can choose to switch to another curvilinear tube (or transit to a new
curvilinear tube).

* The drone has a set of options W(r¢) of behavior (manifests of
activity) during the operation.

Thus, the behavior B of an individual drone in a swarm is given by
the following tuple.

2

the drone will be able to go beyond the identification area. As a
result, the identification devices will either be forced to pause to
find the drone again, or another drone in the swarm will come into
their “field of view”. In the latter case, the swarm will also receive
a certain amount of time to perform the planned actions.

An interesting mathematical problem arises regarding the topology
of drone trajectories in a swarm during the operation (or given
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activity). This topology will consider the specifics of the task that
was given before the swarm. At the same time, several different
topologies for “tubes of trajectories” can be developed for each of
the drones in the swarm to accomplish the task. This allows one to
switch from one topology to another during an operation.

2.2 Behavior and tasks of the drone-coordinator in the swarm
The drone coordinator has the following set of parameters and
characteristics.

Note. We remember that the task of such a drone coordinator is
to make decisions and give commands to change/correct the
activity of individual drones in the swarm. This imposes specific
requirements for the construction of a drone-coordinator, that is,
its design and programming. For example, it must have specific
sensor systems and software (which are different from other drones
in the swarm). But it is desirable to keep the appearance as similar
as possible to all other drones of the swarm. This is necessary
for the stability of the swarm concerning external factors (this is
especially clear for military conditions: the officer’s clothes should
not unmask him).

1. In the swarm, itself and its behavior should not differ from other
drones. Therefore, it is also described by the same characteristics
(1) and (2). However, the “tubes of trajectories" of the drone
coordinator are located in those places of the swarm that depends
on the purpose of the swarm’s activity as a whole. It can also
migrate to different areas in the swarm as environmental conditions
change.

2. The drone coordinator controls the entire operation plan. Its
activities are as follows.

1) It gives the entire trajectory of the swarm’s movement and
topology for “tubes of trajectories" for every drone in the swarm
from the beginning of the operation to its end.

2) It selects and sets the entire set of behaviors b, of all drones in
the swarm during an operation. The numbering for this is double:
the first number corresponds to the i-th drone, and the second
index means the j-th behavior of the drone.

3) It chooses a specific strategy seS for the swarm behavior as
a whole during the operation from a set of possible strategies S.
Each strategy si is assembled from the temporally and spatially
ordered strategies of the behaviors of individual drones B={bij}
(like Lego).

4) It chooses the strategy “to interrupt the operation” (“rapid exit”)
if all the planned strategies from set S are ineffective. For example,
in the case of the loss of a certain number (or some) of drones (this
can be a kind of “reconnaissance by combat”). It also ensures the
delivery of information about the realized situation to the control
center (“headquarters”) either by itself or by transferring it to one
of the drones.

5) It also communicates with the human operator (control center,
“headquarters”) as it is needed. At the same time, only short pulses
are used that correspond to the strategy chosen by it. It can also
inform the human operator (“center”) about the execution (partial
execution) of the current (given) stage of the operation. To do
this, it is important to create a database of options for “partial

execution” of the operation stages and/or the operation as a whole.
6) It does all the current control of the drones by using the indices
i and j which specify the behavior of the particular drone bij. This
allows the use of low-intensity signals within the swarm (radio
waves, light signaling, signaling by elements of the drone body,
etc.). In this way, the protection of information channels is ensured.

2.3 Tasks of a human operator

The tasks of the human operator are not to implement the permanent
control of the swarm through the drone-coordinator. The task of
the human operator is to prepare the operation and carry out the
training for both the drones and the drone coordinator, dividing
the operation into stages, elaborating the goal tree for the drones
in the swarm, considering possible changes in the environment,
and operational area, develop decision-making algorithms for the
coordinator drone, etc.

Among other tasks, the following can be distinguished (the list is
not complete and exhaustive).

1) He chooses the behavior B={bij} for each drone in the swarm.
2) He specifies a set of strategies S for the drone-coordinator using
the previous reconnaissance.

3) He selects the drift trajectories D(7;¢) and velocity V(rt) of the
swarm for a) movement towards the location of the operation, b)
stages of the operation, and c) movement away after the operation.
4) He selects the shapes and topologies for “drone trajectory tubes”
for various stages of the operation.

5) He tests the strategies and behaviors of the drones in a swarm
over computer simulations with other operators and “headquarters”
workers, as well as with the experts. In some cases, it is convenient
to do this in the form of a computer game. For example, online
gaming platforms to optimize various stages of control of the
swarm can be used.

2.4 Algorithm for modeling the behavior of a drone swarm
The algorithm for choosing the optimal behavior of a drone swarm
can be specified in the following stages.

1. The geographical relief of the place of operation is specified and
a set of targets for the manifestation of drone activity is determined.
2. The method of forming a drone swarm is specified. It is formed
from drones that are capable of performing a given activity for a
given set of targets (which have the necessary set of tools for this).
3. The path (trajectory) is set for 1) the formation of the swarm
(because not all the necessary drones can be in one place)
and 2) the swarm movement to the operation area. During the
swarm movement to the operation area, the requirements for the
‘trajectory tubes” for each of the drones can be weakened (for
example, practically straight lines).

4. A set of operation execution scenarios is specified. It considers
geographical features and the specificity of the behavior of targets
and possible obstacles. The possibility of damage and loss of a
certain number of drones is also considered.

5. According to the set of scenarios, corresponding sets of
“trajectory tubes” are formed for each of the drones at each stage
of the scenario execution.
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6. According to points 3-6, a coding system is formed for possible
variants of the behavior of each of the drones.

7. Considering 3-6, a set of operation execution scenarios is
structured. Including, a tree of possible solutions is formed (in the
sweep of the operation in time) for changing the scenarios, using
fragments of different scenarios.

8. Considering 3-6, codes are created for the formed set of
scenarios and a tree of possible decisions (behavior) for the drone-
coordinator, which will make decisions regarding the control of
the behavior of each of the drones in the swarm.

9. A set of possible behavior of the targets and a set of obstacles is
specified, considering their geographical reference and deployment
in time.

10. Computer simulation of the operation is carried out. The
parameters by which the results are optimized are as follows (the
list is not exhaustive):

1) swarm drift trajectories and speeds;

2) characteristics of “trajectory tubes” for each of the drones
(including different probabilities for stochastic manifestations);

3) characteristics of targets and obstacles;

4) mission performance characteristics (for example, number of
successful drone activity results, drone damage, number of lost
drones, changes in target characteristics as a result of swarm
activity, etc.).

11. The optimal option (variant) is selected and the drones in the
swarm and the drone-coordinator are programmed.

12. A series of natural (field) experiments is carried out.

13. Client massively multiplayer online games in real-time (for
example, World of Tanks, massively multiplayer online role-
playing games, massively multiplayer online first-person shooters,
etc.) can be used as field (natural) experiments too.

14. Considering the results of field experiments, points 1-13
may be repeated. In such computer simulations (especially with
the participation of real people-players), a database is created
regarding possible choices of geographic references and target
reactions, operational obstacles, etc.).

15. The database of the results of computer simulations
(supplemented by the description of real field experiments) can be
used to optimize both the behavior of individual drones during the
operation (as well as to form requests for their modernization) and
to train for drone coordinators. Tournaments can also be used as
drone-coordinator training, where one/several drone-coordinator
is pitted against another drone-coordinator (one or several).
This allows us to determine the best programs for a set of drone
coordinators.

A detailed description of the algorithms for the computer simulation
of the behavior of the drone swarm during the operation will be
determined by the purpose of the operation.

3. Discussion and outlook

The behavior of drones in a swarm, proposed in the article, is
essentially completely analogous to the behavior of a team of
specialists who perform tasks under the leadership of a team
leader. This allows drone swarms to use collaborative methods,
algorithms, and technologies that are already well-established in

human teams.

An example can be swarms of military drones during a combat
operation. It is the combat situation that requires the most complex
and coordinated behavior from a swarm of drones when performing
a task. The tasks of peaceful use of swarms of drones are, as a rule,
simpler.

Let’s dwell on several examples of prospects for the military
application of a drone swarm that uses the results obtained. An
important feature of the military use of drones is that on and
near the front line, all humans are the enemy. Therefore, there
will be no moral and/or ethical problems [20]. All targets under
such conditions will be hostile and subject to destruction. Under
other conditions, the use of military drones will require the need
for reliable identification of the enemy and the selection of non-
combatants (actually, this is exactly what police drones should
differ from military ones).

Example 1. Signal transmission within the swarm from the
drone-coordinator to other drones may have low intensity. This
will exclude both the possibility of intercepting frequencies and
the possibility of interfering with the control of a drone swarm.
Considering that the current behavior of an individual drone
can be described by a relatively small number of numerical
characteristics, the transmission duration is small. In addition, it
is possible to use not only radio communication but also acoustic,
light, and infrared (for example, heating and/or cooling of drone
body fragments, etc.). Also, considering the transmission of only
numerical characteristics, it is possible to use even certain moving
fragments of the drone design (for example, to transmit numbers,
use a binary code, for which a three-position fragment (special
element) of the design is quite enough: “waiting”, “0” and “17).
Example 2. Each drone has a finite set of activity manifestations.
The drone-coordinator has a finite set of swarm behavior strategies.
This allows to quickly adapt the swarm’s behavior to a change
in the situation and switch to a new strategy that will be optimal
at this change. This allows controlling the swarm in automatic
mode in real time. For example, a new location of targets is set
by the satellite, which is reported to the drone coordinator (and it
chooses a new swarm’s behavior strategy and proves the necessary
behavior for each of the drones).

Example 3. Organizationally, a military operation can have many
options. For example, a drone swarm may be tasked with “clearing”
a certain area from enemies. Here can set tasks for each drone,
as well as joint tasks for certain drones. Also, the task may be to
destroy enemy units as a whole along a certain route (in this case,
the drone coordinator independently selects and/or distributes the
targets).

Example 4. The drone coordinator during the operation should be
able to change the tasks for individual drones. This can happen due
to damage to some drones. Such situations should be considered
and planned before the start of the operation. The programming of
the drone coordinator will usually consist of this.

Example 5. To select optimal strategies and their elements, one
can use multiplayer computer games (for example, World of
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Tanks, massively multiplayer online role-playing game, massively
multiplayer online first-person shooter, etc.). For this, it is
necessary to create a database of strategies and individual tactical
elements of the behavior for individual teams or even individual
players in a special way. It is necessary to form a special alphabet
and language that allows the encoding of such information. At
the same time, it is possible to encode into the resulting alphabet
not only language but also specific spatiotemporal landscapes in
which the game takes place.

The training of both individual drones and drone coordinators can
be carried out using databases of already-played computer games,
including when the players are military teams or aggregates of
individual military players. The use of a special alphabet and
language will allow the establishment of an isomorphism between
the capabilities of game units and the capabilities of drones. It is
important that the obtained result as specialized software can be
replicated both on individual drones and on the drone-coordinator.
Example 6. For each class of drones used in the operation, control
can be reduced to a certain set of algebraic languages.

The firstlanguage M| will describe the drift trajectories of the swarm
as a whole. The letters of this alphabet are individual possible
elements of trajectories (for example, “straight-line movement”,
“turn by ... degrees”, etc.). Valid words of this language can be
those trajectories that correspond to the capabilities of the drone.
In this case, the drift (or trajectories tube) of the swarm is given
by a sentence that specifies a certain set of admissible trajectories
and considers both the goals of the operation and the state of the
environment and reactions during the operation.

The second language M, will describe the tubes of the drone’s
trajectories within the swarm. Its letters will be separate tubes of
admissible trajectories, which differ in their topology, dimensions,
and location of the drone. Note that, in the general case, tubes of
trajectories can have self-intersections. Also, the specifics of the
chaotic movement of the drone in the tube and the location of the
drone in the trajectory tube are given in letters. Then the words will
dictate the movement of the drone in the trajectory tube. Sentences
in this case will describe the totality of the drone’s movement
against the background of swarm drift, during which the drone
moves from one tube of trajectories to another.

All variants of the set of admissible tubes of trajectories of each
of the drones in the swarm will specify a separate letter of the
language of a higher order M,, which describes the swarm as a
whole.

Language M, will describe the set of possible manifestations of
the activity of individual drones during the active phase of the
operation.

The combination of languages M|, M,, and M,, i.e., language M,
will set the plan for the possible conduct of a separate operation
by a drone swarm.

The control of the drone swarm during the operation will be carried
out by a drone-coordinator in the language M..

The drone-coordinator will also be controlled by a human operator
in the language M..

Example 7. A drone swarm with a drone-coordinator is described
in the same language as a squad of soldiers with a commander.
At the same time, it should be considered that soldiers in a squad
within the framework of one operation have different weapons.
Just like the drones in the swarm will have different opportunities
for activity.

Therefore, the approach described in the article allows for unifying
the management/control of the battle, in which units formed from
people and drones will participate. Options are also possible when
the entire combat unit (squad) as a whole has a mixed composition
- it will include both people and drones. Interestingly, the leader of
such a squad may be a human officer or a drone-coordinator.
Example 8. Unlike a squad of soldiers with a commander, there is
no need for a “training period” in combat techniques for a drone
swarm with a drone-coordinator. All this needs to be done just
once, and then “learned software” must be created and embedded
in drones already at the level of their production. This makes
it possible to significantly reduce the time required to form the
appropriate number of the combat squad, i.e., swarm. It should
be noted that this also applies to special software elements that
are required for the operations of a squad made up of people
and drones. Finally, reprogramming drones for other activities/
behaviors also requires very small frames of time. The need for
such reprogramming arises, for example, when replacing the
combat equipment of drones.

Example 9. Dependence on the dimension of space. On the plane
and in three-dimensional space, the topologies and strategies of
individual drones and the coordinator drone will differ. Also, the
strategies will depend on the opposing forces and the objectives
of the operation. Operations strategies may include elements of
swarm dispersal, such as when a target must be approached from
all sides to conduct operations.

Example 10. A swarm can consist of drones that can perform
different functions. This allows for a greater number of possible
strategies.

Example 11. 1t is possible to build hierarchical structures of a higher
level from drones in a swarm. This will allow, for example, to
maneuver in the space of the involved operation and to concentrate
drones in the required locations. However, this places more serious
demands on higher-level drone coordinators. Perhaps it will be
appropriate to use human operators as well.

The given examples show that to control a drone swarm, one
can use all the experience of tactical (and sometimes strategic)
management of military structures. For this, it is necessary
to translate tactical and strategic activity schemes of military
structural units into the languages of examples 5-6. This will make
it possible to use all the great experiences of mankind, which it has
accumulated in war during the millennia of its history.

The further development of the use of drone swarms requires a new
approach to control. Control should be decentralized according
to a hierarchical method, when part of the behavior of drones is
determined autonomously within the framework of the swarm
itself. Without total control by the human operator. A certain part
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of decision-making authority should be transferred to drones. But,
as the experience of managing human teams shows, such a swarm
should be organized hierarchically. That is, one/several drones
must have the authority to produce and make decisions for the
entire swarm as a whole. Other drones will perform the functions
assigned by these drone-coordinator.

A possible design of approach to the creation of such drone
swarm control systems is proposed in the article. Further work
in this direction may consist in the transition to the development
of computer simulation programs for both individual elements of
the proposed control and control of a drone swarm as a whole.
Such a simulation will make it possible to develop and justify new
approaches both to the construction of drones and to the creation
of a software product for control them in the process of carrying
out swarm activities.

The design of control approaches proposed in the article can create
a certain theoretical platform for the creation of scientific teams
working in various fields of robotics. The results of the article can
be considered as a certain “language” that can unite scientists from
different branches of robotics. These results set a certain goal,
which can be achieved by various methods. Such a goal must be
oriented towards practical application. I hope that this article can
be used by the scientific community to advance both the science
and the practical application of drone swarms.

4. Conclusion

Effective control of a drone swarm must be decentralized and
hierarchical. At the same time, communication between the
swarm and the human operator should be reduced to the necessary
minimum. As a result, part of the decision-making should be
transferred directly to the swarm. In other words, tasking decision-
making for the swarm should be decentralized between the human
and the drone(s). Control of the swarm under these conditions
must be carried out by a special drone (drone-coordinator). It must
make decisions in typical situations and control other drones in the
swarm. The drone coordinator will communicate with the human
operator only in cases that go beyond the typical. Thus, control
in the swarm will be carried out according to the hierarchical
principle too.

Thus, it is possible to distinguish the following separate roles for
the implementation of decentralized hierarchical control of the
swarm activity: the activity of a separate drone, the activity of
a drone coordinator, and the activity of a human operator. This
approach allows us to consider the control of a drone swarm as
analogous to the management of human workers who perform
their assigned work.

This opens up several important possibilities. First, it is possible to
use methods of formalizing the behavior of people in social teams.
For example, at the level of formal models for their functional
duties. Second, formal models can be used for decision-making
and optimization for the drone-coordinator control in a swarm.

Thirdly, a computer simulation can be applied to the behavior of a
drone swarm, which will allow choosing the optimal behavior of
the swarm for different conditions of its activity.

An important fact is that there will be no training phase for drone
swarms, unlike human teams. For human teams, it is this stage that
is often the limiting factor for learning to be passed experiences. In
the case of drones, all the gained experience is loaded into drones
already at the level of their manufacture.

The most obvious analogy between a swarm of drones and a team
of people is manifested at the level of lower-level military groups
(branch, platoon, etc.).

References

1. Brambilla, M., Ferrante, E., Birattari, M., & Dorigo, M.
(2013). Swarm robotics: a review from the swarm engineering
perspective. Swarm Intelligence, 7, 1-41.

2. Akalin, N., Kristoffersson, A., & Loutfi, A. (2022). Do you
feel safe with your robot? Factors influencing perceived safety
in human-robot interaction based on subjective and objective
measures. International journal of human-computer studies,
158, 102744.

3. Sueoka, Y., Sato, Y., Ishitani, M., & Osuka, K. (2019).
Analysis of push-forward model for swarm-like collective
motions. Artificial Life and Robotics, 24(4), 460-470.

4. Fallah, M. M., Janabi-Sharifi, F., Sajjadi, S., & Mehrandezh,
M. (2022). A Visual Predictive Control Framework for Robust
and Constrained Multi-Agent Formation Control. Journal of
Intelligent & Robotic Systems, 105(4), 72.

5. Mayya, S., Wilson, S., & Egerstedt, M. (2019). Closed-loop
task allocation in robot swarms using inter-robot encounters.
Swarm Intelligence, 13, 115-143.

6. Ravankar, A., Ravankar, A. A., Hoshino, Y., Watanabe, M., &
Kobayashi, Y. (2020). Safe mobile robot navigation in human-
centered environments using a heat map-based path planner.
Artificial Life and Robotics, 25, 264-272.

7. Grasso, P, & Innocente, M. S. (2022). Stigmergy-based
collision-avoidance algorithm for self-organising swarms.
In Computational Vision and Bio-Inspired Computing:
Proceedings of ICCVBIC 2021 (pp. 253-261). Singapore:
Springer Singapore.

8. Coppola, M., Guo, J.,, Gill, E., & de Croon, G. C. (2019).
Provable self-organizing pattern formation by a swarm of
robots with limited knowledge. Swarm Intelligence, 13(1),
59-94.

9. Jang, 1., Shin, H. S., & Tsourdos, A. (2018). Local information-
based control for probabilistic swarm distribution guidance.
Swarm Intelligence, 12(4), 327-359.

10. Rausch, I., Reina, A., Simoens, P., & Khaluf, Y. (2019).
Coherent collective behaviour emerging from decentralised
balancing of social feedback and noise. Swarm Intelligence,
13(3-4), 321-345.

11. Bansal, J. C., Sethi, N., Anicho, O., & Nagar, A. (2023).
Drone flocking optimization using NSGA-II and principal
component analysis. Swarm Intelligence, 17(1-2), 63-87.

Adv Mach Lear Art Inte, 2024

Volume S | Issue 1|7


https://doi.org/10.1007/s11721-012-0075-2
https://doi.org/10.1007/s11721-012-0075-2
https://doi.org/10.1007/s11721-012-0075-2
https://doi.org/10.1016/j.ijhcs.2021.102744
https://doi.org/10.1016/j.ijhcs.2021.102744
https://doi.org/10.1016/j.ijhcs.2021.102744
https://doi.org/10.1016/j.ijhcs.2021.102744
https://doi.org/10.1016/j.ijhcs.2021.102744
https://doi.org/10.1007/s10015-019-00548-8
https://doi.org/10.1007/s10015-019-00548-8
https://doi.org/10.1007/s10015-019-00548-8
https://doi.org/10.1007/s10846-022-01674-5
https://doi.org/10.1007/s10846-022-01674-5
https://doi.org/10.1007/s10846-022-01674-5
https://doi.org/10.1007/s10846-022-01674-5
https://doi.org/10.1007/s11721-019-00166-x
https://doi.org/10.1007/s11721-019-00166-x
https://doi.org/10.1007/s11721-019-00166-x
https://doi.org/10.1007/s10015-020-00591-w
https://doi.org/10.1007/s10015-020-00591-w
https://doi.org/10.1007/s10015-020-00591-w
https://doi.org/10.1007/s10015-020-00591-w
https://doi.org/10.1007/978-981-16-9573-5_19
https://doi.org/10.1007/978-981-16-9573-5_19
https://doi.org/10.1007/978-981-16-9573-5_19
https://doi.org/10.1007/978-981-16-9573-5_19
https://doi.org/10.1007/978-981-16-9573-5_19
https://doi.org/10.1007/s11721-019-00163-0
https://doi.org/10.1007/s11721-019-00163-0
https://doi.org/10.1007/s11721-019-00163-0
https://doi.org/10.1007/s11721-019-00163-0
https://doi.org/10.1007/s11721-018-0160-2
https://doi.org/10.1007/s11721-018-0160-2
https://doi.org/10.1007/s11721-018-0160-2
https://doi.org/10.1007/s11721-019-00173-y
https://doi.org/10.1007/s11721-019-00173-y
https://doi.org/10.1007/s11721-019-00173-y
https://doi.org/10.1007/s11721-019-00173-y
https://doi.org/10.1007/s11721-022-00216-x
https://doi.org/10.1007/s11721-022-00216-x
https://doi.org/10.1007/s11721-022-00216-x

12.

13.

14.

15.

16.

Schroeder, A., Trease, B., & Arsie, A. (2019). Balancing robot
swarm cost and interference effects by varying robot quantity
and size. Swarm Intelligence, 13, 1-19.

Mavridis, C. N., Tirumalai, A., & Baras, J. S. (2022). Learning
swarm interaction dynamics from density evolution. /EEE
Transactions on Control of Network Systems, 10(1), 214-225.
Chen, J., Chen, W,, Li, J., Wei, X., Tan, W., Shen, Z. J. M.,
& Li, H. (2022, November). Path Planning Considering
Time-Varying and Uncertain Movement Speed in Multi-
Robot Automatic Warehouses: Problem Formulation and
Algorithm. In 2022 IEEE S8th International Conference on
Cloud Computing and Intelligent Systems (CCIS) (pp. 160-
167). IEEE.

Dousse, N., Heitz, G., & Floreano, D. (2016). Extension of a
ground control interface for swarms of small drones. Artificial
Life and Robotics, 21, 308-316.

Wei, Y., Hiraga, M., Ohkura, K., & Car, Z. (2019). Autonomous
task allocation by artificial evolution for robotic swarms in

17.

18.

19.

20.

complex tasks. Artificial Life and Robotics, 24, 127-134.

de Melo, V. V., & Banzhaf, W. (2018). Drone Squadron
Optimization: a novel self-adaptive algorithm for global
numerical optimization. Neural Computing and Applications,
30, 3117-3144..

Najafi, M., Ajam, H., Jamali, V., Diamantoulakis, P. D.,
Karagiannidis, G. K., & Schober, R. (2018, May). Statistical
modeling of FSO fronthaul channel for drone-based networks.
In 2018 IEEE International Conference on Communications
(ICC) (pp. 1-7). IEEE.

Hu, J., Bruno, A., Zagieboylo, D., Zhao, M., Ritchken, B.,
Jackson, B., ... & Delimitrou, C. (2018). To centralize or not
to centralize: A tale of swarm coordination. arXiv preprint
arXiv:1805.01786.

Verdiesen, 1., & Dignum, V. (2023). Value elicitation on
a scenario of autonomous weapon system deployment: a
qualitative study based on the value deliberation process. 47/
and Ethics, 3(3), 887-900.

Copyright: ©2024 Anatolii Shyian. This is an open-access article distributed
under the terms of the Creative Commons Attribution License, which
permits unrestricted use, distribution, and reproduction in any medium,
provided the original author and source are credited.

Adv Mach Lear Art Inte, 2024

https://opastpublishers.com

Volume S | Issue 1 |8


https://doi.org/10.1007/s11721-018-0161-1
https://doi.org/10.1007/s11721-018-0161-1
https://doi.org/10.1007/s11721-018-0161-1
https://doi.org/10.1109/TCNS.2022.3198784
https://doi.org/10.1109/TCNS.2022.3198784
https://doi.org/10.1109/TCNS.2022.3198784
https://doi.org/10.1109/CCIS57298.2022.10016376
https://doi.org/10.1109/CCIS57298.2022.10016376
https://doi.org/10.1109/CCIS57298.2022.10016376
https://doi.org/10.1109/CCIS57298.2022.10016376
https://doi.org/10.1109/CCIS57298.2022.10016376
https://doi.org/10.1109/CCIS57298.2022.10016376
https://doi.org/10.1109/CCIS57298.2022.10016376
https://doi.org/10.1007/s10015-016-0302-9
https://doi.org/10.1007/s10015-016-0302-9
https://doi.org/10.1007/s10015-016-0302-9
https://doi.org/10.1007/s10015-018-0466-6
https://doi.org/10.1007/s10015-018-0466-6
https://doi.org/10.1007/s10015-018-0466-6
https://doi.org/10.1007/s00521-017-2881-3
https://doi.org/10.1007/s00521-017-2881-3
https://doi.org/10.1007/s00521-017-2881-3
https://doi.org/10.1007/s00521-017-2881-3
https://doi.org/10.1109/ICC.2018.8422552
https://doi.org/10.1109/ICC.2018.8422552
https://doi.org/10.1109/ICC.2018.8422552
https://doi.org/10.1109/ICC.2018.8422552
https://doi.org/10.1109/ICC.2018.8422552
https://doi.org/10.48550/arXiv.1805.01786
https://doi.org/10.48550/arXiv.1805.01786
https://doi.org/10.48550/arXiv.1805.01786
https://doi.org/10.48550/arXiv.1805.01786
https://doi.org/10.1007/s43681-022-00211-2
https://doi.org/10.1007/s43681-022-00211-2
https://doi.org/10.1007/s43681-022-00211-2
https://doi.org/10.1007/s43681-022-00211-2

